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Preface
I believe that the Book on Software Engineering should focus on imparting to students the
knowledge and skills with proper practices and techniques. I also believe that by carefully
selecting the concepts and topics according to their course will certainly help to great extent.
This is the prime objective of this book. The goal of this book is to introduce the students by
number of concepts by taking our daily life examples, which certainly makes the learning easy
and understandable.
The book is organized in a planned way; each chapter opens with some introduction and then
clearly lists the chapter goals, or what the student can expect to learn from the chapter. In each
chapter the prime focus is on important concepts afterward the desired materials with some
practical methods.
The book is primarily for an introductory course on Software Engineering in any undergraduate
or graduate course. The book can also be used by professionals who know programming but
want to learn the systematic approach of software engineering.
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Teaching Support and Supplemental Resources
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Chapter 1
Software and Software Engineering

WHAT IS SOFTWARE?
The simplest definition of software is that it is a step by step instruction that tells the computer
hardware how to perform a task. Software can also be defined as the document that describes the
operation and use of programming.

What is program?
Program is also a collection of statements or instructions whereas software is not merely a
collection of computer programs rather it also designed with issues such as portability,
reliability, and usability in mind.

Software & Software Applications
Software application has a wide area. It is almost used in every sphere of life. There is no area or
field that does not come in scope of software. It is somewhat difficult to develop meaningful
generic categories for software application. The following software area indicates the breadth of
potential application.
System software: System software is a collection of programs designed to control the operations
of a computer system e.g. compilers, editors, and file management utilities, operating system,
drivers, telecommunications processors. The system software area is characterized by heavy
interaction with computer hardware, heavy usage by multiple users, concurrent operation that
requires scheduling, complex data structures, and multiple external interfaces.
Personal computer software: Due to evolution of software for general purpose, the scope of
computer has increased. It is useful in Word processing, spreadsheets, computer graphics,
multimedia, entertainment, database management, personal, business financial applications,
external network, and database access are only a few of hundreds of applications.

1
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Engineering and scientific software: These software deals with processing of numbers i.e.
calculation is performed particularly. Software are also used in Medical Sciences, Astrology,
Volcanology, Satellite controlling, Computer Automated Manufacturing(CAM), ComputerAided-design(CAD), System Simulation, and other interactive applications have begun to take
on real time and even system software characteristics.
Artificial intelligence software: Artificial intelligence (AI) software‘s are used to solve for real
word complex problem in a non algorithmic way. Expert systems, also called knowledge-based
systems, pattern recognition (image and voice), artificial neural networks, theorem proving, and
game playing are representative of applications within this category.
Real-time-software: Real time means immediate response from the computer or Real time
system may be described as an on-line processing system with quick response. Software that
monitors/analyzes/ controls real -world events as they occur is called real time software.
Real time systems are required to be highly reliable because, even minimal time delay in many
critical applications may be hazardous causing danger to several lives and substantial financial
loss, e.g., in case of computerized air traffic control system, the radar and computers that keep
track of air traffic in each region, must operate constantly with minimum maintenance.
Business software: Business Software‘s are those software‘s which will use in business
application. It is widest area of software application. Payroll, accounts receivable/payable,
inventory control software are the types of business software. These software are also used as
base to management information system (MIS).These are very helpful in controlling and
monitoring of business activities
Web-based software: The Web pages retrieved by a browser are software that incorporates
executable instructions (e.g., CGI, HTML, PERL, or JAVA), and data (e.g., hypertext and a
variety of visual and audio formats). In essence, the network becomes a massive computer
providing an almost unlimited software resource that can be accessed by anyone with a modem.
Embedded software: Embedded systems are systems in which the software is one of many
components and often has no interface to the end user; rather, the software has interface with the
other system components and probably controls them. Embedded software is now used in
airplanes, robots, microwave ovens, dishwashers, refrigerators, automobiles and other
appliances.
2
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Software Engineering vs Systems Engineering

Engineering is the discipline that deals with the application of science, mathematics or other
types of knowledge to design and development of products and services that improve the quality
of life. Engineering can be broken down in many sub disciplines, which specialize on many
domains using different types of technologies. Software Engineering and Systems Engineering
are two such sub disciplines. Software Engineering deals with designing and developing
software of the highest quality, while Systems engineering deals with the overall management of
engineering projects during their life cycle.

Engineering

Software Engineering

System Engineering

System Engineers are involved in

Software

system specification, architectural

Concerned

design,

developing the software

Integration

and

Engineers

are
with

deployment.

applications, control and

Concerned with all aspects of

design of database.

computer

based

systems

including hardware as well as
software.

Software Engineering
Software engineering deals with designing and developing software of the highest quality. A
software engineer does analyzing, designing, developing and testing software. Software
engineers carry out software engineering projects, which usually have a standard software life
cycle. For example, the Waterfall approach include an analysis phase, design phase, development
phase, testing and verification phase and finally the implementation phase.

3
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Systems Engineering
System Engineering deals with the overall management of engineering projects during their life
cycle (focusing more on physical aspects). It deals with logistics, team coordination, automatic
machinery control, work processes and similar tools. Most of the times, System Engineering
overlaps with the concepts of industrial engineering, control engineering, organizational and
project management and even software engineering. System Engineering is identified as an
interdisciplinary engineering field due to this reason. System Engineer may carry out system
designing, developing requirements, verifying requirements, system testing and other
engineering studies.

Software Characteristics
For complete understanding of software engineering, it is important to know about the basic
characteristics of software. Software has following properties;
1. Software is developed not manufactured: There is difference between the word development
and manufacture in classical sense. A manufactured product always takes a particular shape
and size. You can take the case of Hardware in manufacturing. But the software is grown up
by the passage of time, just like the child. Due to this difference, software projects are
managed in a different way than manufactured product. In software, modification, editing
etc. are possible but that is not in the case of other products.
2. No tear and wear in Software: In hardware the failure rate is high in born time and then
failure rate drop to a steady state level for some period of time. And then hardware begins to
wear out. Due to cumulative effect of dust, vibration abuse, temperature extremes and many
other environmental problems. The failure rate cure (figure 1) for hardware is just like "Bath
tub" when a hardware component wear out, it is replaced by a spare part. There are no spare
part of software .Actual curve shows that there can be failure of software at any time. But
idealize curve shows that there can be failure when implemented first time and it can work
for long without any bug.

4
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Increased Failure rate due to side effects

Failure Rate
Change

Actual curve

Idealized curve

Time

Figure 1: Idealized and actual failure curve for software

Failure curve for hardware depicts failure rate as a function of time, relationship often called
“bathtub curve”. Indicates that hardware exhibits relatively high failure rates early in its life
(due to design or manufacturing defects), defects are collected and the failure rate drops to a
steady state level for some period of time.

Failure Rate

Bathtub Curve

Wear
Out Stage

Time
Bath-Tub Cure for Hardware

As time passes the failure rate rises again as hardware components suffer from the effects of
dust, vibration, abuse, temperature, extremes and many other environmental melodies, simply
stated hardware begins to wear out.
Consider the manner in which the control hardware for a computer-based product is designed
and built. The design engineer draws a simple schematic of the digital circuitry, does some
fundamental analysis to assure that proper function will be achieved, and then goes to the shelf
5
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where catalogs of digital components exist. Each integrated circuit (called an IC or a chip) has a
part number, a defined and validated function, a well-defined interface, and a standard set of
integration guidelines. After each component is selected, it can be ordered off the shelf.
As an engineering discipline evolves, a collection of standard design components is created.
Standard screws and off-the-shelf integrated circuits are only two of thousands of standard
components that are used by mechanical and electrical engineers as they design new systems.
The reusable components have been created so that the engineer can concentrate on the truly
innovative elements of a design that is the parts of the design that represent something new. In
the hardware world, component reuse is a natural part of the engineering process. In the software
world, it is something that has only begun to be achieved on a broad scale.
A software component should be designed and implemented so that it can be reused in many
different programs. In the 1960s, we built scientific subroutine libraries that were reusable in a
broad array of engineering and scientific applications. These subroutine libraries reused welldefined algorithms in an effective manner but had a limited domain of application. Today, we
have extended our view of reuse to encompass not only algorithms but also data structure.
Modern reusable components encapsulate both data and the processing applied to the data,
enabling the software engineer to create new application from reusable parts.

SOFTWARE CRISIS
Cost and schedule overruns and the problem of reliability are major contributors to software
crisis. Software still come late, exceed budget and are full of residual faults. According to a
survey only 4% of the software produced can be used productively after delivery, 5% can be
used only after modifications, 18% requires major redesign, 45% is no longer used a short time
after delivery - 20% because it is unsound, 25% because it is incorrect - and 28% is so bad, that it
is undeliverable..

6
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At that time simple programming technique was available which could not be helpful to develop
the complex and large software‘s. Thus the demand of computers was increasing but software
was not available in the markets. This situation called as "crisis of software. The crisis was
characterized by:
 Unreliable / suspect quality
 Late
 Non-maintainable
 Inefficient
 Non-transportable
To discuss this non-availability of software in 1960 a Conference of Scientists was held and a
resolution was passed how to engineer or develop a software. That how the term Software
Engineering comes into picture.

What is software engineering?
Software engineering is defined as the systematic approach to the development and maintenance
of the software.
Another definition from the economic and human perspective is given by Boehm (B.W. Boehm a
scientist) by combining the directory‘s definition of engineering with its definition of software.
His definition states : Software Engineering is the application of science and mathematics by
7
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which the capabilities of computer equipment are made useful to man via computer programs,
procedures, and associated documentation.
Software Engineering tells the processes to develop the software, a set of some method and an
array of tool to engineer a Software. It is the software engineering which helps us to find out the
solution of a problem. A definition proposed by Fritz Bauer at the Seminal conference was like
that software engineering is the established and use of sound engineering principles in order to
obtain economical software that is reliable and work efficiently on real machine. The present
concern of Software Engineering are software quality, programmers productivity and increased
job satisfaction for software engineers.
students should be careful that the motive of Software Engineering is not to develop software but
to develop the method that can be used to software engineering projects.

Objective Of Software Engineering
Basic objective of software engg. is consistency, low cost and high quality software.
Phased development process is central to the software engineering approach. Development
process consist of various phases, each phase ending with a defined output. Reason of having a
phased process is that it breaks the problem successfully performing a set of phases, each ending
with a different concern of software development.
Also phased development ensures that cost of development is lower than what it would have
been if the whole problem was tackled together.
A phased development process allows proper checking for quality and progress at some defined
points during the development. Without this, one would have to wait until the end to see what
software has been produced.

Different phases of software development process are
 Requirement analysis
 Software Design
 Coding
 Testing
 Maintenance

8
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Feasibility Study
Feasibility is defined as the practical implementation of a project performed successfully. To
evaluate the feasibility of software, a feasibility study is performed, which determines whether
the solution considered to accomplish the requirements is practical or not. Information such as
resource availability, cost estimation for software development, benefits of the software to the
organization after it is developed and cost to be incurred on its maintenance are considered
during the feasibility study. The objective of the feasibility study is to establish the reasons for
developing the software that is acceptable to users, adaptable to change and conformable to
established standards. Various other objectives of feasibility study are listed below.
To analyze whether the software will meet organizational requirements
To determine whether the software can be implemented using the current technology and within
the specified budget and schedule
To determine whether the software can be integrated with other existing software

Types of Feasibility
Various types of feasibility that are commonly considered include technical feasibility, economic
feasibility and operational feasibility.

Technical feasibility assesses the tangible resources (such as hardware and software) and
technology, which are required to accomplish user requirements in the software within the
allocated time and budget. For this, the software development team finds out whether the current
resources and technology can be upgraded or added in the software to accomplish specified user
requirements. Technical feasibility also performs the following tasks.
•

Analyzes the technical skills and capabilities of the software development team members
9
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•

Determines whether the relevant technology is stable and established

•

Ascertains that the technology chosen for software development has a large number of
users so that they can be consulted when problems arise or improvements are required.

Economic feasibility determines whether the required software is capable of generating
financial gains for an organization. It involves the cost incurred on the software development
team, estimated cost of hardware and software, cost of performing feasibility study, and so on.
For this, it is essential to consider expenses made on purchases (such as hardware purchase) and
activities required to carry out software development. In addition, it is necessary to consider the
benefits that can be achieved by developing the software. Software is said to be economically
feasible if it focuses on the issues listed below.
•

Cost incurred on software development to produce long-term gains for an organization

•

Cost required to conduct full software investigation (such as requirements elicitation and
requirements analysis)

•

Cost of hardware, software, development team, and training.

Operational feasibility assesses the extent to which the required software performs a series of
steps to solve business problems and user requirements. This feasibility is dependent on human
resources (software development team) and involves visualizing whether the software will
operate after it is developed and be operative once it is installed. Operational feasibility also
performs the following tasks.
•

Determines whether the problems anticipated in user requirements are of high priority

•

Determines whether the solution suggested by the software development team is

acceptable
•

Analyzes whether users will adapt to a new software

•

Determines whether the organization is satisfied by the alternative solutions proposed by

the software development team.

10
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Software Process Models (Software Engineering Paradigm)
As we see Software industry have many problems and to solve a problem in an industry setting,
a software engineer and a team of engineers must incorporate a development strategies that
consists of proper methodology. The basic phase such as what is problem to be solved attribute
of problem, how problem will be solved and what approaches are used to discover error etc.
should be taken into consideration. These strategies are often called Software Engineering
paradigms or models. A process model for Software Engineering is chosen based on the nature
of project and applications, the methods and tools to be used, and control and deliverables that
are required. Some of the process models are discussed below:

Software Model

V-Model

RAD Model

Incremental Model
Spiral Model

Waterfall Model

Prototyping Model

WATERFALL MODEL
Waterfall Model is also known as linear sequential model. The waterfall model was popularized
in 1970's. As shown in figure 2 , this process is structured as a linear sequence of phases, where
the output of one phase used as the input to the next one. Each phase is structure as a set of
activity that must be executed by different people concurrently. The phases shown in the figure 2
are the following:
 Requirements analysis and specification
 Design and specification
 Coding and module testing
 Integration and system testing
 Delivery
 Maintenance
11
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System Requirement and
specification
(SRS)

Design

Coding

Integration & Testing

Delivery

Maintenance

Figure 2: The waterfall model
The choice of a waterfall model may depend on the importance and complexity of the
application. Simple and well understood applications are less demanding in terms of the formal
structure of the process by which they are produced; larger and more critical(importance)
applications may require decomposition of the process into finer grains(sub process) in order to
achieve better control and ensure more rigorous development steps.

System Requirements and specification:
The purpose of this phase is to identify the qualities required of the application, in terms of


Functionality,



Performance,



Ease of use,



Portability
and so on.
12
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The result of this phase is a requirement specification document, which documents what the
analysis has produced. This document is used for purposes like


It must be analyzed and confirmed by the customer in order to verify whether it captures all
of the customer's expectations;



It is used by the software engineers to develop a solution that meets the requirements.



Another deliverable of the requirements analysis phase is the definition of the system test
plan. In fact, during system testing, the system is expected to be tested against its
requirements.

Therefore, the way this will eventually be done may be agreed upon with the customer at this
stage and documented along with the requirements specification document.

Design
Design is just like drawing the blueprint of given problem. Design involves decomposing the
system into modules. What each module is intended to do and the relationships among modules.
It deals with Preliminary design i.e. modular structure in terms of relations and Detailed design
that deals with specifying module interfaces.
The result is a design specification document, which contains a description of the software
architecture:
Coding
Coding is the First step in moving from problem domain to solution domain. Coding and module
testing is the phase in which we actually write programs using a programming language. It was
the only recognized development phase in early development processes, but it is just one of
several phases in a waterfall process.
Coding can be according to company standards, which may define the entire layout of programs,
such as the headers for comments in every unit, naming conventions for variables and
subprograms, the maximum number of lines in each component, and other aspects that the
company deems worthy of standardization.

13
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Integration & Testing
Integration means assembling the application from the set of components that were developed
and tested separately. This phase is not always recognized as being separate from coding. In fact,
incremental developments may progressively integrate and test components as they are
developed. Although the two stages may be integrated, they differ conceptually in the scale of
the problems that they try to address: the former deals with programming in the small, the latter
with programming in the large.
At the final stage, the development organization performs system testing on the running
application. Once the application has undergone system testing, it may be put through "actual"
use within the development organization. The purpose of this step is to test the system under
realistic conditions.
Delivery
The delivery of software is often done in two stages. In the first stage, the application is
distributed among a selected group of customers prior to its official release. The purpose of this
procedure is to perform a kind of controlled experiment to determine, on the basis of feedback
from users, whether any changes are necessary prior to the official release. This kind of system
testing done by selected customers is called Beta Testing. In the second stage, the product is
distributed to the customers.
Maintenance.
We defined maintenance as the set of activities that are performed after the system is delivered to
the customer. Basically, maintenance consists of correcting any remaining errors in the system
(corrective maintenance), adapting the application to changes in the environment (adaptive
maintenance), and improving, changing, or adding features and qualities to the application
(perfective maintenance)

Contribution of Waterfall Model
The waterfall model has played an important role because it has imposed much-needed discipline
on the software development process, thus overcoming unstructured code-and-fix processes. The
model has made two fundamental contributions to our understanding of software processes,
namely,
14
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 The software development process should be subject to discipline, planning, and
management, and
 Implementation of the product should be postponed until after the objectives of doing so are
well understood.
Because it is an ideal model, the waterfall model can only be approximated in practice. We can
characterize it as linear and monolithic.
Disadvantages of Waterfall Model
(i) Difficult to estimate resource accurately: It is difficult to estimate resources accurately when
only limited information is available. The waterfall model often forces cost estimation and
project planning to occur after only a limited amount of analysis has been performed.
(ii) Verification of S.R.S. by User-Cause Problems : Requirements specification results the
written document that describes the requirements. But no matter how precise the description
is; it is very difficult for the user to anticipate whether the final system that will be
constructed according to the specifications will eventually meet his or her expectations.
(iv) Unable to adopt change during development : The waterfall model does not stress the need
for anticipating changes. Unfortunately, real life shows that changes occur more frequently
than expected. But since changes are not anticipated by the model, accommodating them is
hard, costly, and unreliable.
(v) Heavy documentation: We characterized the process as document driven as each phase
requires huge documents to write and maintain. This emphasis leads to a somewhat practical
style of work, where many forms are required to be filed out and approved and the software
engineer is inclined to pay more attention to the syntax imposed by the standard than to its
semantic.

15
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V-Model
One of the major problem with waterfall model was that, defects were found at a very later state
of the development process, since testing was done at the end of the development cycle. It
became very challenging and costly to fix the defects since it were found at a very later stage. To
overcome this problem, a new development model was introduced called the ―V Model‖
V model is now one of the most widely used software development process. Introduction of V
model has actually proved the implementation of testing right from the requirement phase. V
model is also called as verification and validation model.

To understand the V model, let‘s first understand what is verification and validation in software.
Verification: Verification is a static analysis technique. In this technique testing is done without
executing the code. Examples include – Reviews, Inspection and walkthrough.

Validation: Validation is a dynamic analysis technique where testing is done by executing the
code. Examples include functional and non-functional testing techniques.

16
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In V model, the development and QA activities are done simultaneously. There is no discrete
phase called Testing, rather testing starts right from the requirement phase. The verification and
validation activities go hand in hand. To understand the V model, let‘s look at the figure below:
In a typical development process, the left hand side shows the development activities and right
hand side shows the testing activities. I should not be wrong if I say that in the development
phase both verification and validation are performed along with the actual development
activities. Now let‘s understand the figure:
Left Hand side:
As said earlier, left hand side activities are the development activities. Normally we feel, what
testing can we do in development phase, but this is the beauty of this model which demonstrates
that testing can be done in all phase of development activities as well.
Requirement analysis: In this phase the requirements are collected, analyzed and studied. Here
how the system is implemented, is not important but, what the system is supposed to do, is
important. Brain storming sessions/walkthrough, interviews are done to have the objectives clear.


Verification activities: Requirements reviews.



Validation activities: Creation of UAT (User acceptance test) test cases



Artifacts produced: Requirements understanding document, UAT test cases.

System requirements / High level design: In this phase a high level design of the software is
build. The team studies and investigates on how the requirements could be implemented. The
technical feasibility of the requirements is also studied. The team also comes up with the
modules that would be created/ dependencies, Hardware / software needs


Verification activities: Design reviews



Validation activities: Creation of System test plan and cases, Creation of traceability
metrics



Artifacts produced: System test cases, Feasibility reports, System test plan, Hardware
software requirements, and modules to be created etc.

Architectural design: In this phase, based on the high level design,software architecture is
created. The modules, their relationships and dependencies, architectural diagrams, database
tables, technology details are all finalized in this phase.
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Verification activities: Design reviews



Validation activities: Integration test plan and test cases.



Artifacts produced: Design documents, Integration test plan and test cases, Database table
designs etc.

Module design/ Low level Design: In this phase each and every module or the software
components are designed individually. Methods, classes, interfaces, data types etc are all
finalized in this phase.


Verification activities: Design reviews



Validation activities: Creation and review of unit test cases.



Artifacts produced: Unit test cases,

Implementation / Code: In this phase, actual coding is done.


Verification activities: Code review, test cases review



Validation activities: Creation of functional test cases.



Artifacts produced: test cases, review checklist.

Right Hand Side:
Right hand side demonstrates the testing activities or the Validation Phase. We will start from
bottom.
Unit Testing: In this phase all the unit test case, created in the Low level design phase are
executed.
*Unit testing is a white box testing technique, where a piece of code is written which invokes a
method (or any other piece of code) to test whether the code snippet is giving the expected
output or not. This testing is basically performed by the development team. In case of any
anomaly, defects are logged and tracked.
Artifacts produced: Unit test execution results
Integration Testing: In this phase the integration test cases are executed which were created in
the Architectural design phase. In case of any anomalies, defects are logged and tracked.
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*Integration Testing: Integration testing is a technique where the unit tested modules are
integrated and tested whether the integrated modules are rendering the expected results. In
simpler words, It validates whether the components of the application work together as expected.
Artifacts produced: Integration test results.
Systems testing: In this phase all the system test cases, functional test cases and nonfunctional
test cases are executed. In other words, the actual and full fledge testing of the application takes
place here. Defects are logged and tracked for its closure. Progress reporting is also a major part
in this phase. The traceability metrics are updated to check the coverage and risk mitigated.
Artifacts produced: Test results, Test logs, defect report, test summary report and updated
traceability matrices.
User acceptance Testing: Acceptance testing is basically related to the business requirements
testing. Here testing is done to validate that the business requirements are met in the user
environment. Compatibility testing and sometimes nonfunctional testing (Load, stress and
volume) testing are also done in this phase.
Artifacts produced: UAT results, Updated Business coverage matrices.
When to use V Model?
V model is applicable when:


Requirement is well defined and not ambiguous



Acceptance criteria are well defined.



Project is short to medium in size.

Pros and Cons of using V model:
PROS

CONS

– Development and progress is very – Not suitable for bigger and complex projects
organized and systematic
– Not suitable if the requirements are not consistent.
– Works well for smaller to medium sized
projects.
– No working software is produced in the
intermediate stage.
– Testing starts from beginning so
ambiguities are identified from the – No provision for doing risk analysis so uncertainty
beginning.
and risks are there.
– Easy to manage as each phase has well
defined objectives and goals.
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Rapid Application Development (RAD) Model
The classic waterfall model's disadvantage of taking too long can also be resolved by using the
Rapid Application Development (RAD) model. RAD is an incremental software development
process model that embassies an extremely short development cycle. The RAD model is high
speed adaptation of the linear sequential model in which rapid development is achieved by using
component based construction.
Hence, the required system is modularized into smaller applications, such that the development
of each application can be completed in a small time frames like, two-three months.
Executing a project using the RAD approach requires creation of RAD teams to handle each
identified application and is possible only for projects where such modularizing is possible and
meaningful. The technique is relevant for environments that use fast development tools like 4GL
(Fourth Generation Language) environments and where re-use of software components is
possible. Performance fine tuning for the modules executed together may also be required.
RAD is not suitable where the modules have heavy interaction or performance tuning is critical.
As shown in figure 3 each RAD team executes its software development in four phases, namely,
requirements planning, user design, construction and cut-over. The typical activities in each of
the four phases are as follows:
 Requirements planning phase : End-users and developers form joint application
development team and participate in workshops where they review the RAD methodology
and prepare for the next phase. End-users and developers understand the boundaries of the
application and the problem they are trying to solve.
 User design phase : This consists of gathering high level and detailed requirements followed
by information systems modeling and customer review. Development and prototyping tools
are identified and assembled, a prototype is developed, evaluated and modified, till everyone
agrees that the prototype fulfills the user's needs.
 Construction phase : The developers refine the prototype to create the production version of
the system. This includes the addition of missing validations, calculations, processing and
interfaces. The user manual and documentation required to maintain the system is also
developed in this phase.
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Figure 3 : RAD MODEL
 Cut over phase : this involves the installation of the new system after testing the system with
real data. This phase does not differ greatly from the deployment phase of the waterfall life
cycle model, but it maybe somewhat easier and less disruptive because of the prior user
involvement and continual testing of the system prototypes during the earlier phases.
The advantages of the RAD life cycle model are:
 It reduces the amount of time taken to develop database applications that have extensive user
interface.
 Users participate in testing and development becomes an iterative process of refining
successive versions of the application.
 RAD facilitates communication, so developers can build better applications faster.
Systems developed using the RAD life cycle model have a few disadvantages:
 It is difficult to achieve consistency within and between applications developed by the
different teams.
 Design and coding standards are difficult to implement and often ignored.
 Systems developed using the RAD approach tend to be inefficient and weak in housekeeping
functions of the application.
 RAD is not appropriate when technical risks are high.
 RAD is not suitable for all type of application. If a system cannot be properly modularized,
building the components necessary for RAD will be problematic.
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Iterative Enhancement (Incremental Model)
The model combines elements of the linear sequential model (applied repetitively) with the
iterative philosophy of prototyping. Referring to Figure 4, the incremental model applies linear
sequences in a staggered fashion as calendar time progresses. Each linear sequence produces a
deliverable ―increment‖ of the software . For example, word processing software developed
using the incremental paradigm might deliver basic file management, editing and document
production capabilities in the second increment; spelling and grammar checking in the third
increment; and advanced page layout capability in the fourth increment. It should be noted that
the process flow for any increment can incorporate the prototyping paradigm.
When an incremental model is used, the first increment is often a core product. That is, basic
requirements are addressed, but many supplementary features (some known, other unknown)
remain undelivered. The core product is used by the customer (or undergoes detailed review). As
a result of use and/or evaluation, a plan is developed for the next increment.
System/information
engineering

Analysis

Increment 2

Increment 1

Design

Code

Test

Analysis

Design

Code

Increment 3 Analysis

Increment 4

Design

Analysis

Delivery of 1st
increment

Test

Code

Design

Delivery of
2nd increment

Test

Code

Delivery of
3rd increment

Test

Delivery of
4th increment

Calendar Time

Figure 4 : incremental model

The plan addresses the modification of the core product to better meet the needs of the customer
and the delivery of additional features and functionality. This process is repeated following the
delivery of each increment, until the complete product is produced.
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The incremental process model, like prototyping and other evolutionary approaches, is iterative
in nature. But unlike prototyping, the incremental model focuses on the delivery of an
operational product with each increment. Early increments are stripped down versions of the
final product, but they do provide capability that serves the user and also provide a platform for
evaluation by the user.
Advantages of Incremental Model
1. It requires less no of employees. So it is usable where staffing level is not high as in each
increment a few people are involved.
2. It is used where there is no time bondage.
3. It is easy to control the technical management risk easily in this process of model.
4. Maintenance cost is reduced as system is tested in every increment.
Disadvantages of Incremental Model
1. Total development costs are higher.
2. Total time period for the delivery of the entire functionality is higher.
3. The planning the delivery increments is critical to the success. Wrong planning can result in a
disaster.
4. The first few deliveries need to be designed for compatibility with subsequent deliveries.
Poor design of initial deliveries can result in major rework, cost and time overruns and
inconvenience to the users.

PROTOTYPING MODEL
The basic idea here is that instead of freezing the requirements before any design or coding can
proceed, a throwaway prototype is built to help understand the requirements. By using this
prototype, the client can get an actual feel of the system, because the interactions with the
prototype can enable the client to better understand the requirements of the desired system. This
results in more stable requirements that change less frequently.
Prototyping is an attractive idea for complicated and large systems for which there is no manual
process or existing system to help determine the requirements. In such situations, letting the
client to work with the prototype provides invaluable and intangible inputs that help determine
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the requirements for the system. The risks associated with the projects are being reduced through
the use of prototyping. The process model of the prototyping approach is shown in figure 6.
After the prototype has been developed, the end users and clients are given an opportunity to use
the prototype and play with it. Based on their experience, they provide feedback to the
developers regarding the prototype: what is correct, what needs to be modified, what is missing,
what is not needed, etc. Based on the feedback, the prototype is modified to incorporate some of
the suggested changes that can be done easily, and then the users and the clients are again
allowed to use the system.
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Consequently, only those features are included in the prototype that will have a valuable return
from the user experience. And the development approach is ―quick and dirty‖ with the focus on
quick development rather than quality. Because the prototype is to be thrown away, only
minimal documentation needs to be produced during prototyping
Advantages / Features of Prototype Model.
Learning by doing : When we have just done something for the first time we can usually look
back and see where we have made mistakes.
Improved communication : Users are often reluctant to read the massive documents produced
by structured , methods. Even if they do read this documentation, they do not get a feel for how
the system is likely to work in practice.
Improved user involvement : The users may be more actively involved in design decisions about
the new system.
Clarification of partially-known requirements : It is suitable When there is no existing system,
users can often get a better idea of what might be useful to them in a potential system by trying
out prototypes.
Demonstration of the consistency and completeness of a specification : Any mechanism that
attempts to implement a specification on computer likely to uncover ambiguities and omissions.
Reduced maintenance costs (that is, changes after the system goes live) : If the user is unable to
suggest modifications at the prototyping stage the chances are that they will ask for the changes
as modifications to the operational system. This reduction of maintenance costs id the main
factor in the financial case for creating prototypes.
Production of expected results : The problem with creating test tuns is generally not the creation
of the test data but the accurate calculation of the expected results. A prototype can be of
assistance here.
Disadvantages of Prototype Model
 Users, on seeing a working prototype, often start expecting the actual system to be ready
soon after.
 Where the prototype is not representative enough, users can get disappoint with the prototype
and lose interest in the system being developed.
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 Prototypes are made in a hurry, often without evaluating all options, or understanding the full
implication of the technical choices made. Having made the prototype, software
professionals have a tendency to use it to develop further, without re-examining the technical
options available, thus ending up with a sub-optimal solution.

SPIRAL MODEL
The spiral model, originally proposed by Boehm , is an evolutionary software process model that
couples the iterative nature of prototyping with the controlled and systematic aspects of the
linear sequential model. It provides the potential for rapid development of incremental versions
of the software. Using the spiral model, software is developed in a series of incremental releases.
During early iterations, the incremental release might be a paper model or prototype. During later
iterations, increasingly more complete versions of the engineered system are produced.
A spiral model is divided into a number of framework activities, also called task regions.
Typically, there are between three and six task regions. Figure 5 depicts a spiral model that
contains six task regions.
1. Customer Communication – tasks required to establish effective communication between
developer and customer.
2. Planning – tasks required to define resources, timelines, and other project related
information.
3. Risk analysis – tasks required to access both technical and management risks.
4. Engineering - tasks required to build one or more representations of the application.
5. Construction and release - tasks required to construct, test, install, and provide user support
(e.g. documentation and training).
6. Customer evaluation – tasks required to obtain customer feedback based on evaluation of the
software representations created during the engineering stage and implemented during the
installation stage.
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Figure 5 : The Spiral Model
As this evolutionary process begins, the software engineering team moves around the spiral in
the clockwise direction, beginning at the center. The first circuit around the spiral might result in
the development of a product specification; subsequent passes around the spiral might be used to
develop a prototype and then progressively more sophisticated version of the software. Each pass
through the planning region results in adjustments to the project plan. Cost and schedule are
adjusted based on feedback derived from customer evaluation. In addition, the project manager
adjusts the planned number of iterations required to complete the software.
Unlike classical process models that end when software is delivered, the spiral model can be
adapted to apply throughout the life of the computer software. An alternative view of the spiral
model can be considered by examining the project entry point axis also shown in figure 5. Each
cube placed along the axis can be used to represent the starting point for different types of
projects. A ―concept development project‖ starts at the core of the spiral and will continue until
concept development is complete. If the concept is to be developed into an actual product, the
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process proceeds through the next cube (new product development project entry point) and a
―new development project‖ is initiated. The new product will evolve through a number of
iterations around the spiral, following the path that bounds the region that has somewhat lighter
shading than the core. In essence, the spiral when characterized in this way, remains operative
until the software is retired. There are times when the process is dormant, but whenever a change
in initiated, the process starts at the appropriate entry point (e.g., product enhancement).
Advantages of Spiral Model
1.

The spiral model is a realistic approach to the development of large scale systems and
software. Because software evolves as the process progresses, the developer and customer
better understand and react to risks at each evolutionary level.

2.

The spiral model uses prototyping as a risk reduction mechanism but, more important,
enables the developer to apply the prototyping approach at any stage in the evolution of the
product.

3.

It maintains the systematic stepwise approach suggested by the classic life cycle but
incorporates it into an iterative framework that more realistically reflects the real world.

Concurrent Development model
The concurrent process model can be represented schematically as a series of major technical
activities, tasks, and their associated states.
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The activity—analysis—may be in any one of the states noted at any given time. Similarly, other
activities (e.g., design or customer communication) can be represented in an analogous manner.
All activities exist concurrently but reside in different states. For example, early in a project the
customer communication activity (not shown in the figure) has completed its first iteration and
exists in the awaiting changes state. The analysis activity (which existed in the none state while
initial customer communication was completed) now makes a transition into the under
development state. If, however, the customer indicates that changes in requirements must be
made, the analysis activity moves from the under development state into the awaiting changes
state.
The concurrent process model defines a series of events that will trigger transitions from state to
state for each of the software engineering activities. For example, during early stages of design,
an inconsistency in the analysis model is uncovered. This generates the event analysis model
correction which will trigger the analysis activity from the done state into the awaiting changes
state.
The concurrent process model is often used as the paradigm for the development of client/server
applications. A client/server system is composed of a set of functional components. When
applied to client/server, the concurrent process model defines activities in two dimensions : a
system dimension and a component dimension. System level issues are addressed using three
activities: design, assembly, and use. The component dimension is addressed with two activities:
design and realization.

Concurrency is achieved in two ways:
(1) System and component activities occur simultaneously and can be modeled using the stateoriented approach described previously;
(2) A typical client/server application is implemented with many components, each of which can
be designed and realized concurrently.

In reality, the concurrent process model is applicable to all types of software development and
provides an accurate picture of the current state of a project. Rather than confining software
engineering activities to a sequence of events, it defines a network of activities. Each activity on
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the network exists simultaneously with other activities. Events generated within a given activity
or at some other place in the activity network trigger transitions among the states of an activity.

Rational Unified Process
RUP is a software development process from Rational, a division of IBM. It divides the
development process into four distinct phases that each involve business modeling, analysis and
design, implementation, testing, and deployment. The four phases are:
The Rational Unified Process (RUP) is an evolutionary software development process. The RUP
is a well-defined system development process, used to develop systems based on object or
component-based technologies. It is based on basic software engineering principles such as
taking an iterative, requirements-driven, and architecture-centric approach to software
development. It provides several mechanisms, such as relatively short-term iterations with welldefined goals and no go-to decision points at the end of each phase, to provide management
visibility into the development process.

Phases of Rational Unified Process

The lifecycle of a RUP project is divided into four named phases. Each phase has specific
objectives.


Inception



Elaboration
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Construction



Transition

Inception
The Inception Phase is concerned with launching the project. The business case for the project is
built by developing a good understanding of the requirements and scope of the system and
getting buy-in from the project stakeholders. At the end of the Inception Phase the project team
will know whether or not to proceed with the project.

Elaboration
The project's architecture and required resources are further evaluated. Developers consider
possible applications of the software and costs associated with the development. The Elaboration
Phase is concerned with addressing the major technical risks of the project.
Construction
The Construction Phase is concerned with moving from the executable architecture created in the
Elaboration Phase to an operational system. At the end of the Construction Phase the project
team will have a beta version of the system ready for evaluation.
Transition
The Transition Phase is concerned with ensuring that the software meets the needs of its users.
The system is evaluated and refined based on user feedback.
Milestones
A milestone marks the point at which the project team and stakeholders decide whether the
project has achieved the criteria to pass to the next phase.
Iterations
The work of each iteration includes some or all of the development workflows such as
Requirements Capture, Analysis, Design, Implementation and Testing. Each iteration focuses on
implementing specific use cases or addressing specific technical questions.
Planning and Evaluation
The project plan includes Phase and Iteration plans. The project plan starts out course-grained
and uncertain and is refined as the project progresses and feedback from phase and iteration
evaluation is included.
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Why RUP?
RUP offered several advantages:
1. it provided a well-defined structure for the lifecycle of the project and clearly articulated
milestones and decision points
2. it focused on providing value for the user of the system
3. it focused on quality
4. it focused on producing working software
5. it included evaluation and refinement as a core part of the process
6. it was iterative and incremental
7. it comprised many software development best practices
8. it was well-supported with a large user base and extensive documentation
Why an Iterative Approach?
It was important to use an iterative software development approach because it better suited the
R&D nature of the project.
The Traditional Approach
The traditional software development approach is one in which all the development workflows
happen once in a series (requirements gathering, analysis, design, implementation, testing) hence
it is also know as the Waterfall approach. All work is planned in detail at the start of the project.
Changes to the project plan are considered exceptional events and are dealt with accordingly.
The Waterfall approach relies on some prior knowledge or experience of what is being
implemented. This rarely is the case with research and development focused projects such as
SUNIWE. With the development team unfamiliar with the nature of the problem and sometimes
even the tools and technologies used to solve it, the initial project plan is essentially guesswork.
The Waterfall approach also defers testing and integration until the end of the project lifecycle.
Consequently, problems tend to be harder and more expensive to resolve. A working system is
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only available after integration at the end of the project which rules out demonstrations and user
feedback as the project progresses.
AGILE MODEL
Agile SDLC model is a combination of iterative and incremental process models with focus on
process adaptability and customer satisfaction by rapid delivery of working software product.
Agile Methods break the product into small incremental builds. These builds are provided in
iterations. Each iteration typically lasts from about one to three weeks. Every iteration involves
cross functional teams working simultaneously on various areas like planning, requirements
analysis, design, coding, unit testing, and acceptance testing.
At the end of the iteration a working product is displayed to the customer and important
stakeholders.

The most popular agile methods include Rational Unified Process (1994), Scrum (1995), Crystal
Clear, Extreme Programming (1996), Adaptive Software Development, Feature Driven
Development, and Dynamic Systems Development Method (DSDM) (1995). These are now
collectively referred to as agile methodologies, after the Agile Manifesto was published in 2001.
Following are the Agile Manifesto principles


Individuals and interactions – in agile development, self-organization and motivation are
important, as are interactions like co-location and pair programming.
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Working software – Demo working software is considered the best means of communication
with the customer to understand their requirement, instead of just depending on
documentation.



Customer collaboration – As the requirements cannot be gathered completely in the
beginning of the project due to various factors, continuous customer interaction is very
important to get proper product requirements.



Responding to change – agile development is focused on quick responses to change and
continuous development.

Software Engineering Challenges
Software engineering employs a well defined and systematic approach to develop software. This
approach is considered to be the most effective way of producing high-quality software.
However, despite this systematic approach in software development, there are still some serious
challenges faced by software engineering. Some of these challenges are listed below.
1. The methods used to develop small or medium-scale projects are not suitable when it
comes to the development of large-scale or complex systems.
2. Changes in software development are unavoidable. In today's world, changes occur
rapidly and accommodating these changes to develop complete software is one of the
major challenges faced by the software engineers.
3. The advancement in computer and software technology has necessitated for the changes
in nature of software systems. The software systems that cannot accommodate changes
are not of much use. Thus, one of the challenges of software engineering is to produce
high quality software adapting to the changing needs within acceptable schedules. To
meet this challenge, the object oriented approach is preferred, but accommodating
changes to software and its maintenance within acceptable cost is still a challenge.
4. Informal communications take up a considerable portion of the time spent on software
projects. Such wastage of time delays the completion of projects in the specified time.
5. The user generally has only a vague idea about the scope and requirements of the
software system. This usually results in the development of software, which does not
meet the user's requirements.
6. Changes are usually incorporated in documents without following any standard
procedure. Thus, verification of all such changes often becomes difficult.
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7. The development ofl1igh-quality and reliable software requires the software to be
thoroughly tested. Though thorough testing of software consumes the majority of
resources, underestimating it because of any reasons deteriorates the software quality.
In addition to the above mentioned key challenges, the responsibilities of the system analyst,
designers, and programmers are usually not well defined. Also, if the user requirements are not
precisely defined, software developers can misinterpret the meaning. All these challenges need to
be addressed in order to ensure that the software is developed within the specified time and
estimated costs and also meets the requirements specified by the user.
ISO 9000-3 Guidelines
ISO 9001 was designed to be a generic standard, applicable to any business. As a result, it may
be difficult to interpret the twenty requirements for a specific industry. In addition, 9001 has a
"manufacturing" focus. That is, it contains an unstated assumption that the primary challenge
faced by companies using the standard is to minimize variation in production processes so they
may produce dozens, if not hundreds or thousands, of identical (or nearly so) items.
On the other hand, research and development organizations focus on design, where product
design and development represent the major activities, as opposed to product reproduction. (Of
course, designing products for manufacturability may be an important aspect of product design.)
While the goal of the quality assurance systems for manufacturing organizations and research
and development groups are similar–minimizing variation–the challenges faced when crafting an
appropriate quality assurance system differ due to the nature of activities conducted in each type
of organization. Computer software development has unique characteristics within research and
development and engineering disciplines, further challenging the design of ISO-complaint
quality assurance systems.
These software-specific differences include the intangible nature of the software product,
potential complexity of the software, potential complexity in the interaction among software
subsystems and software—hardware subsystems, and a unique product life cycle. To help
address the additional challenges faced by software development organizations, ISO developed
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9000-3, a guidance document designed to assist software development organizations seeking to
create ISO-compliant quality assurance systems.
Computer software‘s ethereal nature creates challenges in project management and tracking. The
inherent complexity of many software products creates design challenges as well as testing
problems. It may be difficult to assess the "goodness" of a design. In addition, because of the
huge number of possible execution thread permutations, testing a software product adequately
may prove troublesome. Furthermore, because software products never wear out, their
persistence can create configuration, maintenance, and support problems not encountered by
other types of products.
The Role of ISO 9000-3
Because it is a guidance document, 9000-3 is not an auditable standard. Rather, it includes areas
of concern that, when addressed by a software development organization, fulfill 9001‘s
requirements. As a result, auditor‘s cannot issue non-conformances against the paragraphs in
9000-3. ISO 9001 remains the quality system standard–9000-3 simply represents one model for
complying with the standard.
The quality assurance system model contained in 9000-3 is essentially a management model and,
therefore, is technology-independent. As a result, it may be used as is regardless of the
technology used in the development environment or the product hardware and software.
ISO 9000-3 provides insight into the scope of activities covered by the ISO 9001 model. It states
that software is independent of the medium on which it is recorded. Consequently, 9000-3 may
be applied to "hardware" development activities including firmware, gate arrays, programmed
logic arrays, silicon compilers, and hardware description languages. In addition, software
products include all documentation and data that are delivered to a user. So the creation of user
manuals and other customer documentation is covered by 9000-3 as well [SEPA, 5/e].
Unfortunately, the authors of 9000-3 did not organize the document so the presentation order and
paragraph numbering mirrors that of 9001. Consequently, it may be difficult to relate directly
paragraphs in 9000-3 to corresponding paragraphs in 9001. 9000-3 contains two annexes to help
36

Copyright@ Dr. Chander Kant, KUK

Software Engineering by Dr. Chander Kant

identify related clauses. However, reading both documents several times is essential to
understanding how the guidance in 9000-3 relates to 9001‘s requirements.
The text of 9000-3 includes complete paragraphs from 9001. These paragraphs may be identified
by the typeface used–they appear in italics, followed by a reference to the paragraph in 9001
from which the text was taken.
As you read 9000-3 you‘ll see references to specific documents such as quality plans,
development plans, test plans, etc. These document names are used to suggest the nature of their
contents–no specific documentation scheme is suggested. There is no requirement that your
organization produce documents with these exact names or organization. As long as the topics
contained in the suggested documents appear somewhere in your documentation scheme, your
should not encounter a problem. For example, many organizations combine project plans, quality
plans, and development plans into a single document.
Unfortunately, 9000-3 has not yet been updated to account for the 1994 revision of 9001. While
the changes to 9001 were minimal, the 1994 standard represents the current set of quality
assurance system requirements. If you‘re in doubt as to the precise nature of a requirement,
always check with the most up-to-date version of 9001.
ISO 9000-3 Model
ISO 9000-3 divides the elements of its quality system model into three parts: a framework, the
supporting structures, and the life cycle activities. The terminology of 9000-3 is software
development-oriented, rather than manufacturing-oriented. Nevertheless, all of 9001‘s
requirements are covered by 9000-3.
ISO 9000-3, Primary Areas of Concern
The following excerpt, adapted from Dr. Stovsky‘s white paper, The ISO 9000 Approach to
Quality Systems for Software Development, describes some of the primary areas of concern in
9000-3. These include configuration management, change control, development planning,
quality planning, design and implementation, testing and validation, and maintenance.
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Configuration Management
The purpose of configuration management is to ensure each build of a product is derived from
the correct version of every source file. These requirements apply to all software products,
including customer documentation and manuals. A configuration management plan should
identify the activities to be carried out and the tools, techniques, and methods to be used.
The plan should determine the stage at which items will be brought under configuration control.
Each software item should be identified uniquely and each item‘s build status should be
identified. The version of each software item required to construct each version of the product
should be specified.

Change Control
Change control helps managers balance customer needs, technical capability, and additional
resource requirements for modifications to the product. It helps prevent the late introduction of
new requirements in the development cycle Change control also ensures all parties affected by a
change are notified. Procedures should be developed to identify, document, review, and
authorize any changes to items under configuration management.
It should be possible to trace approved changes and subsequent modifications to all affected
items, from change initiation through release. Changes are often initiated by engineering change
orders (ECOs) also known as modification requests, initiation requests, etc. A review board
typically reviews the ECOs, prioritizes them, and decides whether to accept immediately, defer,
or reject the requests based on previously established criteria.
Development Planning
A development plan provides a unified view of the activities required to complete a project. It
includes identification of the activities to be performed, the resources required for each activity,
and the timing of and coordination of each activity. Risk analysis and contingency planning
should be included as part of the development planning process.
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A development plan should define the development stages to be carried out for each project, the
required inputs and outputs for each phase, and the verification procedures for each phase. The
development plan should include a schedule, describe the mechanisms for tracking progress, and
outline organizational responsibilities and work assignments. The development plan should
identify related project plans such as the quality plan, integration plan, test plan, maintenance
plan, and configuration management plan.
The development plan provides the basis for tracking project progress. Completion of milestones
should be recorded and progress should be compared to the development plan schedule on a
regular basis. Slippages should be identified and the plan should be updated to accommodate
additional resources required, including time, personnel, and equipment. If the shipping date will
be changed, affected departments and customers should be notified so they may plan
accordingly.
Quality Planning
The purpose of a quality plan is to determine a project‘s quality goals before development starts.
This information helps direct the testing and validation effort and determines whether or not a
product has achieved its quality goals and, therefore, is ready to be shipped to customers. In the
absence of a quality plan, products are often shipped at the schedule‘s end date without regard to
product quality.
A quality plan should state the project quality goals–in measurable terms, when possible. It
should define the input and output criteria for each development phase and identify the test and
verification activities to be carried out for each phase. The plan should also identify those who
are responsible for and have authority for the quality assurance activities performed.
Design and Implementation
The reasons for using a design and implementation methodology include use of common
language to express and evaluate designs, consistent approach among projects, and elimination
of haphazard development. Projects of different size and complexity may elect to use different
design methods and degrees of formality.
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However, ISO 9000-3 suggests that a systematic design methodology appropriate for the
software product being developed should be identified and used. Design and coding rules and
conventions should be identified. Reviews should be carried out to ensure the product
requirements are met and the methods identified are employed appropriately. For detailed
treatment of analysis, design and related activities, see [SEPA, 5/e, Parts Three and Four].
Testing and Validation
A test plan identifies the levels and types of tests to be run on a product, the resources required,
the schedule, and the required inputs and expected outputs for each test case. 9000-3 recognizes
that several types of testing may be necessary to adequately exercise a product, such as unit,
integration, system, and acceptance testing.
?The test plan should include descriptions of test environments, tools, software, and
documentation needed. The required version of each software and hardware component in the
test environment should be specified. The inputs and expected results for each test case should be
documented. Completion criteria for each level of testing should be described.
Maintenance
Because the maintenance phase of a product is likely to last much longer than the original
product design and development, this phase should consist of a carefully planned set of activities.
A maintenance plan should identify support organizations, activities covered under the plan, the
records and reports produced, and release procedures for distributing and installing customer
updates. The maintenance plan should cover problem resolution, interface modifications, and
functional enhancement for the product.
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SEI-Capability Maturity Model (CMM)
Capability Maturity Model (CMM) broadly refers to a process improvement approach that is
based on a process model. CMM also refers specifically to the first such model, developed by
the Software Engineering Institute (SEI) in the mid-1980s, as well as the family of process
models that followed. A process model is a structured collection of practices that describe the
characteristics of effective processes; the practices included are those proven by experience to be
effective.
CMM can be used to assess an organization against a scale of five process maturity levels. Each
level ranks the organization according to its standardization of processes in the subject area being
assessed. The subject areas can be as diverse as software engineering, systems engineering,
project management, risk management, system acquisition, information technology (IT) services
and personnel management.
CMM was developed by the SEI at Carnegie Mellon University in Pittsburgh, that‘s why it also
termed as SEI-CMM.
History
The Capability Maturity Model was initially funded by military research. The United States Air
Force funded a study at the Carnegie-Mellon Software Engineering Institute to create a model
(abstract) for the military to use as an objective evaluation of software subcontractors. The result
was the Capability Maturity Model, published as Managing the Software Process in 1989. The
CMM is no longer supported by the SEI and has been superseded by the more
comprehensive Capability Maturity Model Integration (CMMI).
Levels of CMM
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Level One :Initial - The software process is characterized as inconsistent, and
occasionally even chaotic. Defined processes and standard practices that exist are
abandoned during a crisis. Success of the organization majorly depends on an individual
effort, talent, and heroics. The heroes eventually move on to other organizations taking
their wealth of knowledge or lessons learnt with them.



Level Two: Repeatable - This level of Software Development Organization has a basic
and consistent project management processes to track cost, schedule, and functionality.
The process is in place to repeat the earlier successes on projects with similar
applications. Program management is a key characteristic of a level two organization.



Level Three: Defined - The software process for both management and engineering
activities are documented, standardized, and integrated into a standard software process
for the entire organization and all projects across the organization use an approved,
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tailored version of the organization's standard software process for developing,testing
and maintaining the application.


Level Four: Managed - Management can effectively control the software development
effort using precise measurements. At this level, organization set a quantitative quality
goal for both software process and software maintenance. At this maturity level, the
performance of processes is controlled using statistical and other quantitative
techniques, and is quantitatively predictable.



Level Five: Optimizing - The Key characteristic of this level is focusing on continually
improving process performance through both incremental and innovative technological
improvements. At this level, changes to the process are to improve the process
performance and at the same time maintaining statistical probability to achieve the
established quantitative process-improvement objectives.

The Capability Maturity Model Integration (CMMI)
The Capability Maturity Model Integration (CMMI) project is a collaborative effort to provide
models for achieving product and process improvement. The primary focus of the project is to
build tools to support improvement of processes used to develop and sustain systems and
products. The output of the CMMI project is a suite of products, which provides an integrated
approach across the enterprise for improving processes, while reducing the redundancy,
complexity and cost resulting from the use of separate and multiple capability maturity models
(CMMs).
The staged representation of CMMI, shown in Figure 40, is instructive because it shows a proven
approach to process improvement. You start with the right people trying to do the right things at
Level 1, move to documenting the process on a project-by-project basis at Level 2, and then
implement these tested processes for the organization at Level 3. This is a natural progression
that results in good processes that support the organization's business needs and are supported by
upper management and organizational policy. Each CMMI maturity level provides a foundation
for the level above it.
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Figure 40: CMMI Maturity Levels
Once you have defined processes for the organization, the process that is used on a particular
project will be based on the organizational process and tailored in a systems engineering
management plan (SEMP) or similar document. Once all projects use tailored versions of the
common process, the organization can begin to compare results, share lessons learned, and
transfer people more easily between projects. Consistent historical data can be collected and used
to improve estimates and consistency. A commitment on the part of the whole organization to
use these processes, eliminate perceived shortcuts, and continuously improve the process will
result in better-quality systems.
Documentation standards go hand in hand with organizational process standards. Document
templates and formatting standards will save time and result in more complete and consistent
documentation that can be shared more easily between projects. Documentation templates define
the scope, content, and structure of each deliverable document. Like organizational process
standards, standardized document templates can be tailored for each project. If your organization
does not already have a library of such standards, they can be created based on industry
standards and existing guidance.
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Difference between CMM and CMMI

Capability Maturity Model (CMM v1.0), the very first CMM, was developed and released in
August of 1990. It is a 5 level assessment model developed by the Software Engineering Institute
(SEI) at Carnegie Mellon University to illustrate the best practices regarding engineering and
management, specifically in software development. It is an evolutionary model of the movement
of a company to develop software.
The reason for the development of CMM was to aid the US government in evaluating software
providers‘ abilities to handle large projects. Prior to the development of the model, many of the
companies accomplished projects with considerable flaws in scheduling and budgeting. The
model helped solve these problems.
In a mature organization, there should be standards for processes to manage projects and develop
products. Since the model is specially made for software companies, overall rules for the
structure of the final program code, interfaces, components, and others are described in the
CMM model. In other words, CMM is a model of a mature organization and how it works as a
developer or a manufacturer.
CMM had become very successful and it began to be used and specifically developed for other
facets of an organization and disciplines such as, Systems Engineering, people, Integrated
Product Development, and others.
However, useful as they may be, CMMs are not without any problems. Numerous organizations
found them to be contradicting and quite overlapping. There is also a problem in various
interfaces as it is lacking in clarity. Lack of standardization is also a major problem.
CMMI or CMM Integration is developed to integrate current and upcoming models. It is sort of
an upgrade from the CMM model and describes process improvements for organizations
especially in software development. The model includes the following areas: gathering (data and
requirement), project planning/tracking, configuration management, training, quality assurance,
collaboration and peer reviews.
CMMI basically assists in the incorporation of traditionally separate organizational functions and
operations, sets process enhancement goals, provides supervision for quality processes, and
provides a point of reference for evaluating current processes.
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Summary:
1. CMM came first but was later improved and was succeeded by CMMI.
2. Different sets of CMMS have problems with overlaps, contradictions, and lack of
standardization. CMMI later on, addressed these problems.
3. Initially, CMM describes specifically about software engineering whereas CMMI describes
integrated processes and disciplines as it applies both to software and systems engineering.
4. CMMI is much more useful and universal than the older CMM.

QUESTIONS
1. What do you mean by Software? Explain various applications of software.
2. Explain different characteristics of software.
3. How you can define Software is a development process not manufacturing?
4. What do you mean by software problem and software crises? How they are related to each
other?
5. What is software engineering? Discuss some problems that software engineering faces.
6. What are software engineering paradigm or process models?
7. Explain the Waterfall model and give its limitations and how we can overcome from these
and give the other approaches to solve it.
8. What is prototyping? In what type of applications it should be used? How does it differ from
Waterfall Model? Also explain its advantages and disadvantages over Waterfall model.
9. Differentiate Rational Unified Process & AGILE Process.
10. Explain the different Models with advantages and disadvantages.
a) Incremental Model

b) RAD Model

c) Spiral Model
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Chapter 2
Planning a Software Project
Software metrics
Line of code
Token count
Function count
Planning a software project
Cost estimation
COCOMO model
Project scheduling
Gantt chart
Pert chart
Personnel planning
Team structures/ team building
Software configuration management
Risk management
Software configuration management
Software quality assurance plans
Project monitoring plans
Software risk management
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Chapter 2
SOFTWARE METRICS
Software metric means “Measurement of a software product or software related process.”
 All engineering disciplines have metrics (such as metrics for weight, density, wavelength,
temperature etc) to quantify the characteristics of their products.
 Software has no physical attributes so conventional metrics are of no use in this case.
 There are metrics to quantify things like size, complexity and reliability of a software
product.

Metrics
Product Metrics

Process Metrics

It is used to quantify the characteristics of
the product being developed i.e. software.

It is used to quantify the characteristics of the
process being used to develop software. They
measure the productivity, cost and resource
requirements, effectiveness of quality assurance
measures effect of development techniques &
tools.

Figure 2.1 Types of Metrics
Size Metrics
1)

Line of Code (LOC)
a)

It doesn‘t include comment and blank lines.

b)

It includes program header and declarations, and executable and non
executable lines.

Demerits
a)

LOC is language dependent.

b)

It varies from programmer to programmer.

c)

It doesn‘t include effort and time.
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Size of software is the time and effort required to develop that software.

2)

Token Count

It was given by Maurice Halstead.
A program is considered to be a series of tokens. Tokens may be classified as operators or
operands. Operators are + , - , / , * , arithmetic symbols, punctuation marks or command names
like ―while‖ , ―for‖ , ―printf‖ or special symbols like := , braces, parenthesis.

Let

1 = Number of unique operators
2 = Number of unique operands
N1 = Total occurrences of operators
N2 = Total occurrences of operands

i)

Vocabulary of a program (Number of unique tokens used to build a program)
 = 1 + 2

ii)

Length of program (Total number of tokens used)
N = N1 + N2

iii)

Program Volume
V = N X log2 

iv)

Program Level
L = V* / V

v)

Difficulty

L ranges between 0 and 1; L=1 (highest level)

D 

1
L

vi)

Effort

E 

V

 D xV

L

vii)

Estimated Program Length
N = 1 log2 1 + 2 log2 2
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viii)

Implementation time in seconds
T 

E



 is called the Stroud Number and it ranges between 5 and 20.
 is normally set to 18.

E.g.: Compute the function point value for a project with the following information domain
characteristics
Number of user inputs

=

Number of user outputs
Number of user enquiries

32
=

=

60

24

Number of files

=

Number of external interfaces=

02

08

Assume complexity adjustment values are average.

FP

=

32 X 4 + 60 X 5 + 24 X 4 + 8 X 10 + 2 X 7

=

128 + 300 + 96 + 80 + 14

=

618

Cyclomatic Complexity (proposed by McCabe’s)
In general, conditions and control statements add complexity to a program. Given two programs
of same size, the program with larger number of decision statements is likely to be more
complex.
Simplest measure of complexity is the number of constructs that represent branches in the
control flow of program i.e. if then else, while, do, repeat until, and goto statements.
McCabe‘s complexity metric of graph G with n nodes, e edges and p connected components is
V(G) = e – n + 2p
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An arc is added from exit node to start node, to make a strongly connected Graph.
The algorithm to calculate cyclomatic number V(G) of graph ‗G‘ is given below:
V(G) is cyclomatic number
0

{

1

i=1 ;

2

while(i<=n) { while(i<n)

3

j=I;

4

while (j<=i) { (j>i)

5

if(A[i]<A[j])

6

swap (A[i],A[j]);

7

j=j+1; } j=j-1;

8

i = i+1;}

9

}

j=i+1;

A[i]>A[j]

V(G) = 9 – 8 + 2 = 3

Figure 2.2 Flow Graph
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3)

Function count or Function Point

According to Alen Sebsecht, system is decomposed into functional units.
 Inputs

-

 Outputs

Information entering the system
-

 Enquiries

-

Information leaving the system

Requests for instant access to information

 Internal Logical Files -

Information held within the system

 External Logical Files -

Information held by another systems that is
used by system being analyzed.

Its base is Functionality i.e. What the system performs.
 It measures functionality from user‘s point of view i.e. what are requests and receives in
return.
 It doesn‘t deal with logic i.e. lines of code, source modules, files etc.
 It is independent of language.
 It can be estimated from SRS or SDD.
Function points are created by considering a linear combination of five basic software
components (inputs, outputs, inquiries, files and external interfaces) each at three levels.
Function point components and their weighing factors are shown in table 2.1.
Table 2.1 Function Point Components and Weights
S/w Components

Weighing Factors
Simple

Average Complex

No. of User Inputs

3

4

6

No. of User Outputs

4

5

7

No. of User Enquiries

3

4

6

No. of Files

7

10

15

No. of External Interfaces

5

7

10

Function Point = W1 * No. of Inputs + W2 * No. of Outputs + W3 * No. of Enquiries + W4 * No.
of Files + W5 * No. of Interfaces
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PLANNING A SOFTWARE PROJECT
 Software development is a highly labor intensive process.
 A large software project may involve hundreds of people and it may take many years.
 For a successful project, proper management controls are necessary, otherwise it may fail.
 Broadly speaking, planning includes all the activities that ought to be performed before
starting the development work. During planning, all the activities that management needs to
perform are planned.
 Basic goal of the planning is
o To look into the future.
o Identify the activities that need to be done to complete the project successfully.
o Plan scheduling
o Resource allocation

Plan must be flexible enough to handle the unforeseen events that may occur in a large project.
Input to planning activities is requirement specification.
Output to planning activities is project plan; a document describing different aspects of plan.

Various project management activities are
 Cost estimation
 Project scheduling
 Personnel planning
 Software Configuration Management
 Quality assurance plans
 Project Monitoring
 Risk Management
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I) Cost Estimation
It is necessary to know how much it will cost to develop the software to meet all the
requirements and how much time will be spent developing the software. Cost of a project
depends on software (compilers), hardware (computer time, memory requirement) and human
resources.

COCOMO Model (Constructive Cost Model) developed by Boehm.
Basic steps of this model are as under:
a) Obtain an initial estimate of development effort from the estimate of thousands of delivered
likes of source code (KDLOC).
b) Determine a set of 15 multiplying factors from different attributes of project.
c) Adjust the effort estimate by multiplying the initial estimate with all the multiplying factors.
Ei = a X (KDLOC) b (initial effort in pm)
Value of constants a and b depends on the project type. In COCOMO Model, projects are
divided into three categories as shown in table 2.2.

Table 2.2 Development Modes of Cocomo Model

Organic

Such

projects

Semidetached

are

Embedded

usually These type of projects are In this, organization has little

developed by small teams. For made under tight constraints experience,

stringent

example – Simple Business by a relatively experienced requirements, tight constraints
system,
management

inventory staff.
system,

processing
Organizations

are

For

example

data DBMS, System Programs.

OD, from the environment (H/w,
S/w, people). For example-

system.

Real life projects. Air control

having

system.

considerable experience and
requirements

are

less

stringent.
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Table 2.3 Values of constants for various projects
Type of
Project

a

b

Organic

3.2

1.05

Semidetached

3.0

1.12

Embedded

2.8

1.20

There are 15 different attributes called cost driven attributes that determine the multiplying
factors. These factors depend on product (reliability, size complexity), computer (execution time
constraint, storage constraint), personnel (analyst capability, programmer capability, programmer
experience) and technological or project attributes (use of software tools and development
schedule and use of modern programming techniques.

Multiplying factors for all 15 cost drivers are multiplied to get the Effort Adjustment Factor
(EAF).

Final Effort (E) is given by - E= EAF X Ei

II)

PROJECT SCHEDULING

Goal of scheduling is to determine the total duration of project and also the duration of different
phases of the project. It is quite obvious that there is some relationship between the project
duration and the total effort (in pm) but this relationship is not linear. Reason for that is staff
needs to communicate for the completion of a task and then communication time should also be
counted (considered). This communication time increases with the square of the number of staff.
For example – If there are ‗n‘ persons and all need to communicate, then there are n 2
communication paths and each path consumes time.
Increasing staff for a project results in increase in the time spent in communication. Brook‘s law
says “Adding manpower to a late project may make it later “.
Project schedule is an independent variable.
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Schedule is used later to monitor the progress of project.

SCHEDULING TECHNIQUES
1)

GANTT CHART

Figure 2.2: GANTT Chart

Description
 It is used to represent the project schedule.
 Each activity is represented by a bar starting from the starting date of the activity and ending
at ending date for that activity.
 Start and end of each activity become milestones for the project.
 Progress is shown by drawing another bar specifying when the activity actually started and
ended.
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Benefits
 Simple and easy to understand
 Heavily used
 Sufficient for small and medium sized projects.

Drawback
 Doesn‘t depict dependency relationships among different process i.e. two processes can‘t
occur simultaneously.

2)

PERT CHART (Program Evaluation and Review Technique)

Sometime for large projects dependency among activities are important to determine which are
critical activities (whose completion can‘t be delayed) and which are not. To represent
dependency, PERT charts are used in with two activities could be represent simultaneously.
Jan 15 - Apr 1

Design
Database

Apr 1 - Jul 15

Code
Database

Jul 15 - Nov 15

Integrate and
test

Nov 15

Jan 1 - Jan 15

Specification

Finish

Design
GUI

Jan 15 - Mar 15

Code
GUI Part

Write user
manual

Mar 15 - Apr 1

Apr 1 - Jul 15

Figure 2.3: PERT Chart
 It is used for larger projects.
 It is not very simple; representation is graphical but not as clear as GANTT Chart.
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III)

PERSONNEL PLANNING

Average staff size for the project can be obtained by dividing the total effort (in pm) by overall
project duration (in months).

Average

staff

size



Total
Project

Effort
Duration

Typically the staff requirement is:
 Small during requirement phase and design phase
 Maximum during implementation phase and testing phase
 Drops again during final phases of integration and system testing.
Personnel plan will specify how many people will be needed for different activities at different
times for the duration of project.

TEAM STRUCTURES
It has serious impact on the product quality and project productivity.
Team must be organized in some way so that members contribute best to the project.
Two basic philosophies for organizing teams are Egoless or Democratic team and Chief
Programmer team as shown in table 2.4.

Table 2.4 Two basic philosophies for organizing teams

Egoless or democratic team
Consists of ten or fewer programmers.

Chief Programmer team
Consist of a chief programmer who has a
backup programmer, a program librarian and
some other programmers.

Group leadership rotates around each member.

Group membership remains strictly with chief
programmer. Librarian is responsible for
documentation of project.
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Structure result in many communication paths Comparatively less communication takes place
between programmers.

in such type of team structure.

Takes input from all the members which can Chief programmer is responsible for all major
lead to better decisions at a difficult time.

decisions.

Well suited for long research type projects that Well suited for projects with strict deadline
have no time constraints.

criteria.

Not suitable for regular task that have time Not suited for difficult tasks where multiple
constraints.

inputs are required.

Communication paths between the programmers of Egoless team and Chief Programmer team are
as illustrated in figure 2.4.

Chief Programmer

…………..
Backup
Librarian
Programme
r
(a)

(b)

Figure 2.4: a) Egoless Team b) Chief Programmer Team

Controlled Decentralized Team
It combines the benefits of both the above defined teams. It has group of senior programmers and
group of junior programmers. Senior programmers amongst themselves work like egoless team
and so as group of junior programmers but senior programmers are as chief programmer for
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junior programmers. This type of team structure is suited for long project with straight solution
and not suited for research type projects.

IV)

SOFTWARE CONFIGURATION MANAGEMENT (SCM)

When we develop a software, the product (software) undergoes many changes in their
maintenance phase; we need to handle these changes effectively. Several individual (programs)
works together to achieve this common goal. These individual produces several work product
(SC Items) e.g. intermediate version of modules or test data used during debugging, part of final
product. The items that comprise all information produced as part of the software process are
collectively called a software configuration.
SCM can also be defined as the art of identifying, organizing and controlling the modifications to
the software being developed by the programming team. SCM is an activity that is applied
during the entire process because change can occur at any time.
Its aim is:
I. To identify change
II. To control change
III. To ensure that change is being properly implemented
IV. To report changes to others who are involved.
SCM is a set of tracking and control activities that begin when S.E. project begins and terminate
only when the software is taken out of operation.
Importance of SCM
1

It is useful in controlling and managing the access to various SCIs e.g. by preventing the two
member of a team for checking out the same component for modification at same time.

2

It provides the tool to ensure that changes is being properly implemented.

3

It has the capability of defining and storing the various constituent of a software.

4

SCM is used in keeping a system in a consistent state by automatically generating derived
version upon modification of same component.
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Software Support
Set of activities that occur after software has been delivered to customer and put into operation.
The reason of changes might be one of follows:
 Customer may want to modify requirements
 Developers may want to modify technical approach.
 Managers may want to modify project strategy.

As time passes, all constitutions know more; this additional knowledge is driving force behind
many changes.

SCIs (Software Configuration Items)
It is information that is created as a part of the software engineering process.
o Document
o Test Cases
o Computer Programs (Both source level and exe form)
o Data
(V) SOFTWARE QUALITY ASSURANCE
Software Quality assurance is the preventive set of the activities that provide greater
confidence that the software/project will be completed successfully. Quality assurance focuses
on, how the engineering and management activity will be done?
SQA encompasses
 A quality management approach,
 Effective software engineering technology (methods and tools),
 Formal technical reviews that are applied throughout the software process,
 A multi-tiered testing strategy,
 Control of software documentation and the changes made to it,
 A procedure to ensure compliance with software development standards (when applicable),
and
 Measurement and reporting mechanisms.

61

Copyright@ Dr. Chander Kant, KUK

Software Engineering by Dr. Chander Kant

Methods of Assurance of Quality
There are three methods of assurance of quality:
 Verification and Validation (V&V)
 Inspections and Reviews
 Static Analysis

These methods are discussed below:
Verification & Validation
Verification is a fundamental concept in software design. Design is the bridge between customer
requirements and an implementation that satisfies those requirements. A design is verifiable if it
can be demonstrated that the design will result in an implementation that satisfies the customer's
requirements. This is typically done in two steps:
(1) Verification that the software requirements definition satisfies the customer's needs
(verification of the requirements); and
(2) Verification that the design satisfies the requirements definition (verification of the design).

Software testing is one element of a broader topic that is often referred to as Verification and
Validation (V&V). Verification refers to the set of activities that ensure that software correctly
implements a specific function. Validation refers to a different set of activities that ensures that
the software has been built is traceable to customer requirements. Boehm states this another
way:
Verification: "Are we building the product right?"
Validation: "Are we building the right product?"
The definition of V&V encompasses many of the activities that we have referred to as Software
Quality Assurance(SQA).
Verification and validation encompasses a wide array of SQA activities that include formal
technical reviews, quality and configuration audits, performance monitoring, simulation,
feasibility study, documentation review, database review, algorithm analysis, development
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testing, qualification testing, and installation testing. Although testing plays an extremely
important role in V&V, many other activities are also necessary.

Inspections and Reviews
The software inspection process was started by IBM in 1972, to improve software quality and
increase productivity.
IEEE defines inspection as ―a formal evaluation technique in which software requirements
design or code are examined in detail by a person or a group other than the author to detect
faults, violations of development standards, and other problems‖.
There are three reasons for having reviews or inspections:
1. An increase in productivity and a decrease in cost are direct consequences of inspections.
2. Cost is also reduced because in an inspection the defects are directly found not just their
presence, as is the case with testing. This avoids the costly activity of ―debugging.‖ Reviews
tend to add to the cost of early phases like requirements specification and design but greatly
reduce the cost of later phases, particularly testing, and maintenance.
3. Inspections also help to improve software quality by checking properties like standard
compliance, modularity, clarity, and simplicity.

Inspection Process
An inspection is done by a group of people that usually includes the author or the producer of the
product under review. Reviewers or Inspectors are mainly peers (i.e. they are not managers or
supervisors) not directly responsible for the development of the product but concerned with the
product (like designers, other programmers of the project and testers). A moderator guides and
controls the inspection activity, and a recorder records the result of the inspection. The
Moderator is the key person with the responsibility of planning and successful execution of the
inspection.
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Static Analysis
Static analysis is a technique for assessing the structural characteristics of source code, design
specification, or any notational representation that conforms to well-defined syntactic rules. The
present discussion is restricted to static analysis of source code. In static analysis, the structure of
the code is examined, but the code is not executed because it is concerned with program
structure. It is particularly useful for discovering questionable coding practices and departures
from coding standards, in addition to detecting structural errors such as uninitialized variables
and mismatches between actual and formal parameters.
Static analysis can be performed manually using walkthrough or inspection techniques; however
the term "static analysis" is most often used to denote examination of program structure by an
automated tool. A static analyzer will typically construct a symbol table and a graph of control
flow for each subprogram, as well as a call graph for the entire program. The symbol table
contains information about each variable: its type attribute, the statement where declared,
statements where set to a new value, and statements where used to provide values.

V. PROJECT MONITORING PLAN
A good plan is useless unless it is properly executed. Major management activity during the
project is to ensure that plan is properly executed, and when needed, to modify plans
appropriately.
If there is a mismatch between the planned outcomes and the actual ones then either re-planning
is needed to bring the project back on target or the target will have to be revised. We illustrates
this by flowchart of a model of the project control cycle and shows how, once the initial project
plan has been published, project control is a continual process of monitoring progress against
that plan and, where necessary revising the plan to take account of deviations as shown in figure
3.1. It also illustrates the important steps that must be taken after completion of the project so
that the experienced gained in any one project can feed into the planning stages of future
projects, thus allowing us to learn from past mistakes.
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Start

Publish Initial Plan

Gather project information
Publish revised plan
Compare Progress vs. targets

Satisfactory

No Take remedial action

?

No
Project
Completed

?
End Project
Review Project

Document
Conclusions

END

Figure 3.1: The Project Control Cycle

Methods for monitoring a project
1. Time Sheets
2. Reviews
3. Cost schedule-Milestone graph
4. Earned Value method
5. Unit Development Factor
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After the commencement of project development, management has to track the progress of
project and expenditure incurred on the project.

1.

Time Sheets
2. Once project development commences, the management has to track the progress of the
project and the expenditure incurred on the project. Progress can be monitored by using
the schedule and milestones laid down in the plan. The earned value method, discussed,
can also be used.
3. The time sheet is a common mechanism for collecting raw data. Time sheets can be filled
daily or weekly. Thus information about progress is known to management. Time sheet
gives the target date for completion of project and tells about how much project is
completed.

Time Sheet
Week Start: ___________
Week End : __________

Emp.Name:Dr. Pankaj Kapoor
Chargeable Hour
Project
A1
A2

Activity
Code
A11
A22

Description
Coding
SRS

Hours this
week
15
12

%
Complete
50
90

Scheduled
completion
3-8-2002
14-8-2002

Estimated
Completion
3-8-2002
24-8-2002

Figure 3.2: A weekly time sheet & success review form

2.

Reviews

It provides insight into quality of software being produced and types of errors being detected.
Review reports indicate in which parts of project programmers are having difficulty. Then
corrective action is taken like replacing a junior person with a senior one. Review schedules can
be used to determine how the project is progressing compared to its planned schedule.
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3.

Cost – Schedule Milestone Graph
Expenditure monitoring is an important component of project control. Not only in itself, but
also because it provides an indication of the effort that has gone into (or at least been charged
to) a project. A project might be on time but only because more money has been spent on
activities than originally budgeted. A cumulative expenditure chart such as that shown in
figure 3.4 provides a simple method of comparing actual and planned expenditure. The figure
illustrates a project that is running late or one that is on time but has shown substantial costs
savings. We need to take account of the current status of the project activities before
attempting to interpret the meaning of recorded expenditure.
Cost charts become much more useful if we add projected future costs calculated by adding
the estimated costs of uncompleted work to the costs already incurred. Where a computerbased planning tool is used, revision of cost schedules is generally provided automatically
once actual expenditure has been recorded. The figure 3.4 illustrates the additional
information available once the revised cost schedule is included - in this case it is apparent
that the project is behind schedule and over budget.

Cumulative cost

($)

Planned cost

Actual cost

Figure 3.4: Tracking cumulative expenditure
4.

Earned Value Method

Earned Value Analysis has gained in popularity in recent years and may be seen as a refinement of the cost
monitoring discussed in the previous section. Earned Value Analysis is based on assigning a "value" to each task or
work package based on the original expenditure forecasts. Particularly (for phases after system design), it is an
effective method of monitoring the progress of project. This method uses a Summary Task Planning Sheet (STPS).
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STPS is a GANTT chart, with each task having an entry in the chart. Each task has the following milestones marked
in STPS:
 Detailed Design
 Coding
 Testing
 Integration

Each milestone of a task is assigned an earned value, which is the value that will be earned on the completion of this
task. The sum of assigned values for all the milestones for a task is equal to the total cost assigned to this task (is
total estimated effort required for this task).

Total Effort (or cost) spent on a particular task can be determined from the time sheets.

Total value earned can be determined by adding the earned value of all the completed milestones of that task. By
comparing earned value with total cost spent, it can be determined, how far the project is deviating from the initial
estimates and then take the necessary actions.

5.

Unit Development factor

of getting progress report. It is sometimes also called the programmer‘s notebook. The UDF contains
the plan, progress, and all documentation related to the development of a program unit. A unit of
software is one that performs a specific function, is amendable to development by one person, is at a
level to which the requirements can be traced, and can be tested independently. A unit could be a
module, a procedure, or a collection of such modules.
A UDF is typically established after the system design phase, when tasks are distributed among
programmers. There is a UDF for each unit, and initially it contains all specifications of that unit, as
obtained from the requirements and system design.
Major problem is getting accurate information about the state of module.

90% Syndrome
If an individual is asked how much work has been completed, the answer is 90% and it stays always around this
percentage for a long time. His overconfidence results in under estimation of effort needed to complete the project.
Unit Development Factor (UDF) resolves this syndrome. UDF is also called programmer‘s notebook.
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UDF contains plan, progress and all documentation related to the development of a program unit. Unit can be a
module, a procedure or a collection of such modules. UDF is typically established after the system design phase,
when tasks are distributed among programmers.
 There is UDF for each unit.
 Initially, it contains specifications of that unit obtained from requirement and design phase.
 Given to programmer responsible for development of unit.
 UDF contains the documentation produced for the unit.
 Documentation includes detailed design for the unit, unit test plan, unit test results.

Important element of UDF is schedule and progress report of the unit. Overall schedule for unit is given to
programmer responsible for the unit. He then breaks up the allotted time and produce detailed schedule for
development of unit with intermediate milestones for ex- detailed design, coding, test plans, unit testing, test reports
etc. Achievement of these milestones is clearly defined, it is not subjective. This prevents the programmer from
giving sub opinion that work is 90% complete.

VII

RISK MANAGEMENT
Risk Management

Risk Assessment

Risk
Identification

Risk
Analysis

Risk Control

Risk
Risk
Prioritization Management
Plan

Risk
Resolution

Risk
Monitoring

Figure 2.5 Risk Management
 Risk management deals with identifying and managing the risks associated with a software project.
 Risk in a project is the probability that the defined goal will not be met.
 The basic purpose of having risk management is to avoid losses.
 Risk implies that there is a possibility that something negative may happen or in other words that there is an
adverse effect on cost, quality or schedule.
 Risk management minimizes the impact of risks.
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 Risk management deals with possibility and actual occurrences of those events that are not ―regular‖ or
commonly expected.
 It begins where normal project management ends. It deals with events that are infrequent, somewhat out of the
control of project management and can have major impacts on project.
 Strategies must be formulated to avoid risks or for reducing the probability of risks.
 Risk management revolves around risk assessment and risk control.

Risk Assessment
It involves:
 Identifying the risks
 Analyzing them
 Prioritizing them on the basis of analysis

Software risks are broadly divided into three categories:
Cost Risk

-

It is degree of uncertainty associated with budget for the project and its impact

-

It is the possibility that system will be unable to perform according to the

-

It is the degree of uncertainty associated with the project schedule.

on the project
Performance Risk
requirements.
Schedule Risk

Risk management is most needed at the starting phases of the project; it provides the management with a lot of
time to effectively control the risk.

Risk Identification only identifies the undesirable events that might take place during the project. It neither
specifies the probabilities of these risks, nor the impact on the project.

Risk analysis includes studying the probabilities and outcome of possible decisions, understanding the task
dependencies to decide critical activities and probability and their cost for not being completed on time, risk on
various quality factors like reliability and usability.
After the probabilities and losses due to different risks are analyzed, they can be prioritized.

Risk Control
 It starts with management planning.
 Plans are developed for each identified risk that needs to be controlled.
 Plans specify how to deal with the risk and take action that will avoid the risk, such process is known to be risk
avoidance and if avoidance is not possible for some project, another strategy that is risk reduction can be
considered.
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Risk Monitoring
It is the activity of monitoring the status of various risks and their control activities. It deals with monitoring the
progress.

Risk resolution is implementation of risk plan or execution of plans for dealing with each risk.

QUESTIONS
1. What is the role of planning in software engineering? Discuss in detail.
2. Discuss the factors which influence the cost of the software? Discuss the COCOMO model to
estimate the cost of software.
3. What is Cost-Estimation? List various Cost-Estimation Models. Also discuss the fundamental
limitations of Cost-Estimation Model.
4. How size and efforts are related? Discuss.
5. What do you mean by Project Scheduling? Also discuss about the principles of software project
scheduling.
6. Explain different tools of Project scheduling. How they are helpful in planning?
7. What are the benefits of personnel planning? How team structures plays a good role in it.
8. What are different software development team structures? Discuss them with their merits and
demerits.
9. Critically define the different types of team structures.
10. List and discuss various points which one must keep in mind while planning a software project.
11. What is SCM? Why SCM is so important in Software Engineering?
12. What do you understand by software quality assurance? Explain different software quality attributes.
13. Explain the different quality factors.
14. How can you assure quality? Explain different quality assurance methods.
15. What do you mean by monitoring of software? Explain the project monitoring plans and techniques.
16. What type of risks came in the path of project success? How we can overcome from these risks?
17. What is Risk Management? How is it helpful in making successful project? Also explain how we can
access the risk.
18. What are the roles played by verification & validations in the Quality Assurance Plans?
19. How inspections and reviews are helpful in the making of good project? Also explain the process of
inspection.
20. What do you mean by project control cycle? Explain.
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Chapter 3
Software Requirement Specifications
Introduction
Software engineering faces very hard problem in building of software is to identify, exactly what the
system should do? Here we need to specify the requirement clearly and completely. Requirement here
means to describe what the system should do, not how it will be? SRS is a technical specification of
requirement for the software product. The software project is started with the definition of client‘s needs.
The requirement analyst has to identify the requirement by talking to these people and understanding their
needs. Some of the problems that arise during the requirements inquiring process are result of failing the
clear distinction between different levels of description. The difference should be clear in following:
User requirement: What services the system is expected to provide.
System requirement: Set the system services and constraints in details. This is also called functional
specifications.
Software design specification: Abstract description of design which is a base for more detailed design
and implementation.
If the system analyst does not have the proper knowledge about requirements of software, it becomes
main problem, because he doesn‘t have the exact idea about the scale of software. In scale, there is
concept about complexity and size of application. These concepts play very important role in software.
As system grows, it becomes complex and then the need for more rigorous requirement arises. The
requirement must be written properly so that the client understands it and can validate what software will
do? This is called the software requirement specification document.

SOFTWARE REQUIREMENT ANALYSIS AND SPECIFICATION (SRS)
 Requirement analysis is perhaps the most difficult activity.
 It is also very error prone.
―In software requirements we deal with requirements of the proposed system, that is, the capabilities that the system
which is yet to be developed should have‖.
Requirement phase ends with SRS.

SRS is a document that completely describes what the proposed system must do without describing how the
software will do this.
 The basic goal of requirement phase is to produce SRS, which describes the complete external behavior of the
proposed software.
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Need for SRS
Three major parties that are involved in it which are:
 Client
 User
 Developer

User/ Client
requirements

Analyze the
Problem

Product
Description

Validation

Validated
SRS
Figure 4.1: Software Requirement Analysis and Specification Process

The requirements that satisfy the needs of clients and concerns of user have to be communicated to the developer.
Problem is that client usually doesn‘t understand software development process and developer often doesn‘t
understand client‘s problem and application area.
1.

This causes a communication gap between the parties involved in development project. A basic purpose of SRS
is to bridge this gap. SRS is the medium through which the client and the user needs are accurately specified.
SRS forms the basis of software development.

2.

Another purpose of developing an SRS is helping the clients understand their own needs. It forces the client and
users to think, visualize, interact and discuss with others to identify the requirements (like providing new
services, performing activities in a different manner)

74

Copyright@ Dr. Chander Kant, KUK

Software Engineering by Dr. Chander Kant
3.

SRS establishes the basis for agreement between the client and supplier on what the software product will do.
It‘s a legal contract between the client and developer. It clearly describes what it expects from the supplier and
the developer clearly understands what capabilities to build in the software. Without such agreement, client will
always remain unsatisfied.

4.

SRS provides a reference for validation of final product. It helps the client determine if the software meets its
requirements without it, there is no way a client can determine if the software being delivered is what was
ordered. Also, there is no way the developer can convince the client that all the requirements are met.

5.

A high quality SRS is prerequisite to high quality software.

6.

A high quality SRS reduces the development cost of the software.

Requirement Process
Requirement phase typically consists of three basic activities
1.

Problem Analysis or Requirement Analysis

2.

Requirement Specification

3.

Requirement Validation

 Problem analysis starts with general ―statement of need‖ or a high level ―problem statement‖.
 Obtain through understanding of what the software needs to provide.

Such understanding forms the basis of second activity i.e. Requirement Specification in which the focus is on clearly
specifying the requirements in a document. Requirements include representation, specification of languages and
tools to be used in software development.
Validation is the process through which we can test what has specified in SRS are indeed all the requirements of
software.
Problem Analysis
 Basic aim is to obtain a clear understanding of needs of clients and the users what exactly is desired from the
software and what the constraints on the solution are.
 Analysis involves interviewing the clients and end users. These people and the existing documents about the
user mode of operation are the basic source of information for the analysis.

Analysis Issues
1.

Major problem is to obtain the necessary information (people and existing documents are major source of
information)

2.

How to organize the information obtained so the information can be effectively evaluated for completeness &
consistence.

3.

To resolve the contradiction that may exist in the information from various parties.

4.

To avoid internal design.
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Basic Principle Used in analysis
Divide and Conquer – Partition the problem into sub problems and then try to understand each sub-problem and its
relationship to other sub-problem is an effort to understand the whole problem.

Three basic approaches to problem analysis are:
I

Informal Approach

No defined methodology is used in it and it is based on communication and interaction, questionnaires, study of
existing documents.

II

Modeling Based Approach

A formal model is built for the problem. In this we use principle of partitioning.
a)

Structured Analysis

b)

Object Oriented Analysis

III

Prototyping

Working prototype is built for the system.

Structured Analysis [Problem is partitioned into functions]
It uses function-based decomposition while modeling the problem. It focuses on functions performed in problem
domain and the data consumed and produced by these functions. It is a Top-Down Refinement process.
In it, Data Flow Diagrams (DFD) and Data Dictionaries are used.

DFD
It shows the flow of data through a system.
1

All Names must be unique.

2

DFD is not a flow chart. Arrows in flowchart represent order of events, arrows in DFD represent
flowing data.

3

Symbol

DFD does not represent procedural information.

Name

Purpose

Data Flow

Used to connect process to each other, to sources or sinks;
arrow head indicates direction of data flow.

Process

Perform some transformation of input data to yield output data.

Source or Sink

A source of system inputs or sink of system outputs.
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Data Store

A repository of data.

Data Dictionaries
Data Dictionary is a repository of various data flows defined in a DFD. By Repository we mean to store information
about all data items defined in DFDs such as


Name of data item



Aliases (Other Names)



Purpose



Related data item



Range of values

Object Oriented Modeling
In Object Oriented modeling, the problem is partitioned with respect to objects. The main points in this types of
modeling are listed below:


A system is viewed as a set of objects



Objects interact with each other through the services they provide.



Goal is to identify objects that exist in problem domain, define the objects by specifying what state of
information they encapsulate and what services they provide and identify relationships that exists between
objects.

Prototyping
In prototyping a partial system is constructed, which is then used by the client, users and developers to gain a better
understanding of the problem and the needs. Idea behind the prototyping is that clients and users can assess their
needs much better if they can see the working of system.

Throwaway Prototyping
Two approaches to prototyping
Evolutionary Prototyping

Figure 4.2: Prototyping Approaches

i)

Throwaway Prototyping

In this approach, the prototype is constructed with the idea that it will be discarded after the analysis is completed
and final system will be built from scratch. Focus of development is to include those features that are not properly
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understood. Development approach is ―Quick and Dirty‖. Determining missing requirements is secondary benefit
from this approach.

ii)

Evolutionary Prototyping

In this approach, the prototype is retained and those parts of system that are well understood are implemented.
Development approach is more formal, quality is considered. By working with stable system having features that are
definitely needed, client and users can determine which other services and features are needed.

It is used to build newer version of software rather than for Problem Analysis.

a) Throwaway Prototyping -

b) Evolutionary Prototyping

Builds only difficult parts.

-

Builds understood parts first and builds that on solid foundation.

Common problem with prototyping is high expectations for productivity with inefficient effort. It can have
execution inefficiencies with the associated tools and this question may be argued as a negative aspect of
prototyping.
SRS is written based on the knowledge acquired during analysis.

Characteristics of a Good SRS
To achieve the basic goals, an SRS should have certain properties and should contain different types of
requirements. A good SRS should have following characteristics:
1

Correct

2

Complete

3

Unambiguous

4

Verifiable

5

Consistent

6

Ranked for importance and/or stability

7

Modifiable

8

Traceable

Correct

It ensures that what is specified is done correctly.
It involves examining each requirement to make sure it represents the user requirement.
It is easier to establish than completeness.
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Complete

It ensures that everything is specified
It is most difficult to establish as one has to detect the absence of specifications and
absence is much harder to determine than what is present.

Unambiguous

SRS is unambiguous if and only if every statement written has only one meaning.
Requirements are written in natural language which is inherently ambiguous. One way to
remove ambiguity is to use formal language. But the disadvantage in it is that a large
effort will be required in writing SRS in formal language and it will also cause high cost
of SRS, increased difficulty in reading and understanding formally stated requirements
(particularly by users).

Verifiable

SRS is verifiable if every statement is verifiable i.e. there exist some method that can
check whether final software meets that requirement done through review process or not.

Consistent

SRS is consistent if there is no requirement that conflicts with other For e.g.:
Terminologies can cause inconsistencies. Different requirements may use different terms
for making reference to same object.

Ranked for Importance All requirements are not of equal importance.


Some are critical



Others are important but not critical



Some are desirable but not of importance.

SRS is ranked if for each requirement importance and stability are indicated. Stability
reflects the chances of it changing in future.

Modifiable

Writing SRS is an iterative process so SRS should be such so as it should be easy to
modify.
It is modifiable if its structure and style are such that any necessary change can be made
easily while preserving completeness and consistency.

Traceable

SRS is traceable if origin of each of its requirement is clear and if it facilitates referencing
of each requirement in future development.
Forward Traceability means that each requirement should be traceable to some design
and code elements.
Backward Traceability requires that it be possible to trace design and code elements to
the requirements they support. Traceability aids verification and validation.
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Validation
Development of software starts with requirement document. It is therefore important that requirements specification
contain no errors and specifies client‘s requirements correctly.


Longer an error remains undetected; the greater is cost of correcting it.



It is desirable to detect errors in SRS before the design and development of software begin.

Objective of validation


To ensure that the SRS reflects the actual requirements accurately and correctly..



To check that SRS is of good quality.

The most common errors can be classified in four types which are as follows :-

Omissions

-

Some requirements is simply not included in SRS.

Inconsistency

-

Due to contradiction within the requirements or incompatibility between stated
requirements and actual requirements of clients.

Incorrect Fact

-

When some fact recorded is not correct.

Ambiguity

-

When there are some requirements that have multiple meanings i.e. their
interpretation is not unique.

Besides improving quality of SRS, validation should focus on uncovering these types of errors.

Components of SRS
There are different component for different software, there is no one method that is suitable for all. But
there should be some such component which makes the guide-lines for the software developers. Here we
describe some of the system properties SRS should specify:
1.

Introduction

2.

Functional requirements

3.

Performance requirements

4.

Constraints

5.

External interfaces
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Introduction
This section of SRS should provide the overview of the entire SRS. It contains the purpose, scope and
definition related to software, list of documents, references, overview etc.
Functional requirement
The functional requirement for a system describes the functionality of system is supposed/expected to
provide. It specifies, which output should be produced from the given input functional requirements is
typically expressed in relational and state oriented notations that specify relationship among inputs
actions and outputs.
All the operations to be performed on the input data to get the output should be specified clearly for
example if there is any calculation then formula for that should be clearly specified. There is an important
part of the specification is to clear behaviour of uncertain situations like incorrect input or error during
computation. This is clearly stated what to do in those situations. These special conditions are often
likely to be overlooked resulting in a system that is not robust.
The functional requirements of a system should be complete as well as consistent. Completeness means
that all services required by the user should be defined. Consistency means that requirement should not
have contradictory definitions.
Performance requirements
All the requirements related to the system performance must be specified separately because the quality
of software depends on the performance. If the performance is good and satisfies the needs of user then it
fits to the quality standards. There are two types of performance requirements:
1.

Static

2.

Dynamic

i. Static Requirements: These are requirements that specify the capacity of system like no. of terminals
to be used, the no. of users to be supported, no. of documents and their type and size are used. On above,
the execution characteristics depend. That why it is called capacity requirements of the system.
ii. Dynamic Requirement: These requirements specify the execution of the system. These include
response time and though put time. Response time is the time used for the completion of a task under
specified conditions. Throughput is the total number of tasks performed in given time period. All these
requirements should be in measurable terms. Less response time and more throughput is good for system
quality.
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Constraints
Constraints provide general description of any other item that will limit the developer‘s option. These
include hardware limitations, interfaces, parallel operations, control functions, implementation language
requirement, reliability requirements, safety and security consideration etc. These are number of factors
in the client environment that may restrict the choice of a designer. Such factors must be followed in the
software development.
External interfaces
All requirements which are derived form external environment are included in this. All these include
interdependency requirement which defines how the system interacts with the other organization. This
includes the interface with the operating system and other applications. The message content and format
of each interface should be specified properly.

Common Problem with SRS
The following is a list of the most common problems in writing requirements:
Making wrong assumptions: Wrong assumptions typically occur either because authors of the SRS do
not have access to sufficient information or the information does not exist. You can eliminate the first
problem by deriving, analyzing and documenting the information critical to the proposed system.
Writing implementation (HOW) instead of requirements (WHAT): Requirement Specifications
should state WHAT is needed, not HOW it is to be provided. Yet this is a common mistake made by
requirement writers, as they wear their developer hat while documenting requirements and state
implementation approaches unintentionally.
At the system level the requirements must state ‗WHAT‘ is needed. The system designer will determine
‗HOW‘ this can be accomplished and then must define ‗WHAT‘ is needed at the sub-system level.
Using incorrect terms: In a specification, there are terms to be avoided and terms that must be used in a
very specific manner. Authors need to understand the use of shall, will and should:


Requirements use shall.



Statements of fact use will.



Goals use should.

These are standard terms used in contracts and quality process documents. Deviation from this usage will
create confusion.
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Using Wrong Language: Requirements should be easy to read and understand. The requirements in a
system specification are either for the system or its next level, e.g. sub-system. Each requirement can
usually be written in the format:


The System shall provide………..



The System shall be capable of ………



The System shall weigh……..



The Subsystem #1 shall provide…….

Missing Requirements: Missing items can be avoided by using a standard outline or template for SRS.
You may also have a number of requirements that you must include by reference. In particular you may
refer to those standards that define quality in different disciplines (materials and processes) or for
different projects.
Over-Specifying: Some studies have shown that over-specification is the primary cause of cost overruns
on their programs. Over-specifying usually arises from stating something that is unnecessary or from
stating overly strict requirements.
Unnecessary requirements creep into a specification in a number of ways. The only cure is careful
management review and control. People asked to write requirements would write down everything they
can think of. If you do not carefully review each requirement and why it is needed before base lining the
SRS, the result will be a number of unneeded requirements.

SRS TECHNIQUE
There are three main method of writing SRS :
1.

Using Structured English

2.

Decision Table

3.

Decision Tree

Structured English:
Structure English borrows from structured programming. It uses logical construction and imperative
sentences designed to carry out instructions for action. Decisions are made through IF, THEN, ELSE,
and SO statements.
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Definition: Structured English, as the name implies, is "English with structure." That is, it is a subset of
the full English language with major restrictions on the kind of sentences that can be used and the manner
in which sentences can be put together.
The following definition describes what Structured English is:
Structured English is a specification language that makes use of a limited vocabulary and a limited
syntax. The vocabulary of structured English consists only of:


Imperative English language verbs



Terms defined in the data dictionary



Certain reserved words for logic formulation

Vocabulary of structured English
Structured English allows the use of any English language verb, but not any noun or adjective.
The vocabulary of Structured English is made up as follows:


Verbs that can be selected from the set of English language transitive verbs minus blatantly
meaningless ones such as "process" and "handle."



Objects that must be taken from the set of names given to files, data flows, and data elements in the
data dictionary.



Qualifiers that can be taken from the set of names given to data element values in the data dictionary.



Conjunctions (such as "if," "while," "until") that must be taken from the set of reserved words used
to effect the three syntactic constructs.



Relational attributes (such as "equal‖, "and," "or") that must be taken from the set of reserved
words.

For example: A publisher gives a different discount to different persons. If customer is bookseller,
publisher gives a trade discount of 25% for the order of 6 copies or more per title. If orders are from
libraries and individuals, 5% allowed on orders of 6-9 copies per book title; 10% on orders for 20-49
copies per book title; 15% for the order of 50 or more per book title.
Structured English
COMPUTE-DISCOUNT
Add up the number of copies per book title
If order if from bookstore
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and-IF order is for 6 copies or more per book title
THEN: Discount is 25%
ELSE (order is for fewer than 6 copies per book title)
SO: no discount is allowed
ELSE (order is from libraries or individual customers)
SO-IF

order is for 50 copies or more per book title
Discount is 15%
ELSE-IF order is for 20 to 49 copies per book title
Discount is 10%
ELSE-IF order is for 6 to 19 copies per book title
Discount is 5%
ELSE-IF (order is for less than 6 copies per book order)
SO: no discount is allowed

Decision Tables
A way of expressing complex logical situation in a tabular form is known as Decision Table. These are
very useful and versatile to be used in all stages of systems investigation and specification. They are not
suitable for long sequences in which no or few alternatives are involved. It helps the system analyst to
describe the various options available in a given situation and possible action which may be taken in a
given set of alternative conditions. As the table helps to take decision in a complex situation, it is named a
decision table. They are useful for clarifying the problems that are difficult to set down in the form of
conventional flow charts. They are easily understood by non-computer users. They are easy to draw and
understand.
Decision Table is most extensively used in applications dealing with artificial intelligence where a set of
If-----then-----else rules to be applied, before taking a given decision. Their use is becoming more and
more popular. The general structure of a decision table consists of four quadrants as shown in figure 4.3
(a).
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Rules
Condition
Stub

Condition
entries

Action
Stub

Action
entries

i) Is it cold ?
ii) Is it wet ?
i) Take Coat
ii) Take Umberella
iii) Take Neither

1
Yes
Yes

2
Yes
No

X
X

X

(a)

3
No
Yes

4
No
No

X
X

(b)

Figure 4.3: General structure of a decision table

The conditions are listed in the top left hand section and actions are listed below. The right hand half of
the table specifies the decision rules. One column is being allocated to each rule. For any rule, the status
of each condition, Yes (Y) or No (N) is given in the upper part of the column and the actions to be taken
are indicated by a ‗X‘ in the lower part.
Consider the following simple logical situation:
i) If it is cold and wet, I will take my coat and umbrella.
ii) If it is cold, I will take my coat
iii) If it is wet, I will take my umbrella
iv) If it is neither cold nor wet, I will take neither
This can be put in the form of a decision table as shown in figure 4.3(b).
There could be a situation where there are redundant conditions. That is some conditions may not valid in
some situations. So, we should not be writing Yes or No but instead put a hyphen there to indicate
redundancy.

Decision Tree
Decision tree can be defined as the graphical representation of conditions and outcomes resembling the
branches. A decision tree has as many branches as there are logical alternatives. It simply sketches the
logical structure based on the stated policy.
It is an excellent tool, because, it is easy to construct, easy to read, and easy to update.
It shows only skeletal aspects of picture however, and does not lend itself to calculations. The alternative
of decision tree is Structured English.
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Consider an example: A publisher gives a different discount to different customers. If customer is
bookseller, publisher gives a trade discount of 25% for the order of 6 copies or more per title. If orders are
from libraries and individuals, 5% allowed on orders of 6-19 copies per book title; 10% on orders for 2049 copies per book title; 15% for the order of 50 or more per book title.
The above problem can be explained with the help of Decision Tree as shown in figure 4.4.

Discount=25%

Yes
Order is
Per tile >=6

Yes

Discount=0

No

Customer is
Bookseller

Discount=15%

Yes
Order is
Per title>=50

No

Similarly make
other branches for
order is <=49 and
>=20 and so on…..

No
Figure 4.4: Decision Tree of the given problem

A decision tree has nodes which depicts the conditions, which each branch from a node depicting a
possible path. Actions are given when conditions and branches end. As in above example, the decision
tree is simple and easy to understand.
Table 4.5: Comparison of tools for specification

Comparison of tools for specification
USE

DECISION TREE

DECISION TABLES

STRUCTURED
ENGLISH

Logic verification

Moderate

Display

Very

logic

good

Very good
(but

Moderate

Good
(decision

structure

decision only)

only)

Simplicity (easy to

Very good

Very poor to poor

Good

Poor

Good (all)

Moderate

use)
User verification

(unless

user

Poor

to

moderate

trained)

(slightly jargon)

Program specification

Moderate

Very good

Very good

Machine readable

Poor

Very good

Very good

Machine editable

Poor

Very good

Moderate

(needs

syntax)
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ER-Diagrams
IEEE defines ER diagram as 'a diagram that depicts a set of real-world entities and the logical
relationships among them.' This diagram depicts entities, the relationships between them, and the
attributes pictorially in order to provide a high-level description of conceptual data models. An
ER diagram is used in different phases of software development.
Once an ER diagram is created, the information represented by it is stored in the database. Note
that the information depicted in an ER diagram is independent of the type of database and can
later be used to create database of any kind such as relational database, network database, or
hierarchical database. An ER diagram comprises data objects and entities, data attributes,
relationships, and cardinality and modality.
Data object is a representation of composite information used by software. Composite
information refers to different features or attributes of a data object and this object can be in any
of the following forms.
1.

External entity: Describes the data that produces or accepts information. For example, a report.

2.

Occurrence: Describes an action of a process. For example, a telephone call.

3.

Event: Describes a happening that occurs at a specific place or time. For example, an alarm.

4.

Role: Describes the actions or activities assigned to an individual or object. For example, a
systems analyst.

5.

Place: Describes the location of objects or storage area. For example, a wardrobe.

6.

Structure: Describes the arrangement and composition of objects. For example, a file.
An entity is the data that stores information about the system in a database. Examples of an entity
include real world objects, transactions, and persons.
Data attributes describe the properties of a data object. Attributes that identify entities are known
as key attributes. On the other hand, attributes that describe an entity are known as non-key
attributes. Generally, a data attribute is used to perform the following functions.

1.

Naming an instance (occurrence) of data object

2.

Description of the instance

3.

Making reference to another instance in another table.
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Data attributes help to identify and classify an occurrence of entity or a relationship. These
attributes represent the information required to develop software and there can be several
attributes for a single entity. For example, attributes of 'account' entity are 'number', 'balance',
and so on. Similarly, attributes of 'user' entity are 'name', 'address', and 'age'. However, it is
important to consider the maximum attributes during requirements elicitation because with more
attributes, it is easier for the software development team to develop the software. In case some of
the data attributes are not applicable, they can be discarded at a later stage.
Entities are linked to each other in different ways. This link or connection of data objects or
entities with each other is known as relationship. Note that there should be at least two entities
to establish a relationship between them. Once the entities are identified, the software
development team checks whether a relationship exists between them. Each relationship has a
name, optionality (the state when relationship can be possible but not necessary), and degree
(how many). These attributes confirm the validity of a given relationship. Based on this, three
types of relationships exist among entities.
1.

One-to-one relationship (1:1): Indicates that one instance of an entity is related only to one
instance of another entity. For example, in a database of users in a bank, each user is related to
only one account number.

2.

One-to-many relationship (I: M): Indicates that one instance of an entity is related to several
instances of another entity. For example, one user can have many accounts in different banks.

3.

Many-to-many relationship (M: M): Indicates that many instances of entities are related to
several instances of another entity. For example, many users can have their accounts in many
banks.
To understand entities, data attributes, and relationship, let us consider an example. Suppose in a
computerized banking system, one of the processes is to use a saving account,' which includes
two entities, namely, 'user' and 'account'. Each 'user' has a unique 'account number', which makes
it easy for the bank to refer to a particular registered user. On the other hand, 'account' entity is
used to deposit cash and cheque and to withdraw cash from the saving account. Depending upon
the type and nature of transactions, it can be of various types such as current account, saving
account, or overdraft account. The relationship between the user and the account can be
described as 'user has account in a bank'.
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Entities are represented by rectangles, attributes are represented by ellipses, and relationships are
represented by diamond symbols. A key attribute is also depicted by an ellipse but with a line
below it. This line below the text in the ellipse indicates the uniqueness of each entity.

Although data objects, data attributes, and relationships are essential for structured analysis,
additional information about them is required to understand the information domain of the
problem. This information includes cardinality and modality. Cardinality specifies the number
of occurrences (instances) of one data object or entity that relates to the number of occurrence of
another data object or entity. It also specifies the number of entities that are included in a
relationship. Modality describes the possibility whether a relationship between two or more
entities and data objects is required. The modality of a relationship is a if the relationship is
optional. However, the modality is 1 if an occurrence of the relationship is essential.
To understand the concept of cardinality and modality properly, let us consider an example. User
entity is related to order entity. Here, cardinality for 'user' entity indicates that the user places an
order whereas modality for 'user' entity indicates that it is necessary for a user to place an order.
Cardinality for 'order' indicates that a single user can place many orders whereas modality for
'order' entity indicates that a user can arrive without any 'order'.
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Prototyping is an approach used for problem analysis. It is different from other modeling
approaches such as structured analysis and object-oriented modeling. In this approach, a partial
system is designed and used to understand the problem and requirements. Note that the partial
system is not delivered to the user but used only for understanding the problem.
Generally, it is observed that users are unable to understand the software requirements
specification document and thus find it difficult to visualize how the software will work when it
is developed. In such a case, prototyping of a system is required as it facilitates users to
determine the requirements when they see the working of the system, regardless of the fact that it
is only a partial system. This approach is suitable when the system is entirely new and users have
no idea about their requirements as well as the working of the software. Prototyping considers
practical experience to be the best help to understand and determine user requirements, which
may not be clarified with the help of requirements written on paper. Once the users operate the
partial system, they are able to express the features and functions they require in the system
along with the ones that they do not require.
While developing software, it is essential for the development team to consider user satisfaction
as a top priority to make the software successful. For this, the development team needs to
understand how users will interact with the system. This information helps the team to carefully
characterize each user requirements and then create a meaningful and relevant analysis model
and design model. For this, the software engineer creates scenarios in the form of use-cases to
describe the system from the users' perspective. In addition, use-cases describe the tasks or series
of tasks in which the users will use the software under a specific set of conditions. Each use-case
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provides one or more scenarios in order to understand how a system should interact with another
system to accomplish the required task. Note that use-cases do not provide descriptions about the
implementation of software.

Questions
1. What do you mean by SRS? Why SRS is required in Software Engineering?
2. What is problem analysis? Explain different format methods of studying the problem in brief.
3. What do you mean by structured analysis? Why structured analysis is required?
4. What do you mean by Data Flow Diagrams? Explain using any DFD. Also discuss common
errors found in DFD‘s.
5. Define Data Dictionary. How DD is used to cope with errors of DFD?
6. What is Object Oriented Analysis? Discuss how you can perform an OO analysis.
7. What do you mean by associations in object? Explain different associations.
8. What is Data Modeling? Explain.
9. Explain the following terms :
i) Cardinality

ii) Modality

iii) Attribute

iv) Class

v) Object

vi) Relationship

vii) Inheritance

viii) Encapsulation

ix) Correctness

x) Consistent

10. What is Requirement Specifications? Explain different types of requirements.
11. What are the important characteristics having SRS?
12. Explain different components of SRS.
13. Explain common problems of SRS.
14. What is SRS? Explain different techniques for writing SRS.
15. Define Decision table and decision trees? How they can be differentiated to each other?
16. Define Validation? Discuss some requirement validation techniques.
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Chapter 4
Software Design and Implementation
Software Design- Overview
Design activities begin when SRS for software to be developed is available. Design is the 1st
step in moving from problem domain to solution domain. Design of a system is a blue print for
the solution of the system.
The goal of the design phase is to produce a model or representation of a system which can be
used later to build that system. That model is called design of the system. SRS tells what a
system does and become input to design process-which tells how a system works. The purpose of
design phase is to produce a solution to a problem given in SRS document.

Design process has Two Levels:
1. System Design or Top Level Design
Focus is given on deciding which modules are needed for the system. Identification of a
module, specification of modules, how modules are interrelated.

2. Detailed Design or Logic Design
Internal design of module is decided. Detailed design is an extension of system design.
Much of the design efforts for designing s/w are spent creating the system design.

Software design is a phase in software engineering, in which an outline is developed to provide
as a base for making the software system. The design process consists of a set of principles,
concepts and practices, which allow a software engineer to model the system. In design phase,
the client, company requirements and technical consideration all come together to plan a product
or a system. This model is evaluated for quality and analysis before the coding and testing phase
of software. The design model gives the detail about software data structures, architecture,
interfaces and components which are required to implement the system. In this chapter we will
discuss the design and implementation process concepts, design methodology, approaches,
interfacing, complexity and coding structure of the software design.
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Software Design-Principles
During the development of design phase the most expansive errors are often found. In addition,
if these errors get unnoticed till later phases, it becomes more difficult to correct them.
Therefore, a number of principles are followed while designing the software. These principles
work as a structure for the designers to pursue a good design practice.

As shown in the above diagram lets discuss some design principles are as follows:

1. Software design should correspond to the analysis model: We must know how the design
model satisfies all the requirements represented by the analysis model.
2. Software design should ensure minimal conceptual (semantic) errors: The design team
must make sure that major conceptual errors and syntactical errors of design are tackle in
advance before dealing with the present in the design model.
3. Software design should represent correspondence between the software and real-world
problem: The software design should be structured in such a way that it always relates with
the real-world problem.
4. Software design should be flexible: Software design should be flexible enough to adapt
changes easily.
5. Software design should be uniform and integrated: Software design is considered uniform
and integrated, if the interfaces are properly defined among the design components.
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6. Software reuse: Software components should be designed in such a way that they can be
effectively reused to increase the productivity.
7. Prototyping: Using prototyping, a quick 'mock-up' of the system can be developed. This
mock-up can be used as an effective means to give the users a feel of what the system will
look like and demonstrate functions that will be included in the developed system.
Prototyping also helps in reducing risks of designing software that is not in accordance with
the customer's requirements.

Software Design-Concepts
The design concept gives the software designer with a base from which more difficult methods
can be applied. A set of primary design concepts has evolved. They are as follows:
Abstraction –

Abstraction of component describes external behavior of that component without

bothering with the internal details that produce the behavior. Partitioning determines components
of a system. However, they are not isolated from each other, they interact with each other and
designer has to specify how a component interacts with other component.
To decide designer has to know at least external behavior of other components. If designer has to
understood details of other components to determine their external behavior, we have to defeat
the purpose of partitioning- isolating a component from others.
To allow the designer to concentrate on the component at a time, abstraction of other
components is used.
Abstraction is the concept of simplification by reducing the information content of a model,
usually in order to maintain only information which is relevant for a particular aim.

Common Abstraction Mechanisms
Functional Abstraction
In FUNCTIONAL abstraction module is specified by the function it performs. It forms the basis
of partitioning in function-oriented approaches. e.g. A module to compute log of a number can
be abstractly represented by the function log. A module to sort an input array can be represented
by the specification of sorting.
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Data Abstraction
In DATA abstraction data is treated as object with some pre-defined operation on them.
Operations defined on the data objects are the only operations that can be performed on those
objects. From outside an object, internals of objects are hidden, only the operations on object are
visible.

Design Methodology
It is a systematic approach to create design by applying of a set of techniques and guidelines.
1. Function Oriented
2. Object Oriented

Function Oriented Design
Structured design is a conceptualization of problem into several well-organized elements of
solution. It is basically concerned with the solution design. Benefit of structured design is, it
gives better understanding of how the problem is being solved. Structured design also makes it
simpler for designer to concentrate on the problem more accurately.
Structured design is mostly based on ‗divide and conquer‘ strategy where a problem is broken
into several small problems and each small problem is individually solved until the whole
problem is solved. The small pieces of problem are solved by means of solution modules.
Structured design emphasis that these modules be well organized in order to achieve precise
solution. These modules are arranged in hierarchy. They communicate with each other.

A good structured design always follows some rules for communication among multiple
modules, namely –
Cohesion - grouping of all functionally related elements.
Coupling - communication between different modules.
A good structured design has high cohesion and low coupling arrangements.
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Object Oriented Design
Object oriented design works around the entities and their characteristics instead of functions
involved in the software system. This design strategy focuses on entities and its characteristics.
The whole concept of software solution revolves around the engaged entities.
Let us see the important concepts of Object Oriented Design:

Objects - All entities involved in the solution design are known as objects. For example, person,
banks, company and customers are treated as objects. Every entity has some attributes associated
to it and has some methods to perform on the attributes.
Classes - A class is a generalized explanation of an object. An object is an instance of a class.
Class defines all the attributes, which an object can have and methods, which defines the
functionality of the object.
In the solution design, attributes are stored as variables and functionalities are defined by means
of methods or procedures.

Encapsulation - In OOD, the attributes (data variables) and methods (operation on the data) are
bundled together is called encapsulation. Encapsulation not only bundles important information
of an object together, but also restricts access of the data and methods from the outside world.
This is called information hiding.

Inheritance - OOD allows similar classes to stack up in hierarchical manner where the lower or
sub-classes can import, implement and re-use allowed variables and methods from their
immediate super classes. This property of OOD is known as inheritance. This makes it easier to
define specific class and to create generalized classes from specific ones.

Polymorphism - OOD languages provide a mechanism where methods performing similar tasks
but vary in arguments, can be assigned same name. This is called polymorphism, which allows a
single interface performing tasks for different types. Depending upon how the function is
invoked, respective portion of the code gets executed.
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The goal of design process is not simply to produce the design for the system. Instead goal is to
find the best possible design within the limitations imposed by requirements and the physical and
social environment in which the system will operate. Design must be correct, complete,
verifiable and traceable.

Efficiency—concerned with proper use of scarce resources by the system.

Simplicity—processor time and memory need for efficiency is due to the cost consideration.

Design is one of the important factors affecting maintainability of the system. During
maintenance, 1st step is to understand the system to be maintained. Simple and understandable
design makes the job of maintenance easier.

Problem Partitioning & Hierarchy
When solving a small problem, the entire problem can be tackled at once. For solving large
problems, basic principle is ―divide & conquer‘—divide into small pieces so that each piece is
conquered separately.
For software design, goal is to divide the problem into manageable small pieces that can be
solved separately if solvable. Cost of solving entire problem is more than the sum of costs of all
the pieces.
Different pieces cannot be entirely independent of each other as they together form the system.
Diff. pieces are to cooperate and communicate to solve the larger problem. This communication
adds completely which arises due to the partitioning and may not excite in original problem. As
the no. of components increases, cost of partitioning may become more than the savings
achieved by the partitioning. It is at this point that no future partitioning needs to be done.
Designer has to make judgment about when to stop partitioning.

If module A is independent of module B, then we can modify A without introducing any side
effect of B. Total independence of modules of one system is not possible, but the design process
should support as much independence is possible between modules. Dependence between
modules in a software system is one of the reasons for with maintenance costs. Proper
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partitioning will make the system easier to maintain by making the design easier to understand.
Problem partitioning lead to hierarchies in the design.

The Role of Design Methodology
Software design methodology provides a logical and systematic means of proceeding with the
design process as well as a set of guidelines for decision-making. The design methodology
provides a sequence of activities, and often uses a set of notations or diagrams. The design
methodology is especially important for large complex projects that involve programming-inthe-large and the use of a methodology establishes a set of common communication channels for
translating design to codes and a set of common objectives. Contradiction

A design method is a broad area that focuses on:


Contradiction – Discover possibilities and constraints of inherited situations by
applying critical thinking through qualitative and quantitative research methods to create
new understanding (problem space) toward better design solutions.



Conversion – Redefining specifications of design solutions which can lead to better
guidelines for traditional and contemporary design activities (architecture, graphic,
industrial, information, interaction, et al.) and multidisciplinary response.



Convergence

– Prototyping possible scenarios for better design solutions that incrementally

or significantly improve the originally inherited situation.


Consistency –

Managing the process of exploring, redefining and prototyping of design

solutions continually over time.


Communication

- the visual relationship between the parts and the whole.

Design Approaches
An approach creates an effective communication medium between a human and system design
or model. Design is a meaningful engineering representation of something that is to be built.
Example: A blueprint for a house is the classic example of an architectural design. Why do we
need design? Imagine trying to build a house without a blueprint. We need design to create a
quality product. Design avoids confusion and errors. In the software development environment,
without adequate design, the result is weak, unstable, inflexible, error prone software.
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There are basically two generic approaches for software designing:


Top down approach



Bottom-up approach

Top down Approach
We know that a system is composed of more than one sub-systems and it contains a number of
components. Further, these sub-systems and components may have their onset of sub-system and
components and creates hierarchical structure in the system.
Top-down approach takes the whole software system as one entity and then decomposes it to
achieve more than one sub-system or component based on some characteristics. Each sub-system
or component is then treated as a system and decomposed further. This process keeps on running
until the lowest level of system in the top-down hierarchy is achieved.
Top-down approach starts with a generalized model of system and keeps on defining the more
specific part of it. When all components are composed the whole system comes into existence.
Top-down approach is more suitable when the software solution needs to be designed from
scratch and specific details are unknown.

Bottom-up approach
The bottom up approach model starts with most specific and basic components. It proceeds with
composing higher level of components by using basic or lower level components. It keeps
creating higher level components until the desired system is not evolved as one single
component. With each higher level, the amount of abstraction is increased.
Bottom-up approach is more suitable when a system needs to be created from some existing
system, where the basic primitives can be used in the newer system.
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Difference between Top down and Bottom up Approach:
TOP DOWN
1. Starts from highest-level component

BOTTOM UP
1. Starts with lowest level component of

of hierarchy and proceeds to lowest

hierarchy

level.

progressively higher levels to the top-

2. Suitable only if specifications of the
system are clearly known and system

and

proceeds

through

level component.
2. If a system is to be built from an

development is from scratch.

existing system, bottom up is most
suitable, as it starts from some existing
components.

Pure top down or bottom up approaches is often not practical. For bottom up to be successful, we
must have good idea of top up to which design should be headed.

Design Modularity
A module can be a FORTRAN subroutine, procedures and functions of PASCAL and C.A
module is a work assignment for an individual programmer.
Modularity is single attribute of software that allows a program to be manageable. (It enhances
design clarity, which in turn eases implementation, debugging, testing, documenting and
maintenance of software product.)
Modular system consists of well-defined, manageable units with well-defined interfaces among
the units.


Each module has a single, well-defined purpose.



Each module is a well-defined subsystem that is potentially used in other applications.



Module can be separately compiled and stored in a library.



Module can use other modules.
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MODULE COUPLING
Coupling is the measure of degree of interdependence between modules.


Two modules with high coupling are strongly interconnected and thus depend on each
other.



Two modules with low coupling are not dependent on each other.



A good design should have low coupling.



Interface should be carefully specified in order to keep two value of coupling.



Coupling is measured by number of interconnections between modules.
E.g. coupling increases as the number of calls between modules increases, or the amount
of shared data increases.



Hypothesis is that design with high coupling will have more errors.

Different Types of Coupling are
1. Content coupling

Worst

2. Common coupling
3. External coupling
4. Control coupling
5. Data coupling
6. Stamp Coupling

Best

1. CONTENT COUPLING: It is least desirable coupling. It occurs when one module actually
modifies another, then the modified module is completely dependent on modifying one. It
occurs when one module modifies local data values in another module.
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2. COMMON COUPLING: Data are accessible from a common data store. Dependency still
exists, since making a change to the common data means tracking back to all modules that
access that data to evaluate the effect of that change. It can be difficult to determine which
module is responsible for having set a variable to a particular value.

3. EXTERNAL COUPLING: In external coupling two modules are externally related by a
common data structure, variable etc.
4. CONTROL COUPLING: Control coupling occurs when one module passes parameter to
control the activity of other module. It is impossible for controlled module to function
without direction from controlling one. Advantage is that each module perform only one
function, this restriction minimizes amount of controlling information that must be passed
from one module to another.
5. DATA COUPLING: When data is used to pass information from one module to another
module, we said there is Data coupling between them.
6. STAMP COUPLING: Two modules are stamp coupled if they communicate via

a passed data structure that contains more information than necessary for them
to perform their functions.
If only data are passed, modules are connected by DATA coupling with STAMP coupling; data
values, format and organization must be matched between interacting modules. Thus DATA
coupling is simpler and leaves less chance for error. If coupling need to exist between modules,
data is most desirable. It is easiest for tracing data and to make changes.
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Cohesion
Cohesion is a measure of the degree to which the elements of a module are functionally related.
A strongly cohesive module requires little interaction with other modules. Design‘s Objective is
to maximize the module cohesion and to minimize the module coupling.

COINCIDENTIAL COHESION: It has the worst degree of cohesion. It is found in the
modules whose elements have no apparent relationship to one another. Here x and y have no
conceptual relationship other than shared code. e.g. a module that checks the users‘ security
classification and also prints the month‘s payroll is coincidentally cohesive.

LOGICAL COHESION: Logical cohesion is that where several logically related functions or
data elements are placed in same module. Here x and y perform logically same operations. e.g.
one module may read all kind of input regardless where the input is coming from or how it will
be used. ―Input‖ holds these modules together.
DIFFERENT TYPES OF COHESION


Functional cohesion



Sequential cohesion



Communicational cohesion



Procedural cohesion



Temporal cohesion



Logical cohesion



Coincidental cohesion

(Best)

(Worst)

TEMPORAL COHESION: Sometimes a module is used to initialize a set of variables such a
module performs several functions in sequence, but the functions are related only by the timing
involved. That‘s why it is called TEMPORAL cohesion. Here x and y both must be performed
around the same time.

PROCEDURAL COHESION: Often functions are performed in a certain order. Basically in it
three functions are performed in a specific sequence. The data is entered, checked and then
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manipulated. When functions are grouped together in a module just to ensure this order, module
is PROEDURALLY cohesive.

COMMUNICATIONAL COHESION: In communicational cohesion, certain functions can be
associated because they operate on (input) and produce (output) the same data set. This type of
cohesion often destroys the modularity functional independence of the design.
SEQUENTIAL COHESION: If output from one part of module is the input to the next part,
then the module is said to have sequential cohesion.
FUNCTIONAL COHESION: A functionally cohesive module not only performs the function
for which it is designed, but it performs only that function and nothing else.

Some concepts about Cohesion:


TEMPORAL cohesion is same as LOGICAL except that elements are also related in time
and are executed together. Modules that perform activities like INITIALIZATION and
TERMINATION and CLEANUP are usually temporally bound.



PROCEDURALLY cohesive module contains elements that belong to a common
procedural unit. E.g. a loop or a sequence of decision statements in a module may be
combined to form a separate module, which occurs when modular structure is determined
from some form of flow chart.



COHESION of a module represents how tightly bound the elements of the module are to
one another.



Greater the cohesion of each module in the system, lower the coupling between the
modules is.



For modularity each module has to support a well-defined abstraction and have a clear
interface through which it can interact with modules. Modularity is where abstraction and
partitioning come together.



A system is considered as modular if it is consists of discrete components so that each
component can be implemented separately and a change to one component has minimum
impact on other components.
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UML & DESIGN PATTERNS
In software engineering, a design pattern is a general repeatable solution to a commonly
occurring problem in software design. A design pattern isn't a finished design that can be
transformed directly into code. It is a description or template for how to solve a problem that can
be used in many different situations. A pattern is a commonly occurring reusable piece in
software system that provides a certain set of functionality. The identification of a pattern is also
based on the context in which it is used. So, using patterns in modeling of systems helps in
keeping design standardized and more importantly, minimizes the reinventing of the controls in
the system design. The Unified Modeling Language (UML) is a general-purpose, developmental,
modeling language

in the field of software engineering that is proposed to provide a standard way to

visualize the design of a system. The class diagram in UML can be used to capture the patterns
identified in a system. In addition, UML has a sufficiently extensive and expressive terminology
to capture the details of patterns.
To sum up, a pattern should have the following characteristics


Useful solution



Reusable



Contextual

Use of Design Pattern
Design patterns can speed up the development process by providing tested, proven development
paradigms. Effective software design requires considering issues that may not become visible
until later in the implementation. Reusing design patterns helps to prevent subtle issues that can
cause major problems and improves code readability for coders and architects familiar with the
patterns.
Often, people only understand how to apply certain software design techniques to certain
problems. These techniques are difficult to apply to a broader range of problems. Design patterns
provide general solutions, documented in a format that doesn't require specifics tied to a
particular problem.
Based on how they are to be used, patterns are primarily categorized as:


Creational Design Pattern



Structural Design Pattern
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Behavioral Design Pattern

Creational Design Pattern
Creational patterns define mechanisms for instantiating objects. The implementation of the
creational pattern is responsible for managing the lifecycle of the instantiated object.

A few examples of Creational design patterns are listed below.

Factory
One of the easily recognized and frequently used design patterns is the Factory pattern. If you
have designed any object that is responsible for creating and maintaining the lifecycle of another
object, you have used the Factory pattern. Obtaining a database connection in your application
using a connection manager or connection factory object is a good example of the Factory
pattern.

Figure: Factory Pattern
Builder
This design separates object construction from its representation. The "builder" creates part of
the complex object each time it is called and maintains all intermediate state. When the product
is finished, the client retrieves the result from the "builder".
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Figure: Builder Pattern
Prototype
In this design a fully initialized instance to be copied or cloned. Declare an abstract base class
that specifies a pure virtual "clone" method, and, maintains a dictionary of all "cloneable"
concrete derived classes. Any class that needs a "polymorphic constructor" capability: derives
itself from the abstract base class, registers its prototypical instance, and implements the clone
() operation.

Figure: Prototype Pattern
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Singleton
A singleton is another example of a factory pattern. What makes the Singleton pattern unique is
that one and only one instance of the object can exist irrespective of the number of times the
object is instantiated. The most common use of a Singleton pattern is for server applications like
a Java based Remote Method Invocation (RMI) server application.

Figure: Singleton Pattern

Structural Design Pattern
The composition of objects and their organization to obtain new and varied functionality is the
underlying basis of Structural patterns. A few examples of Structural design patterns are listed
below.

Adapter
In the Adapter pattern, an object provides an implementation of an interface used by other
objects in a consistent way. The adapter object wraps different disparate implementations of the
interface and presents a unified interface for other objects to access. A good example of this is a
database driver like an ODBC (Open Database Connectivity) or JDBC (Java Database
Connectivity) driver that wraps the custom database accessing implementation for different
databases and yet, presents a consistent interface that is a published and standardized API.

Figure: Adapter Pattern
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Proxy
A Proxy pattern constitutes use of proxy objects during object interaction. A proxy object acts as
a substitute for the actual object. Use of proxy objects is prevalent in remote object interaction
protocols. As an example, when an object needs to interact with a remote object, say across a
network, the most preferred way of encapsulating and hiding the interaction mechanism is by
using a proxy object that mediates communication between the requesting object and the remote
object.

Figure: Proxy Pattern
Bridge

This design separates an object‘s interface from its implementation. Decouple an abstraction
from its implementation so that the two can vary independently.

Figure: Bridge Pattern
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Composite
Compose objects into tree structures to represent part-whole hierarchies. Composite lets clients
treat individual objects and composition of objects uniformly.

Figure: Composite Pattern

Behavioral Design Pattern
Interaction between different objects is specifically covered by Behavioral patterns. Some
examples of behavioral patterns are given below.

Chain of Responsibility
Avoid coupling the sender of a request to its receiver by giving more than one object a chance to
handle request. Chain the receiving objects and pass the requests along the chain until an object
handles it.

Figure: Chain of Responsibility Pattern
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Observer
Define a one-to-many dependency between objects so that when one-object changes state, all its
dependents are notified and updated automatically. It is a way of notifying change to a number of
classes.

Figure: Observer Pattern
Command
The Command pattern is commonly used for gathering requests from client objects and
packaging them into a single object for processing. The Command pattern allows for having well
defined command interfaces that are implemented by the object that provides the processing for
the client requests packaged as commands. Figure: Proxy Pattern

Figure: Command Pattern
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Iterator
A simple mechanism to traverse and access a list of objects is defined by the Iterator pattern. The
Iterator pattern encapsulates the internal implementation of the list while providing a
standardized mechanism for list traversal.

Figure: Iterator Pattern

User Interface Designing Tools & Techniques
User interface is the front-end application view to which user interacts in order to use the
software. User can manipulate and control the software as well as hardware by means of user
interface. Today, user interface is found at almost every place where digital technology exists,
right from computers, mobile phones, cars, music players, airplanes, ships etc.
UI can be graphical, text-based, audio-video based, depending upon the underlying hardware and
software combination. UI can be hardware or software or a combination of both.
The software becomes more popular if its user interface is:


Attractive



Simple to use



Responsive in short time



Clear to understand



Consistent on all interfacing screens

User Interface Design Goals


Define the target user community associated with the interface



Communities evolve and change



5 human factors central to community evaluation:
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1. Time to learn
How long does it take for typical members of the community to learn relevant task?
2. Speed of performance
How long does it take to perform relevant benchmarks?
3. Rate of errors by users
How many and what kinds of errors are commonly made during typical applications?
4. Retention over time
Frequency of use and ease of learning help make for better user retention
5. Subjective satisfaction
Allow for user feedback via interviews, free-form comments and satisfaction scales.


Trade-offs sometimes must be allowed in development, use tools such as macros and
shortcuts to ease some burdens



Test all design alternatives using a wide range of mock-ups

User Interface Elements
Users have become familiar with interface elements acting in a certain way, so try to be consistent
and predictable in your choices and their layout. Doing so will help with task completion,
efficiency, and satisfaction.
Interface elements include but are not limited to:


Input Controls: buttons, text fields, checkboxes, radio buttons, dropdown lists, list
boxes, toggles, date field



Navigational Components: breadcrumb, slider, search field, pagination, slider, tags,
icons



Informational Components: tooltips, icons, progress bar, notifications, message boxes,
modal windows



Containers: accordion

There are times when multiple elements might be appropriate for displaying content. When this
happens, it‘s important to consider the trade-offs. For example, sometimes elements that can
help save you space, put more of a burden on the user mentally by forcing them to guess what is
within the dropdown or what the element might be.
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User interface design principles

The principles of user interface design are intended to improve the quality of user interface
design. There are some fundamental principles are:
Principle
User familiarity

Description
The interface should use terms and concepts which are drawn from the
experience of the people who will make most use of the system.

Consistency

The interface should be consistent in that, wherever possible, comparable
operations should be activated in the same way.

Minimal surprise

Users should never be surprised by the behavior of a system.

Recoverability

The interface should include mechanisms to allow users to recover from
errors.

User guidance

The interface should provide meaningful feedback when errors occur and
provide context-sensitive user help facilities.

User diversity

The interface should provide appropriate interaction facilities for different
types of system user.

User Interface Tools
User Interface tools are generally divided into two categories:


Command Line Interface



Graphical User Interface

Command Line Interface (CLI)
CLI has been a great tool of interaction with computers until the video display monitors came
into existence. CLI is first choice of many technical users and programmers. CLI is minimum
interface software can provide to its users.
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CLI provides a command prompt, the place where the user types the command and feeds to the
system. The user needs to remember the syntax of command and its use. Earlier CLI were not
programmed to handle the user errors effectively.
A command is a text-based reference to set of instructions, which are expected to be executed
by the system. There are methods like macros, scripts that make it easy for the user to operate.
CLI uses less amount of computer resource as compared to GUI.
CLI Elements

Figure: CLI Elements
A text-based command line interface can have the following elements:


Command Prompt - It is text-based notifier that is mostly shows the context in which
the user is working. It is generated by the software system.



Cursor - It is a small horizontal line or a vertical bar of the height of line, to represent
position of character while typing. Cursor is mostly found in blinking state. It moves as
the user writes or deletes something.
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Command - A command is an executable instruction. It may have one or more
parameters. Output on command execution is shown inline on the screen. When output
is produced, command prompt is displayed on the next line.

Graphical User Interface (GUI)
Graphical User Interface provides the user graphical means to interact with the system. GUI can
be combination of both hardware and software. Using GUI, user interprets the software.
Typically, GUI is more resource consuming than that of CLI. With advancing technology, the
programmers and designers create complex GUI designs that work with more efficiency,
accuracy and speed.
GUI Elements
GUI provides a set of components to interact with software or hardware.
Every graphical component provides a way to work with the system. A GUI system has
following elements such as:

Figure: GUI Elements


Window - An area where contents of application are displayed. Contents in a window
can be displayed in the form of icons or lists, if the window represents file structure. It is
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easier for a user to navigate in the file system in an exploring window. Windows can be
minimized, resized or maximized to the size of screen. They can be moved anywhere on
the screen. A window may contain another window of the same application, called child
window.


Tabs - If an application allows executing multiple instances of it, they appear on the
screen as separate windows. Tabbed Document Interface has come up to open multiple
documents in the same window. This interface also helps in viewing preference panel in
application. All modern web-browsers use this feature.



Menu - Menu is an array of standard commands, grouped together and placed at a
visible place (usually top) inside the application window. The menu can be programmed
to appear or hide on mouse clicks.



Icon - An icon is small picture representing an associated application. When these icons
are clicked or double clicked, the application window is opened. Icon displays
application and programs installed on a system in the form of small pictures.



Cursor - Interacting devices such as mouse, touch pad, digital pen are represented in
GUI as cursors. On screen cursor follows the instructions from hardware in almost realtime. Cursors are also named pointers in GUI systems. They are used to select menus,
windows and other application features.

Application specific GUI components
A GUI of an application contains one or more of the listed GUI elements:


Application Window - Most application windows uses the constructs supplied by
operating systems but many use their own customer created windows to contain the
contents of application.



Dialogue Box - It is a child window that contains message for the user and request for
some action to be taken. For Example: Application generate a dialogue to get
confirmation from user to delete a file.
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Figure: Dialogue Box


Text-Box - Provides an area for user to type and enter text-based data.



Buttons - They imitate real life buttons and are used to submit inputs to the software.

Figure: Buttons


Radio-button - Displays available options for selection. Only one can be selected among
all offered.



Check-box - Functions similar to list-box. When an option is selected, the box is marked
as checked. Multiple options represented by check boxes can be selected.



List-box - Provides list of available items for selection. More than one item can be
selected.
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Figure: List Box
Other impressive GUI components are:


Sliders



Combo-box



Data-grid



Drop-down list

User Interface Design Activities
There are a number of activities performed for designing user interface. The process of GUI
design and implementation is alike SDLC. Any model can be used for GUI implementation
among Waterfall, Iterative or Spiral Model.
A model used for GUI design and development should fulfill these GUI specific steps.

Figure: User Interface Design Activities
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GUI Requirement Gathering - The designers may like to have list of all functional and
non-functional requirements of GUI. This can be taken from user and their existing
software solution.



User Analysis - The designer studies who is going to use the software GUI. The target
audience matters as the design details change according to the knowledge and
competency level of the user. If user is technical savvy, advanced and complex GUI can
be incorporated. For a novice user, more information is included on how-to of software.



Task Analysis - Designers have to analyze what task is to be done by the software
solution. Here in GUI, it does not matter how it will be done. Tasks can be represented
in hierarchical manner taking one major task and dividing it further into smaller subtasks. Tasks provide goals for GUI presentation. Flow of information among sub-tasks
determines the flow of GUI contents in the software.



GUI Design & implementation - Designers after having information about
requirements, tasks and user environment, design the GUI and implements into code and
embed the GUI with working or dummy software in the background. It is then selftested by the developers.



Testing - GUI testing can be done in various ways. Organization can have in-house
inspection, direct involvement of users and release of beta version are few of them.
Testing may include usability, compatibility, user acceptance etc.

GUI Implementation Tools
There are several tools available using which the designers can create entire GUI on a mouse
click. Some tools can be embedded into the software environment (IDE).
GUI implementation tools provide powerful array of GUI controls. For software customization,
designers can change the code accordingly.
There are different segments of GUI tools according to their different use and platform.
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Example Mobile GUI, Computer GUI, Touch-Screen GUI etc.
Here is a list of few tools which come handy to build GUI:


FLUID



AppInventor (Android)



LucidChart



Wavemaker



Visual Studio

Techniques for Designing an Interface
Techniques should be depending on users, including understanding their goals, skills,
preferences, and tendencies. The following techniques should be useful:


Strive for consistency - Consistent sequences of actions should be required in similar
situations. Identical terminology should be used in prompts, menus, and help screens.
Consistent commands should be employed throughout.



Enable frequent users to use short-cuts - The user‘s desire to reduce the number of
interactions increases with the frequency of use. Abbreviations, function keys, hidden
commands, and macro facilities are very helpful to an expert user.



Offer informative feedback - For every operator action, there should be some system
feedback. For frequent and minor actions, the response must be modest, while for
infrequent and major actions, the response must be more substantial.



Design dialog to yield closure - Sequences of actions should be organized into groups
with a beginning, middle, and end. The informative feedback at the completion of a
group of actions gives the operators the satisfaction of accomplishment, a sense of relief,
the signal to drop contingency plans and options from their minds, and this indicates that
the way ahead is clear to prepare for the next group of actions.
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Offer simple error handling - As much as possible, design the system so the user will
not make a serious error. If an error is made, the system should be able to detect it and
offer simple, comprehensible mechanisms for handling the error.



Permit easy reversal of actions - This feature relieves anxiety, since the user knows that
errors can be undone. Easy reversal of actions encourages exploration of unfamiliar
options. The units of reversibility may be a single action, a data entry, or a complete
group of actions.



Support internal locus of control - Experienced operators strongly desire the sense that
they are in charge of the system and that the system responds to their actions. Design the
system to make users the initiators of actions rather than the responders.



Reduce short-term memory load - The limitation of human information processing in
short-term memory requires the displays to be kept simple, multiple page displays be
consolidated, window-motion frequency be reduced, and sufficient training time be
allotted for codes, mnemonics, and sequences of actions.

Design Complexity
Software complexity is a term that covers various properties of a piece of software, all of which
affect internal interactions. Complexity describes the communications between a numbers of
entities. As the number of entities increases, the number of communications between them
would increase exponentially, and it would get to a point where it would be impossible to know
and understand all of them.
Similarly, higher levels of complexity in software increase the risk of by accident interfering
with interactions and so increase the chance of introducing defects when making changes.
Software complexity is an expected outcome of the functional complexity that the code is
attempting to facilitate. With multiple system interfaces and complex requirements, the
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complexity of software systems sometimes grows beyond control, rendering applications and
portfolios overly costly to maintain and risky to enhance.
The software engineering discipline has established some common measures of software
complexity. Perhaps the most common measure is the McCabe essential complexity metric. This
is also sometimes called cyclomatic complexity. It is a measure of the depth and quantity of
routines in a piece of code.
Using cyclomatic complexity measured by itself, however, can produce the wrong results. A
module can be complex, but have few interactions with outside modules. A module can also be
relatively simple, but highly coupled to many other modules, actually raising the overall
complexity of the codebase beyond measure. In the first case, complexity metrics will look bad,
while in the second the complexity metrics will look good – but the result will be not to be
trusted. Thus, it is important to also measure the coupling and cohesion of the modules in
codebase to get a true system-level software complexity measure.
What is Cyclomatic Complexity?
Cyclomatic complexity is a source code complexity measurement that is being correlated to a
number of coding errors. It is calculated by developing a Control Flow Graph of the code that
measures the number of linearly-independent paths through a program module.
Lower the Program's cyclomatic complexity, lower the risk to modify and easier to understand. It
can be represented using the below formula:
Cyclomatic complexity = E - N + P
where,
E = number of edges in the flow graph.
N = number of nodes in the flow graph.
P = number of nodes that have exit points
Example:
IF A = 10 THEN
IF B > C THEN
A=B
ELSE
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A=C
ENDIF
ENDIF
Print A
Print B
Print C
Flow Graph:

Figure: Flow graph
The Cyclomatic complexity is calculated using the above control flow diagram that shows seven
nodes (shapes) and eight edges (lines), hence the cyclomatic complexity is 8 - 7 + 2 = 3

The Benefits of Software Complexity Analysis
Without the use of dependable software complexity metrics, it can be difficult and time
consuming to determine the architectural hotspots where risk and cost originates. More
importantly, continuous software complexity analysis enables project teams and technology
management to get ahead of the problem and prevent excess complexity from taking root.
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When measuring complexity, it is important to look holistically at coupling, cohesion, SQL
complexity, use of frameworks, and algorithmic complexity. It is also important to have an
accurate, repeatable set of complexity metrics, consistent across the technology layers of the
application portfolio to provide benchmarking for continued assessment as changes are
implemented to meet business or user needs. A robust software complexity measurement
program provides an organization with the opportunity to:


Improve Code Quality



Reduce Maintenance Cost



Heighten Productivity



Increase Robustness



Meet Architecture Standards

Automated analysis based on defined software complexity algorithms provides a comprehensive
assessment regardless of application size or frequency of analysis. Automation is objective,
repeatable, consistent, and cost effective. A software complexity measurement regime should be
implemented for any organization attempting to increase the agility of software delivery.
Software Monitoring and Control
Software monitoring refers to the activities and tasks managers engage in to periodically check
the status of software. Reports are prepared that compare the actual work done to the work that
was planned. Monitoring requires a set of tools, forms, techniques, and measures. A
precondition for monitoring a task is the existence of a project plan. On the other hand, software
controlling consists of developing and applying a set of corrective actions to get a task on track
when monitoring shows a variation from what was planned.

Software monitoring is a continuous process that involves observation of the software execution
so that potential problems can be identified early enough before they cause a major problem and
be corrected. It follows project planning where all what was planned is closely monitored to
ensure that it is executed as per the plan.
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There might be a very good plan for design software but without monitoring the progress the
plan is meaningless. Lack of adequate monitoring against the project progress and introduction
of corrective actions are among the top ranked aspects that results to a task failure.
Monitoring in software management can be done simultaneously with control.
Control involves corrective actions taken to counter problems identified during monitoring.
Without control, problems can only be identified (through monitoring) without any action taken
to counter them. Likewise software evaluation can be done together with monitoring.
Monitoring and evaluation are different but closely related. Monitoring is a continuous process
that captures data, analyzes it for the purpose of control whereas, evaluation is a process that
occurs periodically to assess the progress with the aim of learning.
The monitoring process generally includes the following;
1. Observing the ongoing project activities
2. Generating corrective actions to counter problems that may arise or reduces their effects
to get back the project on track.
3. Observe the project attributes like resources, cost, time etc.
Issues in Software monitoring and controlling
In computing, the term issue is a unit of work to accomplish an improvement in a system. An
issue could be a bug, a requested feature, task, missing documentation, and so forth. The word
"issue" is also used as synonym for "problem". Problems occur from time to time and fixing
them in a timely fashion is necessary to achieve correctness of a system and avoid delayed
deliveries of products.
Severity levels
Issues are often categorized in terms of severity levels. Different companies have different
definitions of severities, but some of the most common ones are:
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Critical
High
The bug or issue affects a crucial part of a system, and must be fixed in order for it to
resume normal operation.
Medium
The bug or issue affects a minor part of a system, but has some impact on its operation.
This severity level is assigned when a non-central requirement of a system is affected.
Low
The bug or issue affects a minor part of a system, and has very little impact on its
operation. This severity level is assigned when a non-central requirement of a system
(and with lower importance) is affected.
Trivial (cosmetic, esthetic)
The system works correctly, but the appearance does not match the expected one. For
example: wrong colors, too much or too little spacing between contents, incorrect font
sizes, typos, etc. This is the lowest severity issue.
In many software companies, issues are often investigated by Quality Assurance Analysts when
they verify a system for correctness, and then assigned to the developer(s) that are responsible
for resolving them. They can also be assigned by system users during the User Acceptance
Testing (UAT) phase.
Issues are commonly communicated using Issue or Defect Tracking Systems. In some other
cases, emails or instant messengers are used.
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CODING
The coding is the process of transforming the design of the system during the design phase into a
computer language format. This stage translates the program design into computer instructions.
These instructions are the actual program or software product.
During this stage, the programmer eliminates all syntax and format errors from the program and
all logical errors are detected and resolved during this process. This stage is considered computer
when a clean compile walkthrough has been held, and the programs coding has been approved.
Goals of Coding Phase
 To translate the design of the system into a computer language format, which can be
executed by a computer and that performs the computation specified by the design. For a
given design, the aim is to implement the design in the best possible manner.
 To reduce the cost of later phases, the coding phase affects both testing and maintenance
profoundly. The time spent in coding is a small percentage of the total software cost, while
testing and maintenance consume the major percentage. In other words, the goal during this
phase is not to simplify the job of the programmer. Rather, the goal should be to simplify the
job of the tester and the maintainer.
 Making a program more readable, this distinction is important, as most programmers are
individualistic, and mostly concerned about how to finish their job quickly, without keeping
the later phases in mind. During implementation, it should be clear that the programs should
not be constructed so that they are easy to write, but so that they are easy to read and
understand.
Hence, there are many different criteria for judging a program, including readability, size of
the program, execution time, and required memory. Having readability and understandability
as a clear objective of the coding activity can itself help in producing software that is more
maintainable.
Coding Techniques
(i) Top-Down and Bottom Up: In Top-down method in which the overall task is first
generalized sub-tasks that, in turn, are subsequently further defined. The process continues
downward until the sub-tasks are defined in a form suitable for execution by the computer. In
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other words, the implementation starts from the top of the hierarchy and proceeds to the
lower levels. First the main module is implemented, then its subordinates are implemented,
and their subordinates, and so on.
The opposite method is the bottom-up, in which all the subtasks are first coded and then
integrated into increasingly larger pieces of the overall design. In other words, the
development starts with implementing the modules at the bottom of the hierarchy and
proceeds through the higher levels until it reaches the top.
Top-down and bottom-up implementation should not be confused with top-down and
bottom-up design. Here, the design is being implemented, and if the design is fairly detailed
and complete, its implementation can proceed in either the top-down or the bottom-up
manner, even if the design was produced in a top-down manner. Which of the two is used
mostly affects testing.
When building a prototype, in such cases, top-down development may be preferable to aid
the design while the implementation is progressing. On the other hand, many complex
systems, like operating systems or networking software systems, are naturally organized as
layers. In a layered architecture, a layer provides some services to the layers above, which
use these services to implement the services it provides. For a layered architecture, it is
generally best for the implementation to proceed in a bottom-up manner.
(ii) Information Hiding: The process of hiding all the secrets of an object that do not contribute
to its essential characteristics; (typically, the structure of an object is hidden as well as
implementation of its methods) is known as Information Hiding.
When the information is represented as data structures, the same principle should be applied,
and only some defined operations should be performed on the data structures. This,
essentially, is the principle of information hiding. The information captured in the data
structures should be hidden from the rest of the system, and only the access functions on the
data structures that represent the operations performed on the information should be visible.
In other words, when the information is captured in data structures and then on the data
structures that represent some information, for each operation on the information an access
function should be provided. And as the rest of the system in the problem domain only
performs these defined operations on the information, the rest of the modules in the software
should only use these access functions to access and manipulate the data structures.
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If the information hiding principle is used, the data structure need not be directly used and
manipulated by other modules. All modules, other than the access functions, access the data
structure through the access functions.
Information hiding can reduce the coupling between modules and make the system more
maintainable. If data structures are directly used in modules, then all modules that use some
data structures are coupled with each other and if change is made in one of them, the effect
on all the other modules needs to be evaluated. With information hiding, the impacts on the
modules using the data need to be evaluated only when the data structure or its access
functions are changed. Otherwise, as the other modules are not directly accessing the data,
changes in these modules will have little direct effect on other modules using the data. Also,
when a data structure is changed, the effect of the change is generally limited to the access
functions if information hiding is used. Otherwise, all modules using the data structure may
have to be changed. Information hiding is also an effective tool for managing the complexity
of developing software.
(iii)Structured Programming: The objective of structured programming is to provide
methodologies so that:
(i) Programs are developed quickly and with fewer mistakes;
(ii) Programs are read and understood easily; and
(iii) A portion of the program can be modified without upsetting the functions of other
portions.
In other words, the objective is to meet the challenge offered by the changing trends in data
process. The principles of structured programming are as follows:
1. Structuring of control flow;
2. Decomposing a program into 'modules' or partitions; and
3. Top-down approach towards program designing.
Structuring of Control Flow: It has been demonstrated that a structured program can be
completely developed using three basic forms of program structure, viz (I) sequence
structure, (ii) decision or selection structure, and (iii) loop structure. One way encounter these
as special terms which are written: SEQUENCE, IFTHENELSE, DOWHILE
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1. Sequence structure: The SEQUENCE structure indicates the sequential flow of program
logic. Each block may stand for a stand for a statement; it may stand for a whole module or
even a collection of modules. In a SEQUENE structure the statements are executed one after
the other in the order in which they are written. The flowchart of such a structure is shown in
Figure. The flow of control is such that it performs block A first, then block B, and soon,
from top to bottom in the same direction. There is only one entry point and one exit point for
the structure and there is no complexity. The flow is one direction and straightforward.
A

B
A

B

Figure: Flowchart of Sequence Structure
2. Decision structure: The IF-THEN-ELSE structure indicates a conditional program flow.
The program takes one path or another, depending on whether a condition, often referred to
as the predicate, is true or false. T
FALSE
C
A

TRUE

B

Figure: Flowchart of If-Then-Else Structure
The program on entering the test box C in Figure makes a decision to go through either of the
two paths, A or B. After performing one of the two paths, the control returns to a single exit
point. It can be seen that this structure also has one entry point and one exit point, even
though there are multiple exit paths inside the structure.
3. Loop structure: The DO-WHILE structure provides for a looping operation, i.e., repetitive
execution of a program segment. A loop is not infinite if it is correct. The predicate tests for a
condition. If the condition holds, we exit from the loop; if not, we execute the instruction.
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The flowchart of this structure is shown in Figure. Whether the operations are to be repeated
or stopped is decided in the decision box.

FALSE
C

TRUE

A

Figure: Flowchart of the Do-While Structure

Any program can be written by using these three structures as the basic building blocks. In
complex programs, one structure may be embedded in the other.
(iv) Programming Style:
1. Names: Name of the variable and module should explicit. The importance realized only
when one start reading programs written by others e.g. if you are doing sum then variable
sum should be taken not as a, b, etc.
2. Control structures: Single entry and single exit structures as described in structured
programming should be used.
3. Goto: Goto statement should not be used frequently. It increased complexity. Uses of
GOTO statement should be avoided as much as possible.
4. Information Hiding: Information hiding is an important style for a good programming
language.
5. No Nesting: If the program is nested than it will be more complex and it should be
avoided.
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6. Module Size: The number of modules should be appropriate so that they can be handled
easily as well as size of each module should be reasonable. There is no limit of size of a
module.
7. Program Layout: It should be clear in first attempt. It should increase clearness and
readability. Parenthesis, indentation and blank space should be used properly.
8. Robustness: A program should be handled efficiently in exceptional conditions.
9. Internal Documentation: It helps to increase the readability and understandability and
internal documentation should be given at appropriate place. It is useful when maintenance
and editing is done.

QUESTIONS
1. What do you mean by Software Design? Explain Goals and Principles of software design.
2. Explain different design strategies of SD.
3. What is Modularity? Explain its advantages in Software design.
4. What is modular coupling? Discuss its various types. Why coupling should be minimum among modules and
cohesion maximum within module?

5. What do you mean by Coupling and Cohesion? Explain its types.
6. What do you mean by independence of module? How it plays an important role in coupling?
7. What do you understand by the terms of coupling and cohesion? Explain why maximizing
cohesion & minimizing coupling leads to more maintainable systems.
8. What do you understand by cohesion? How does one can determine the cohesion level of
module?
9. What do you understand by structured design methodologies (SDM)? Explain using suitable
example.
10. Explain, what goals we will achieve using structured design methodologies (SDM)?
11. What do you understand by Object oriented design methodologies (OODM)? Explain using
suitable example.
12. Explain different types of modeling in OOD?
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13. What do you understand by Verification? Is verification necessary in SD?
14. What do you understand by Modularity? Explain how we can make modularity effective?
15. What is Coding? Explain goals and Techniques of Coding.
16. What do you understand by structured programming? What are the advantages of using it?
17. Write short notes on
i) Bottom-Up Design

ii) Abstraction

ii) Refinement

iv) Top-down design

v) Dynamic Modeling vi) Modularity

vii) Functional Modeling viii) Sequence Structure
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Chapter 5
Software Reliability
Reliability
Metrics of Reliability
Software Reliability and Hardware Reliability
Error, Fault and Failure
Basic Concepts and Definition
Reliability Models
Specification of Software Reliability
Fault Avoidance and Tolerance
Fault Tolerance Techniques
Exception Handling
Defensive Programming
Component Based Development

Software Reliability
Software reliability metrics have, by and large, evolved from hardware reliability metrics.
However, hardware metrics cannot be used without modification because of the differing nature
of software and hardware failures. A hardware component failure tends to be permanent.

Some of the metrics, which have been used to assess software reliability, are:
1. Probability of failure on demand: This is a measure of the likelihood that the system
will behave in an unexpected way when some demand is made on it. It is most relevant
for safety critical systems and ―nonstop‖ systems whose continuous operation is critical.
In these systems, a measure of failure occurrence is less important that the chance that the
system will not perform as expected.
2. Rate of failure occurrence (ROCOF): This is a measure of the frequency of occurrence
with which unexpected behavior is likely to be observed. For example, if the ROCOF is
2/100 this indicates that 2 failures are likely to occur in each 100 operational time units.
Appropriate time units are discussed shortly. This is, possibly, the most generally useful
reliability metric.
3. Mean time to failure (MTTF): This is a measure of the time between observed failures.
This metric is a direct analogue of a comparable metric used in hardware reliability
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assessment where it reflects the lifetime of system components. In software systems,
components do not wear out and, usually remain operational after a single failure.
Therefore, mean time to failure is only useful in software reliability assessment when the
system is stable and no changes are being made to it. In this case, it provides an
indication of how long the system will remain operational before a failure occurs.
4. Availability: This is a measure of how likely the system is to be available for use. For
example, an availability of 998/1000 means that in every 1000 time units, the system is
likely to be available for 998 of these. This measure is most appropriate for systems like
telecommunication systems, where the repair or restart time is significant and the loss of
service during time is important.

No single metric is universally appropriate and the particular metric used should depend on the
application domain and the expected usage of the system.

For large systems, it may be

appropriate to use different reliability metrics for different parts of the system.

SOFTWARE RELIABILITY AND AVAILABILITY
Most hardware-related reliability models are predicated on failure due to wear rather than failure
due to design defects. In hardware, failures due to physical wear (e.g., the effects of temperature,
corrosion, shock) are more likely than a design-related failure. Unfortunately, the opposite is true
for software. In fact, all software failures can be traced to design or implementation problems.
There has been debate over the relationship between key concepts in hardware reliability and
their applicability to software. Although an irrefutable link is yet to be established, it is
worthwhile to consider a few simple concepts that apply to both system elements.

If we consider a computer-based system, a simple measure of reliability is mean- time-betweenfailure (MTBF), where
MTBF = MTTF + MTTR

The acronyms MTTF and MTTR are mean-time-to-failure and mean-time-to-repair,
respectively. Many researchers argue that MTBF is a far more useful measure than
defects/KLOC or defects/FP. An end-user is concerned with failures, not with the total error
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count. Because each error contained within a program does not have the same failure rate, the
total error count provides little indication of the reliability of a system. For example, consider a
program that has been in operation for 14 months. Many errors in this program may remain
undetected for decades before they are discovered. The MTBF of such obscure errors might be
50 or even 100 years. Other errors, as yet undiscovered, might have a failure rate of 18 or 24
months. Even if every one of the first categories of errors (those with long MTBF) is removed,
the impact on soft- ware reliability is negligible.

In addition to a reliability measure, we must develop a measure of availability. Software
availability is the probability that a program is operating according to requirements at a given
point in time and is defined as
Availability = [MTTF/(MTTF + MTTR)] x 100%

The MTBF reliability measure is equally sensitive to MTTF and MTTR. The availability
measure is somewhat more sensitive to MTTR, an indirect measure of the maintainability of
software.

Safety for the Software
The impact of software safety in critical systems can be written as following:
Before software was used in safety critical systems, they were often controlled by conventional
(non-programmable) mechanical and electronic devices. System safety techniques are designed
to cope with random failures in these non-programmable systems. Human design errors are not
considered since it is assumed that all faults caused by human errors can be avoided completely
or removed prior to delivery and operation.
When software is used as part of the control system, complexity can increase by an order of
magnitude or more. Subtle design faults induced by human error-something that can be
uncovered and eliminated in hardware-based conventional control-become much more difficult
to uncover when software is used.
Software safety is a software quality assurance activity that focuses on the identification and
assessment of potential hazards that may affect software negatively and cause an entire system to
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fail. If hazards can be identified early in the software engineering process, software design
features can be specified that will either eliminate or control potential hazards.

A modeling and analysis process is conducted as part of software safety. Initially, hazards are
identified and categorized by criticality and risk. For example, some of the hazards associated
with a computer-based cruise control for an automobile might be:


Causes uncontrolled acceleration that cannot be stopped.



Does not respond to depression of brake pedal (by turning off).



Does not engage when switch is activated.



Slowly loses or gains speed.

Once these system-level hazards are identified, analysis techniques are used to assign severity
and probability of occurrence. To be effective, software must be analyzed in the context of the
entire system. For example, a subtle user input error (people are system components) may be
magnified by a software fault to produce control data that improperly positions a mechanical
device. If a set of external environmental conditions is met (and only if they are met), the
improper position of the mechanical device will cause a disastrous failure. Analysis techniques
such as fault tree analysis, real-time logic, or petri net models can be used to predict the chain of
events that can cause hazards and the probability that each of the events will occur to create the
chain.
Once hazards are identified and analyzed, safety-related requirements can be specified for the
software. That is, the specification can contain a list of undesirable events and the desired system
responses to these events. The role of software in managing undesirable events is then indicated.
Although software reliability and software safety are closely related to one another, it is
important to understand the subtle difference between them. Software reliability uses statistical
analysis to determine the likelihood that a software failure will occur. However, the occurrence
of a failure does not necessarily result in a hazard or mishap. Software safety examines the ways
in which failures result in conditions that can lead to a mishap. That is, failures are not
considered in a vacuum, but are evaluated in the context of an entire computer-based system.
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Error, Fault and Failure
The term error is used in two different ways. It refers to the discrepancy between a computed,
observed, or measured value and the true, specified, or theoretically correct value. That is, error
refers to the difference between the actual output of software and the correct output. In this
interpretation, error is essentially a measure of the difference between the actual and the ideal.
Error is also used to refer to human actions that result in software containing a defect or fault.
This definition is quite general and encompasses all the phases.

Fault is a condition that causes a system to fail in performing its required function. A fault is the
basic reason for software malfunction and is synonymous with the commonly used term bug.
The term error is also often used to refer to defects (taking a variation of the second definition of
error). In this book, we will continue to use the terms in the manner commonly used, and no
explicit distinction will be made between errors and faults, unless necessary. It should be noted
that the only ―faults that software has are "design faults"; there is no wear and tear in software.

Failure is the inability of a system or component to perform a required function, according to its
specifications. A software failure occurs if the behavior of the software is different from the
specified behavior. Failures may be caused due to functional or performance reasons. A failure is
produced only when there is a fault in the system. However, presence of a fault does not
guarantee a failure. In other words, faults have the potential to cause failures and their presence
is a necessary but not a sufficient condition for failure to occur. Note that the definition does not
imply that a failure must be observed. It is possible that a failure may occur but not be detected.

There are some implications of these definitions. Presence of an error (in the state) implies that a
failure must have occurred, and the observance of a failure implies that a fault must be present in
the system. However, the presence of a fault does not imply that a failure must occur. The
presence of a fault in a system only implies that the fault has a potential to cause a failure to
occur. Whether a fault actually manifests itself in certain time duration depends on many factors.
This means that if we observe the behavior of a system for some time and we do not observe any
errors, we cannot say anything about the presence or absence of faults in the system. If, on the

141

Copyright@ Dr. Chander Kant, KUK

Software Engineering by Dr. Chander Kant

other hand, we observe some failure in this duration, we can say that there are some faults in the
system.
Basic Concepts and Definitions
Reliability of a product specifies the probability of failure-free operation of that product for a
given time duration. Unreliability of any product comes due to failures or presence of faults in
the system. As software does not "wear out" or "age" as a mechanical or an electronic system
does, the unreliability of software is primarily due to bugs or design faults in the software. It is
widely believed that with the current level of technology, it is impossible to detect and remove
all the faults in a large software system (particularly before delivery). Consequently, a software
system is expected to have some faults in it.
Reliability is a probabilistic measure that assumes that the occurrence of failure of software is a
random phenomenon. That is, if we define the life of a software system as a variable, this is a
random variable that may assume different values in different invocations of the software. This
randomness of the failure occurrences is necessary for reliability modeling. Here, by
randomness all that is meant is that the failure cannot be predicted accurately. This assumption
will generally hold for larger systems, but may not hold for small programs that have bugs (in
which case, one might be able to predict the failures). Hence, reliability modeling is more
meaningful for larger systems. It is suggested that it should be applied to systems larger than
5000 LOC, as such systems will provide enough data points to do statistical analysis.

Let y be the random variable that represents the life of a system. The failure probability, F (p),
of a system is defined as the probability that the system will fail by time p that is, the life of the
system, y is less than p
F (p) =P (y< p)
As F (p) specifies the failure probability up to a given time p which changes with time, one can
specify functions for F (p). Such a function is called the failure distribution function. Each of
these functions must have a value of 0 at time p= 0 (a system cannot fail before time 0) and a
value I at time p=  all systems must fail before infinity). Reliability of a system is the
probability that the system has not failed by time t. In other words,
R (p) =1 -F (p).
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If F (p) is differentiable, its first derivative f (p) is called the failure density function. The
failure density function represents the instantaneous failure probability at time p. Or, the
probability that a failure will occur between times p and (p + ~p) is given by f (p) ~p.

Execution time is the actual CPU time the software takes during its execution. Calendar time is
the regular time we use, and clock time is the actual clock time that elapses while the software is
executing (i.e., it includes the time the software waits in the system). Different models have used
different time definitions, though the most commonly used are execution time and calendar time.
It is now believed that execution time models are better and more accurate than calendar time
models, as they more accurately capture the "stress" on the software due to execution.

Now let us revisit "failure" of software. In software, what is called a "failure" is dependent on the
project, and its exact definition is left to the tester or project manager. For example, is a
misplaced line in the output a failure or not? Clearly, it depends on the project; some will
consider it a failure and others will not. Take another example. If the output is not produced
within a given time period, is it a failure or not? For a real-time system this may be viewed as a
failure, but for an operating system it may not be viewed as a failure. This means that there can
be no general definition of failure, and it is up to the project manager or end user to decide what
will be considered a failure for reliability purposes. Note that in the example of a misplaced line,
a defect might be recorded, and even corrected later, but its occurrence might not be considered a
failure.

The failure behavior of software is primarily controlled by two factors:
1. The number of faults in the software is being evaluated.
2. The operational profile of the execution.

Clearly, with a higher number of faults in software, one will expect the software to have a lower
reliability. That is, the higher the number of faults, the higher the probability that the system will
fail within time p. Due to this, the total number of defects in the software can be considered a
rough guide of its reliability. This is why defects or faults per KLOC are a very commonly used
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metric for quantifying quality. Such a metric may be used to compare processes or products but
cannot be effectively used to quantify reliability. As such, a metric does not require reliability
modeling, which requires a fair amount of data collection and sophistication, this metric is
widely used in practice, despite its limitations. As we will see soon, the reliability models can be
used to estimate the faults per KLOC metric more accurately.

The failure of software also depends critically on the environment in which it is executing. It is
well known that software frequently fails only if some types of inputs are given. In other words,
if software has faults, only some types of input will exercise that fault to affect failures. Hence,
how often these inputs cause failures during execution will decide how often the software fails.
The operational profile of software captures the relative probability of different types of inputs
being given to the software during its execution. As the definition of reliability is based on
failures, which in turn depends on the nature of inputs, reliability is clearly dependent on the
operational profile of the software. Hence, when we say that the reliability of software is R (p), it
assumes that this is for some operational profile. If the operational profile changes dramatically,
then we will need to either recomputed R (p) or recalibrate it. In other words, if we want to
measure the reliability of a software system, we must observe the failures of the software in the
operational profile in which it is eventually going to execute. Generally, it is assumed that the
profile of inputs given during system testing is similar to the inputs the software will experience
during operation (i.e., the test cases during system testing are consistent with the operational
profile of the software). Hence, the data of system testing is used to model the reliability of the
software.

Reliability Metrics Table
Metric

Explanation

Example System

This is a measure of the likelihood that the Safety-critical and nonPOFOD
(Probability of failure system will fail when a service request is stop systems, such as
made. For example, a POFOD of 0.001 means hardware control system
on demand)
that 1 out of 1000 service requests may result
in failure.
ROCOF
(Rate
of
occurrence)

This is a measure of the frequency of Operating
failure occurrence with which unexpected behavior is transaction
likely to occur. For example, a ROCOF of systems.

systems,
processing
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0.02 means that 2 failures are likely to occur
in each 100 operational time units. This
metric is sometimes called the failure
intensity.
MTTF
(Mean time to failure)

This is a measure of the time between
observed system failures. e.g., an MTTF of
500 means that 1 failure can be expected
every 500 time units. If the system is not
being changed, it is the reciprocal of the
ROCOF.

Systems
with
long
transactions such as
CAD systems. The
MTTF must be greater
than the transaction
time.

AVAIL
(Availability)

This is a measure of how likely the system is
to be available for use. e.g., an availability of
0.998 means that in every 1000 time units, the
system is likely to be available for 998 times.

Continuously running
systems
such
as
telephone
switching
systems.

RELIABILITY MODELS
Reliability is the probability that the software will work without failure for a specified period of
time under given conditions. Failure means the program functioning does not met user
requirements.
Reliability is a complex concept, which should always be considered at the system level rather
than the individual component level. In a computer-based system, which specify the overall
system reliability, three conditions to be considered?


Hardware Reliability.



Software Reliability.



Operator Reliability.

Hardware Reliability:
Hardware Reliability means the probability of a hardware component fall and how long does it
take to repair.
Software Reliability:
Software Reliability means how likely is it that a software component will produce an incorrect
o/p.
Operator Reliability:
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Operator Reliability means how likely that the operator (person) of a system will make an error.

Why do we discuss models?
The basic motto for discussing model is to avoid software failure by interpreting software
behavior. The basic approach is to model past failure data to predict future behavior. This
approach employs either the observed number of failures discovered or the observed time
between failures of software.
The models therefore fall into two basic classes.


Failure per time period.



Time between failures.

Model Classification Scheme:
Musa and Okumoto proposed the scheme. It allows relationships to be established for models
within the same classification groups and shows where model development has occurred. For
this scheme Musa & Okumaoto classified models in terms of five different attributes.
Time Domain:
Wall clock (total time) versus execution time.
Type:
The distributions of number of failures experienced by time t. two important types that will
consider in this section are


Poisson



Binomial

Category:
The total number of failures that can be experienced in infinite time is either finite or infinite are
in two subgroups.

Category

Class

Family
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Class:
Total number of failures in infinite time is finite.

Family:
Total number of failures in infinite time is infinite.

Models Categorization
RELIABILITY MODELS

Exponential Failure

Weibull and Gamma

Infinite

Failure Time Models

Category

J-M Model

Weibull Model.

Dune‘s model.

Scheindwind model

S-shaped Reliability

Geometric

Growth Model.

Musa-Okumoto

Failure
Time Models
Models

model.

Musa Basic

model.
Execution Time Model

Hyper Exponential
Model
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J-M (Jelinsky- Moranda) Model:
It is one of the earliest and widely used models for assessing Software reliability. If ‗N‘s the total
number of faults initially in a system. When a failure occur, fault that caused the failure is
removed clearly the failure rate of a system is directly proportional to the number of faults
present in the system at that time. If the proportionality constant is denoted by Q. Therefore after
the first failure, the detection rate drops to Q(N-1), after second failure it will be Q(N-2)…..and
so on. So the failure rate at time ti between the ith and (i+1)th failure is given by:
Zti = Q (N-i)

_____________(1)

Now for sample of intervals t0,t1,t2,t3,t4-_ _ _ _ _ _tn-1 between successive failures will
be…….N,N-1,N-2,N-3…………..N-(N-1) and the estimate of N can be obtained by calculating
harmonic mean of these intervals. So it will be
1

+

N

1

+

N-1

1

--------------- + 1

N-2

N-(N-1)

After calculating and putting values we will get.

=

n

where (N>n)

N - 1 I-1 (I-1)ti
T
Where T is total time for detecting n failures. One can see that each fault is discovered, the
hazard rate Z is reduced by proportionality constant Q. this indicate that the impact of each fault
removal is the same that‘s why it is classified as Binomial Type Model.

Assumption and data Requirements:
1. The rate of fault detection is proportional to the current fault content of the software.
2. The fault detection rate remains constant over the intervals between fault occurrence.
3. A fault is corrected w/o introducing new faults in the system.
4. The failures are independent to each other.
5. Every fault has the same chance of being encountered in class its specified.
148

Copyright@ Dr. Chander Kant, KUK

Software Engineering by Dr. Chander Kant

According to J-M Model

Hazard Rate
(Z)

Time

Musa Basic and Execution time Model
The model focus of the failure intensity while modeling reliability it assumes that the failure
intensity decreases with time. During testing, if a failure is observed the fault that caused that the
failure is detected and removed so occurrence of failures lead to reduction of faults in the
software.

0
Failure
Intensity

V0
No. of failures

In the basic model, it is assumed that each failure causes the same amount of decrement in failure
intensity. For basic Model, the Failure intensity. For Basic model the Failure intensity () as a
function of no. of failures is given as
() = (1 - / v0) …………………. (1)
Where ‗0‘ is initial failure intensity at the start of execution.‘‘ is expected no. of failures by
the given time‗t‘.
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‗v0‘ is the total time of failures that would occurs in infinite time which is finite, because fault is
removed as failure occurs in more sophisticated musa‘s model; the reduction of failure intensity
is not linear but logarithmic as shown below.



Execution Time ()

The expected no. of failures as a function of execution time () is /u () is given by

  z   V 0 1  e

 0 /V0  z

 ……………… (2)

By substituting the values of u from eq(2) in eq(1). We will get λ (z) i.e failure intensity as
function of time.



 1  V0 1  e
X z   0 

V0


  z    0 1  1  V 0 e

0 / V0  z

 0 /V0  z

 



   z  

 0e

0 / V0  z

Assumptions and data requirements


The cumulative number of failures by time t denoted by m(t), follows a poisson process.



The quantities of resources e.g no. of faults identification, fault corrections that are
available are constant.



The execution time between the failures is constant.
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Schneidewind‘s model:
The basic idea behind this model is that ‗ current fault rate‘ might be better than ‗past rate‘
for predicting future behavior of system reason is that the failure rate process changing over
time and the current data may better model the present reliability.
To reflect this idea, scheindewind has three forms of models. Suppose there are n units of time,
all of fixed length.

t1

t2

t3

t4

t5 …….tn-1

tn

Form1
Utilize all the faults counts from the n periods reflecting the view that all of the data points are of
equal importance.
Form2
Ignore the fault counts completely from initial to (s-1) time periods i.e only use the data from
period s to n. This reflects the view that early time periods contribute little in predicting future
behavior.

t1

t2

t3……ts-1

<---------Ignore--------

ts …….tn-1

tn

----count--

Form3
Use the cumulative faults counts from the intervals initial to s-1 as the first data point and the
individual fault counts for periods from s to n as additional points. This is an approach lies
between form1 and form2 that reflects the belief that combination of 1 to s-1 period is also
indicative of the failure rate process.
Assumptions and data requirements


The cumulative no of failures by time t, m (t) follows a Poisson process



The no. of faults detected in each intervals are independent
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The fault correction rate is proportional to the number of faults to be corrected means
that when a fault is corrected, it does not cause other faults to occur.



The intervals of time over which the software is observed are of same length.

Hyper Exponential Model
This model is an extension of the classical exponential models considered by Musa and Goel.
The basic idea is that the different sections of the s/w experience an exponential failure rate to
reflect their different natures. This happens due to different programming group doing the
different parts and a communication gap between them. The different failure behavior are
represented in the different sections e.g. if sections are A,B,C,D and exponential curves are as

λ

λ

T

λ

T

λ

T

T

λ is failure rate
T is execution time
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The model says that the sum of these exponential growth curves not represent another
exponential but a Hyper Exponential Growth curve.

Assumptions and Data requirements:


A fault is corrected instantaneously w/o introducing new faults into the s/w.



The fault detection rate remains constant over the intervals between fault occurrences.



The fault detection rate is proportional to the current fault content within the specified
section.

Weibull and Gamma Failure Time Models
Initially these models were developed for h/w failure processes but later on also applied in s/w
area also. It state that irrespective of hyper exponential model we take per fault failure
distributions rather than exponential distribution, these are important distribution because of the
great flexibility given for failure modeling in each sections separately.

Assumptions and Data requirements:

Initially there are a fixed number of faults N in the s/w.
The time to failure of fault α is denoted as Tα is distributed as
Tα = αβ
Where
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Numbers of faults detected in each of respective intervals are independent.

S-shaped Reliability Growth Model:
The number of failure per time period is a Poisson distribution rather than the binomial it is a
finite failure type model.
This model is specially designed for h/w failure rather than s/w, and the designer felt that mean
value function (expected no. of failure at time t) is often a characteristic S-shaped like fig. A
rather that exponential in fig B.

Fig A

Fig B

Assumption and data requirements:


The cumulative (increasing in order) number of failures by time t denoted by m(t),
follows a poison process with mean value function u(t).



The time between failure of the ith and (i+1)st depends on the time of failure at ith not
(i+1)st



As a failure occur, the fault is removed immediately w/o causing extra faults in system.
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Dune’s model
It was originally proposed for H/W reliability and one of the earliest. It states that while plotting
commutative failure rate versus testing time, it tends to be a straight line.

Failure
Rate

Testing Time

This process is a non-homogenous Poisson process. This same process is also being observed in
S/W field so later it was also used for S/W reliability. It is an infinite failure category model
means
Lt (t) = 
t



This model is also called Power model, since the mean value function for cumulative number of
failure by time t is
(t)= t2

for

,>0

Assumptions and data requirements


The cumulative number of failure by time t denoted by M(t) follows a Poisson process.



The process has infinite failures at infinite time.
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Geometric model
It states that time between failure decreases gradually. The discovery of the earlier faults is taken
to have larger impact on reducing the hazard rate then the later ones.
D
D (1-Q)

Z

D (1-Q2)
D (1-Q3)

Time

It is an infinite failure category model. As failure occur the hazard rate decreases in geometric
fashion. While in J-M Model it remains constant.

Assumption and data requirements:


The fault detection rate forms a geometric progression and is constant between fault
detection.



These are infinite number of faults in the system at infinite time i.e.
Lt (t) = 
t->



The time between fault detection follows an exponential distribution.

Musa-Okumoto or Logarithmic Poisson Model
It is a non-homogeneous Poisson process with an intensity function that decreases exponentially
as failure occurs. The exponential decreases reflect the view that the earlier discovered failures
have a great impact on reducing the failure intensity than later ones. It is called Logarithmic
because the expected no. Of failures over time is a logarithmic function. It is like Musaexecution Model, but it is infinite in nature.
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0
(t)

t

Assumptions and data requirements


The failure intensity decreases exponentially with the expected number of failure
experienced.



The cumulative no. Of failures by time t, M (t) follows a Poisson process.



The process has infinite number of failures at infinite time. i.e.
lt (t)=
t



Fault avoidance
Fault avoidance Development techniques are used that either minimize the possibility of
mistakes or trap mistakes before these results in the introduction of system faults. The design
and implementation process for the system should use approaches to software development that
minimize human error and that help discover system faults before the system is put into use.
Fault avoidance means avoiding faults in system that are delivered to customers. We can do this
in two ways.


By the use of programming techniques that minimize the number of faults introduced into
system (Fault Minimization).



By using static and dynamic validation techniques that discover these faults and allow them
to be corrected before system delivery (Fault Detection).

Fault minimization
A good software process should have the objective of developing fault free software. Fault free
software is software, which exactly confirms to its specification. However, this does not
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necessarily mean that the software will always behaves as expected by users. There may be
errors in the specifications that are reflected in the software or the users may misunderstand or
misuse the software system. Software that is fault free is not, therefore, necessarily free of
failures. However, minimizing software fault does have a significant impact on the number of
systems failures and should always be a goal of critical system development.
There are number of requirements for the development of fault free software.
1. There must be precise system specification that defines the system to be implemented.
2. The organization, developing the system must have an organization quality culture where
quality is driver of the software process.
3. An approach to software design and implementation based on information hiding and
encapsulation should be used.
4. Strong programming language such as JAVA or Ada must be used for development.
5. The use of programming construct that are potentially error prone should be avoided where
ever possible.
6. Development process should be defined and developers trained in the application of this
process.

Achieving fault free software is very difficult if low level programming language with limited
type of checking like ‗C‘ are used for program development. There are two reasons for it.

1. These languages use construct such as Pointers that are error prone.
2. The natures of these languages are in such a way that leads to an error prone programming
style. This makes the program more difficult to read and understand.

The one advantage of using these low level languages is that their construct are less abstract and
so it is possible to write very efficient programs. In some cases, high performance is essential
and can not be achieved in any other way. In those circumstances, more effort must be devoted
to testing and error detection. Fault free software is achievable but economically impractical
during validation, as cost of finding and removal remaining faults tends to rise exponentially as
shown below.
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Cost per error detected

Many

Few

Very Few

Number of residual errors

The rationale for accepting faults is that if and when the system fails, it is cheaper to pay for the
consequences of failure rather than discover and remove the faults before system delivery.

Error Avoidance
Faults in programs and therefore many program failures are often a consequence of human
errors. Programmers make mistakes because they lose track of all of the relationships between
the state variables. They write program statements that result in unexpected behavior and system
state changes.
Apart from unconditional branches (goto statements), there are several other programming
language constructs and programming techniques which are inherently error-prone. Faults are
less likely to be introduced into programs if the use of these constructs is minimized.
These include:
1)

Floating-point numbers: Floating-point numbers are inherently imprecise. They
present a particular problem when they are compared because representation
imprecision may lead to invalid comparisons. For example, 3.00000000 may sometimes
be represented as 2.99999999 and sometimes as 3.00000001. a comparison would show
these to be unequal. Fixed-point numbers where a number is represented to a given
number of decimal places are safer as exact comparisons are possible.
159

Copyright@ Dr. Chander Kant, KUK

Software Engineering by Dr. Chander Kant

2)

Pointer: Pointers are low-level constructs that hold addresses that refer directly to areas
of the machine memory. They are dangerous because errors in their use can be
devastating, because they allow ‗aliasing‘ and because they make bound checking of
arrays and other structures harder to implement.

3)

Dynamic memory allocation: Program memory may be allocated at run-time rather
than compile-time. The danger with this is that the memory may not be de-allocated so
that the system eventually runs out of available memory. This can be a very subtle type
of error to detect as the system may run successfully for a long time before the problem
occurs.

4)

Parallelism: Parallelism is dangerous because of the difficulties of predicting the subtle
effects of timing interactions between parallel processes. Timing problems cannot
usually be detected by program inspection and the circumstances that cause a timing
problem may not occur during system testing. Parallelism may be unavoidable but its
use should be carefully controlled to minimize inter-process dependencies.
Programming language facilities such as Ada tasks or Java threads help manage
parallelism so that some programming errors are avoided.

5)

Recursion: Recursion is the situation where a procedure or method calls itself or calls
another procedure which then calls the original calling procedure. Its use can result in
concise programs but it can be difficult to follow the logic of recursive programs.
Programming errors are therefore more difficult to detect.

6)

Interrupts: Interrupts are a means of forcing control to transfer to a section of code
irrespective of the code currently executing. The dangers of this are obvious as the
interrupt may cause a critical operation to be terminated.

7)

Inheritance: Inheritance in object-oriented programming languages supports reuse and
problem decomposition but it does mean that the code associated with an object is not
all in one place. This makes it more difficult to understand the behavior of the object.
Hence, it is more likely that programming errors will be missed. Furthermore,
inheritance when combined with dynamic binding can cause timing problems at runtime.
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8)

Aliasing: This occurs when different names are used to refer to the same entity in a
program. It is easy for program readers to miss statements that change the entity when
they have several names to consider.

9)

Default input processing: Some systems provide a default for input processing
irrespective of the input that is presented to the system. This is a security loophole as an
attacker may exploit this by presenting the program with unexpected inputs that are not
rejected by the system.

Some standards for safety-critical systems development completely prohibit the use of these
constructs. However, this extreme position is not normally practical. All of these constructs and
techniques are useful but they must be used with care. Wherever possible, their potentially
dangerous effects should be controlled by using them within abstract data types or objects.
These acts as natural ‗firewalls‘ limiting the damage caused if errors occur.

Fault Tolerance:
A fault-tolerant system is a system that can continue in operation after some system faults have
manifested themselves. The goal of fault tolerance is to ensure that system faults do not result in
system failure. Fault tolerance is needed in situations where system failure could cause some
catastrophic accident or where a loss of system operation would cause large economic losses. For
example, the computers in an aircraft must carry on working until the aircraft has landed; the
computers in an air traffic control system must be continuously available while planes are in the
air.
You might think that fault-tolerance facilities do not have to be included in a system that has
been developed using techniques that minimize faults. If there were no faults in the system, there
would not seem to be any chance of system failure. However, ‗fault-free‘ does not mean ‗failurefree‘. It can only mean that the program corresponds to its specification. The specification may
contain errors or omissions and may be based on incorrect assumptions about the system's
environment. And of course, we can never conclusively demonstrate that a system is completely
fault free. In systems that have the highest reliability and availability requirements explicit
support for fault tolerance may therefore be required.
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There are four aspects to fault tolerance:
1. Fault detection: The system must detect that a particular state combination has occurred
and could lead to a system failure.
2. Damage assessment: The parts of the system state, which have been affected by the
fault, must be detected.
3. Fault recovery: The system must restore its state to a known ‗safe‘ state. This may be
achieved by correcting the damaged state (forward error recovery) or by restoring the
system to a known ‗safe‘ state (backward error recovery).
4. Fault repair: This involves modifying the system so that the fault does not recur. In
many cases, software faults manifest themselves as transient states. They are due to a
peculiar combination of system inputs. No repair is necessary as normal processing can
resume immediately after fault recovery. This is an important distinction between
hardware and software faults.

There are two complementary approaches that may be used to implement fault tolerance in
software:
1. Defensive programming is an approach to program development where programmers
assume that there may be undetected faults or inconsistencies in their programs.
Redundant code is incorporated to check the system state after modifications and to
ensure that the state change is consistent. If inconsistencies are detected, the state change
is retracted or the state is restored to a known correct state.
2. Fault-tolerant architectures are hardware and software architectures that provide
explicit support for fault tolerance. They include hardware and software redundancy and
incorporate a fault tolerance controller that detects problems and supports fault recovery.
Defensive programming is a technique that can be used in any system. Essentially, you have to
add extra checking and error recovery facilities to programs even in situations where it appears
that error are unlikely to occur.
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EXCEPTION HANDLING:
When an error of some kind or an unexpected event occurs during the execution of a program,
this is called an exception; examples of exceptions might be a system power failure, an attempt
to access a non-existent data item, numeric overflow and underflow, etc. Exceptions may be
caused by hardware or software conditions. When an exception occurs, it must be managed by
the system. This can be done within the program itself or may involve transferring control to a
system exception handling mechanism.
In programming languages such as C, if statements must be used to detect the exception and to
transfer control to the exception handling code. There are two problems with this approach:
1. Different exceptions may occur at different points in the program and the same exception
may occur at different places. This means that a large number of explicit exceptions
check have to be included in the program. This increases the program size and
complexity and makes it more difficult to understand. There is an increased probability of
programmers making errors and program readers failing to spot these errors when
checking the program.
2. When an exception occurs in a sequence of nested function or procedure calls, there is no
easy way to transmit it from one function to another. Control is passed down through a
sequence of procedures. When an exception occurs, this control structure has to be
unwound. Consider the situation in fig shown belowwhere function A calls function B
which calls function C. If an exception occurs during the execution of C this may be so
serious that execution of B cannot continue, function B has to return immediately to
function A which must also be informed that B has terminated abnormally and that an
exception has occurred. Again, a lot of extra code may have to be added to the program
to manage the exceptions.
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If the programming language includes constructs that support exception handling then you do not
need extra conditional statements to check for exceptions. Rather, the programming language
supports a special built-in type (often called Exception) and different exceptions may be declared
to be of this type. When an exceptional situation occurs, the exception is signaled and the
programming language run-time system transfers control to an exception handler. This is a code
section that states exception names and appropriate actions to handle each exception.
Explicit exception handling facilities are provided in Ada, C++ and Java. In Java: new types of
exception may be declared by extending the built-in Exception class. Exceptions are signaled in
Java using a throw statement. The handler of an exception is indicated by the keyword catch and
this is followed by a block of code can handle the exception.
Program shown below illustrates the use of exceptions in Java. It is a sensor controller that reads
a blood glucose value from a sensor. The first declaration in figure had shown above, how
exceptions in Java are declared. The built-in object class called Exception is, extended and the
constructor method defines the code to be implemented when the-; exception is thrown. In this
case, an alarm is activated.
Class x extends Exception {
X(String msg){
Alarm.Activate(msg);
}
class sensor{
int readVal(){
try{
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if(theValue<0)
throw new x(―sensor failure‖);
return theValue;
}
catch(deviceIOException e){
throw new x(―Senson read error‖);
}}}
The Sensor class provides a single method called readVal that includes a throw statement in its
declaration. This means that a Sensor Failure Exception may be thrown from within the method
but that the calling method is expected to provide a handler for Sensor Failure Exception. The try
keyword indicates that an exception may be thrown in the following block of code. The
exception Sensor Failure Exception is thrown if a value of less than Zero is returned when the
sensor is checked. DeviceIO.readlnteger can throw an exception called deviceIOException, so a
handler for this must be included, following tin- catch keyword. In this case, me handler simply
throws a sensor failure exception to indicate that the calling object should handle the exception.
The exception handling facilities in a programming language need not just be used for system
fault management. They can also be used to handle error conditions that can be anticipated
although they should normally only occur rarely.
Frozen food may start IO defrost and bacteria become active at temperatures over -18 degrees.
Tile control system maintains (his temperature by switching a refrigerant pump on and off
depending on the value of a temperature sensor. If the required temperature cannot be
maintained, the controller sets off an alarm.
In the Java implementation, the temperature of the freezer is discovered by interrogating an
object called tempSensor and the required temperature by inspecting an object called tempDial.
A pump object (Pump) responds to signals to switch its state. Once the pump has been switched
on, the system waits for some time (by calling Thread.sleep) for the temperature to fall. II ii has
not fallen sufficiently an exception called FreezerTooHotHxception is thrown.
The exception handler (located at the end of the code) catches this exception and activates the
Alarm object. A handler is also included for the built-in exception Interrupted Exception that can
be thrown by Thread.sleep. This logs the exception, then rethrows it for handling by the main
method.
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FAULT DETECTION:
Programming languages such as Java and Ada have a strict type system. This allows many
errors, which cause state corruption and system failure to be detected at compile-time. The
compiler can detect those problems, which breach the strict type rules of the language. Compiler
checking is obviously limited to static values but the compile can also automatically generate
code that performs run-time checks on, for example, assignment to arrays. These ensure that the
array index is not out of the range of tin- array and that the assignment is to a legal array
member.
The first stage of fault tolerance is to detect that a fault (an erroneous system state) cither has
occulted or will occur unless some action is taken immediately. Normally, an exception is then
thrown to a section of code in the program that can manage (he detected fault.

There are two types of fault detection:
1. Preventative fault detection: In this case, the fault detection mechanism is initiated
before a state change is committed. If a potentially erroneous state is detected then the
state change is not made. Generally, the fault detection system throws an exception that
indicates the type of the discovered fault.
2. Retrospective fault detection: In this case, the fault detection mechanism is initiated
after the system state has been changed to check if a fault has occurred. If a fault is
discovered, an exception is signaled and a repair mechanism is used to recover from the
fault.

Preventative fault detection is often implemented by defining constraints that apply to the system
state and checking these constraints when a new state is computed. This is simplified when the
state is partitioned into a set of objects. Constraints that apply to individual objects may be
defined and checked automatically when object methods that may change the state are initialed.
Preventative fault detection largely avoids the problems of damage repair as I system state will
always be valid. However, it involves significant overhead in every operation that modifies the
state must check the constraint before-the stale change is committed, in some classes of system
where performance is important or where it is relatively straightforward to repair a damaged
state, retrospective fault detection may be used. Furthermore, if the state correctness constraint
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applies to.' the relationships between objects, this cannot be implemented by checking a
constraint on an individual object.
Retrospective fault detection always involves checking a state constraint but in this case, the
state as a whole is examined and a checking function applied^' to individual state variables or
across several state variables. Individual checking}; functions can be associated in Java by using
the following interface:
Objects to be checked are instantiations of an object class that implements this interface and so
each object has an associated check function. Each object class implements its own check
function, which defines the particular constraints that apply to objects of that class. When the
state as a whole is checked, dynamic binding is used to ensure that the check function that is
appropriate for the class of object that is being checked is applied.

Defensive Programming
If one adopts the philosophy that programs can be written without error, it makes little sense to
build checks into the software. Conversely, if one believes that there will always be residual
software errors, then built-in error checking is an important strategy. Defensive programming
techniques can be classified as active or passive. A passive technique checks information at an
appropriate point in a computer program when the checking code is reached. For example, the
section of an air traffic control program that processes radar input data should check that the
target azimuth angle is between 0 and 360 and that the slant range is between zero and the
maximum radar range.

An active defensive technique is one that searches throughout the program or data base
periodically or during slack periods looking for unusual conditions. For example, in the same
radar data processing already mentioned, each acquired target might have its own file in the data
base. Certain areas in each file would be designated as storage for an alphanumeric descriptor of
the flight identity, and other portions would be for numeric information on the target's position.
We might actively check to see that no character information appears in the position portion of
the data base.
There are many excuses which programmer gives for avoiding defensive programming:
 "Our code has very few errors, thus defensive programming is not needed."
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 "It is not fair to ask me to include checks in my program to detect errors that are coming from
the outside, that is, from someone else's program".
 "Error checking slows down a computer system, and requires extra memory".
 "Error checking takes too much programming time".
 "I will put it in but remove it as soon as we finish our testing".

In the case of scientific programs, there are many checks that we can make. Whenever a program
is written to solve an equation, we can always substitute the solution obtained into the original
equation to see if it is satisfied. In the case of probability computations we know they must all
fall between zero and unity.
All defensive techniques discussed so far are classified as passive techniques, since we must
await the appearance of an input to begin checking. Other techniques, classified as active, can be
applied either during the processing of input signals or while the system is idling, awaiting the
next input.

Typical items to be checked in Defensive Programming
1. Input data from peripheral devices (range, attributes)
2. Data provided by other programs
3. Data base (arrays, files, structures, records)
4. Operator inputs (nature, sequence)
5. Stack depth
6. Array bounds
7. Possibility of a zero divisor in expressions
8. Whether the desired version of the program is being run
(date of last system configuration)
9. Output to other programs or peripheral devices

Examples of active redundancy defensive techniques are:
1. Memory-range check. If we store only certain types and ranges of data in certain blocks of
memory, then we can check these conditions from time to time.
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2. Flag verifications. If flags are used to indicate the state of the system, often they can be
independently checked.
3. Reverse translation. If data or variable values must be translated from one code or system to
another, then we can utilize an inverse transformation to check with the original values.
4. State checks. In many cases a complex system has many states of operation, which may be
indicated by certain stored values. If such states can be independently verified, a check can
be made.
5. Linkage checks. If linked list structures are used, the linkages can be checked.
6. Time-out checks (sometimes called watchdog timers). If a certain computation is known to
take a certain maximum time, the timer can be set of monitor this computation.
7. Other techniques. Often careful consideration of the data structures used, the sequence and
timing of operations and the function of the program suggest other active checks which can
be performed.

Component Based Development
Component-based development (CBD) is a procedure that accentuates the design and
development of computer-based systems with the help of reusable software components. With
CBD, the focus shifts from software programming to software system composing.
Component-based development techniques involve procedures for developing software systems
by choosing ideal off-the-shelf components and then assembling them using well-defined
software architecture. With the systematic reuse of coarse-grained components, CBD intends to
deliver better quality and output.
Component-based development is also known as component-based software engineering
(CBSE).
Object-oriented modeling results in a plethora of fine-grained classes, objects and relationships.
It is very hard to discover reusable parts among these smaller units. The idea behind CBD is to
integrate the related parts and reuse them collectively. These integrated parts are known as
components.
Component-based development techniques consist of non-conventional development routines,
including component evaluation, component retrieval, etc. It is important that the CBD is carried
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out within a middleware infrastructure that supports the process, for example, Enterprise Java
Beans.
The aims of Component Based Development


Save time and money when building large and complex systems: Developing complex
software systems with the help of off-the-shelf components helps reduce software
development time substantially. Function points or similar techniques can be used to
verify the affordability of the existing method.



Enhance the software quality: The component quality is the key factor behind the
enhancement of software quality.



Detect defects within the systems: The CBD strategy supports fault detection by testing
the components; however, finding the source of defects is challenging in CBD.

Development phases of Component Based Development
The development of Component Based Systems can be divided into the following phases:
1. Component Requirement Analysis
In this phase, it is crucial to gather, understand and manage requirements relating to the
particular component. At this point the decision has to be made regarding the choice of
platform, programming language and design of interfaces that will allow inter-component
communication.
2. Component Development
At this stage, the implementation of specified requirements plays crucial role. The resulting
component should be of high quality and well-functional, providing a clear way of
communication in terms of interfaces.
3. Component Certification
At this point the components are outsourced and selected candidate components are tested
and verified if they satisfy the system requirements with high reliability.
4. Component Customization
In order for the component to work correctly with the whole system, it has to be adjusted in
terms of specific system requirements, platform, performance and interfaces. This process is
called customization of a component and the resulting product should be ready for
integration.
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5. System Design Architecture
This phase requires gathering the requirements of the whole system, defining suitable
architecture and appropriate implementation details. The result of this phase should consist of
suitable documentation for integration and system requirement for the testing and
maintenance phase.
6. System Integration
The purpose of this phase is integration of the components into one system. It involves
component integration and system testing. Sometimes a component has to be adjusted to the
whole system and thus requiring the reintegration of all of the components. The resulting
system is the final version of the integrated software.
7. System Maintenance
After the system is delivered, it has to be maintained and support for the end-user needs to be
provided. This involves for instance, the continuous process of improving system‘s
performance and correcting faults.

Advantages of Component Based Development
The advantages of component-based software development approach:
For the component-base systems to be beneficial over traditional building from scratch
paradigm, all of the components should be designed and implemented with the following
principles in mind:


Reusability

The components should be designed in a way that enables them to be used in different
applications and different scenarios. This saves a lot of cost and is much more productive
since time has to be spent only on customizing an already existing component.


Replacability

Each component should be able to be replaced by a similar one, thus if slightly different
functionality is required or the current component is obsolete or no longer suitable, it can be
quickly substituted.


Lack of context specification

The components need to be designed to be integrated into different environments and
contexts.
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Extensibility

Each of the components can be further adjusted to provide additional functionality.


Encapsulation

The components can interact using only their interfaces, therefore hiding the local details
such as state, processes or variables.


Independence

The components should be appropriate for deployment into any suitable environments, thus
they should possess minimal dependencies related to other components. This ensures that the
deployment of a particular component do not affect the whole system in any way.

QUESTIONS:
1. What do you mean by reliability? Explain software reliability and hardware reliability?
2. Define Failure, Faults and Errors and Differentiate. How these effects reliable.
3. What do you understand by Software Reliability? What are the different strategies to
achieve it? Give an overview of them.
4. What do you mean by software repair? Explain different reliability metrics.
5. What do you understand by reliability models? Explain any one of the following models
i) J-M Model ii) Markov Model
iii) MUSA Model
6. What do you mean by Fault Avoidance and Fault Tolerance? Explain different Fault
Tolerance Techniques.
7. What do you understand by Exception Handling? Explain Exception Handling
mechanism.
8. What do you understand by defensive programming? Explain.
9. What is reliability? Is it a relative term? If yes, justify your answer with an example.
10. List and describe various reliability metrics, briefly?
11. What are reliability models? For what purpose these are use? Explain briefly.
12. Describe the concepts of software reliability.
13. What do you understand software reliability and availability?
14. Describe software errors, faults and failures in detail.
15. Describe the various activities involved in the quality management system.
16. What do you mean by software reviews?
17. What do you mean by formal technical reviews?
18. Explain the formal technical review with the help if a example.
19. Discuss the role of the reviewer in the formal technical review.
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Chapter 6
Software Testing – Fundamentals
Validation & Verification
White-Box Testing
Black Box Testing
Boundary Value, Equivalence Class and Decision Table
Control Flow & Data Flow
Loop Testing
Cause Effect Graph Testing

Fundamentals of Software Testing
What is testing?
Testing is the practice of examine a system or system components by manual or automated
means to verify that it satisfies specified requirements. In simple words, testing is executing a
system in order to identify any gaps, errors, or missing requirements in contrary to the definite
requirements. Testing is a process rather than a single activity. This process starts from test
planning then designing test cases, preparing for execution and evaluating status till the test end.

The Purpose of Testing
Testing consume at least half of the time and work required to generate a functional program.


MYTH: Good programmers write code without bugs. (It‘s wrong!!!)



History says that even well written programs still have 1-3 bugs per hundred statements

Who does Testing?
It depends on the process and the associated team members of the project. The large companies
have a team with responsibilities to evaluate the developed software in context of the given
requirements. Moreover, developers also conduct testing which is called Unit Testing. In most
cases, the following professionals are involved in testing a system within their respective
capacities:


Software Tester



Software Developer



Project Lead/Manager
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End User

Different companies have different designations for people who test the software on the basis of
their experience and knowledge such as Software Tester, Software Quality Assurance Engineer,
QA Analyst, etc.
It is not possible to test the software at any time during its cycle.

When to Start Testing?
An early start to testing reduces the cost and time to modify and produce error-free software that
is delivered to the client. However in Software Development Life Cycle (SDLC), testing can be
started from the Requirements Gathering phase and continued till the deployment of the
software. It also depends on the development model that is being used. For example, in the
Waterfall model, formal testing is conducted in the testing phase; but in the incremental model,
testing is performed at the end of every increment/iteration and the whole application is tested at
the end.
Testing is done in different forms at every phase of SDLC:


During the requirement gathering phase, the analysis and verification of requirements are
also considered as testing.



Reviewing the design in the design phase with the intent to improve the design is also
considered as testing.



Testing performed by a developer on completion of the code is also categorized as
testing.

When to Stop Testing?
It is difficult to decide when to stop testing, as testing is a never-ending process and no one can
claim that software is 100% tested. The following attributes are to be considered for stopping the
testing process:


Testing Deadlines



Completion of test case execution



Completion of functional and code coverage to a certain point



Bug rate falls below a certain level and no high-priority bugs are identified
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Management decision

Principle of Testing
The main objective of testing is to find defects in requirements, design, documentation, and
code as early as possible. The test process should be such that the software product that will be
delivered to the customer is defect less. All Tests should be observable to customer requirements.
Test cases must be written for unacceptable and unpredicted, as well as for valid and expected
input conditions. A necessary part of a test case is a definition of the expected output or result. A
good test case is one that has high probability of detecting an as-yet undiscovered error.

Basic Principles of Testing are:


Define the expected output or result.



Don't test your own programs.



Inspect the results of each test completely.



Include test cases for invalid or unexpected conditions.



Test the program to see if it does what it is not supposed to do as well as what it is
supposed to do.



Avoid disposable test cases unless the program itself is disposable.



Do not plan tests assuming that no errors will be found.

The probability of locating more errors in any one module is directly proportional to the number
of errors already found in that module.

Best Testing Practices to be followed during testing:


Testing and evaluation responsibility is given to every member, so as to generate team
responsibility among all.



Develop Master Test Plan so that resource and responsibilities are understood and
assigned as early in the project as possible.



Systematic evaluation and preliminary test design are established as a part of all system
engineering and specification work.
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Testing is used to verify

that all project deliverables and

components

are

complete, and to demonstrate and track true project progress.


A-risk prioritized list of test requirements and objectives (such as requirements-based,
design-based, etc) are developed



and maintained.

Conduct Reviews as early and as often as possible to provide developer feedback and get
problems found and fixed as they occur.

Characteristics of Testable Software:
The following characteristics lead to testable software:


Operability: it operates cleanly if implemented with quality in mind



Observability: the results of each test case are readily observed. Variables are visible
during execution. Source code is available.



Controllability: the degree to which testing can be automated and optimized



Decomposability: testing can be targeted; independent modules can be tested
independently.



Simplicity: reduce complex architecture and logic to simplify tests;
Code simplicity  coding standards.



Stability: few changes are requested during testing, the S/w recovers well from failures.



Understandability: Changes to the design are communicated to the testers.

Testing Characteristics
1. A good test has a high probability of finding an error. Tester must understand the system
and develop a mental picture of how it might fail.
2. A good test is not redundant; every test should have a different purpose.
3. A good test should be ―best of breed‖; the test that has the highest likelihood of
uncovering a whole class of errors should be used.
4. A good test should be neither too simple nor too complex.
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MYTHS ABOUT SOFTWARE TESTING
Given below are some of the most common myths about software testing.
Myth 1: Testing is too expensive
Reality: There is a saying, pay less for testing during software development or pay more
for maintenance or correction later. Early testing saves both time and cost in many
aspects, however reducing the cost without testing may result in improper design of a
software application rendering the product useless.

Myth 2: Testing is Time-Consuming
Reality: During the SDLC phases, testing is never a time-consuming process. However
diagnosing and fixing the errors identified during proper testing is a time-consuming but
productive activity.

Myth 3: Only Fully Developed Products are Tested
Reality: No doubt, testing depends on the source code but reviewing requirements and
developing test cases is independent from the developed code. However iterative or
incremental approach as a development life cycle model may reduce the dependency of
testing on the fully developed software.

Myth 4: Complete Testing is Possible
Reality: It becomes an issue when a client or tester thinks that complete testing is
possible. It is possible that all paths have been tested by the team but occurrence of
complete testing is never possible. There might be some scenarios that are never executed
by the test team or the client during the software development life cycle and may be
executed once the project has been deployed.

Myth 5: Tested Software is Bug-Free
Reality: This is a very common myth that the clients, project managers, and the
management team believes in. No one can claim with absolute certainty that a software
application is 100% bug-free even if a tester with superb testing skills has tested the
application.
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Myth 6: Missed Defects are due to Testers
Reality: It is not a correct approach to blame testers for bugs that remain in the
application even after testing has been performed. This myth relates to Time, Cost, and
Requirements changing Constraints. However the test strategy may also result in bugs
being missed by the testing team.

Myth 7: Testers are Responsible for Quality of Product
Reality: It is a very common misinterpretation that only testers or the testing team should
be responsible for product quality. Testers‘ responsibilities include the identification of
bugs to the stakeholders and then it is their decision whether they will fix the bug or
release the software. Releasing the software at the time puts more pressure on the testers,
as they will be blamed for any error.

Myth 8: Test Automation should be used wherever possible to Reduce Time
Reality: Yes, it is true that Test Automation reduces the testing time, but it is not possible
to start test automation at any time during software development. Test automaton should
be started when the software has been manually tested and is stable to some extent.
Moreover, test automation can never be used if requirements keep changing.

Myth 9: Anyone can Test a Software Application
Reality: People outside the IT industry think and even believe that anyone can test
software and testing is not a creative job. However testers know very well that this is a
myth. Thinking alternative scenarios, try to crash software with the intent to explore
potential bugs is not possible for the person who developed it.

Myth 10: A Tester's only Task is to find Bugs
Reality: Finding bugs in software is the task of the testers, but at the same time, they are
domain experts of the particular software. Developers are only responsible for the
specific component or area that is assigned to them but testers understand the overall
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workings of the software, what the dependencies are, and the impacts of one module on
another module.

VERIFICATION & VALIDATION
The terms Verification and Validation are commonly used in software engineering to mean two
different types of analysis. The usual definitions are:


Validation: Are we building the right system?



Verification: Are we building the system right?

In other words, validation is concerned with checking that the system will meet the customer‘s
actual needs, while verification is concerned with whether the system is well-engineered, errorfree, and so on. Verification will help to determine whether the software is of high quality, but it
will not ensure that the system is useful.

Figure: Verification and Validation
In a traditional phased software lifecycle, verification is often taken to mean checking that the
products of each phase satisfy the requirements of the previous phase. Validation is relegated to
just the beginning and ending of the project: requirements analysis and acceptance testing. It
assumes that the customer‘s requirements can be captured completely at the start of a project,
and that those requirements will not change while the software is being developed. In practice,
the requirements change throughout a project, partly in reaction to the project itself: the
development of new software makes new things possible. Therefore both validation and
verification are needed throughout the lifecycle.
Verification and validation is now regarded as a dependable discipline: ―Software verification
and validation is a systems engineering discipline which evaluates the software in a systems
context, relative to all system elements of hardware, users, and other software‖.
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Figure: A range of verification and validation techniques.
The "modeling" and "model checking" refer to building and analyzing abstracted models of
software behavior, a very different kind of beast from scientific models used in the
computational sciences
Advantages of Software Verification:
1. Verification helps in lowering down the count of the defect in the later stages of
development.
2. Verifying the product at the starting phase of the development will help in understanding
the product in a better way.
3. It reduces the chances of failures in the software application or product.
4. It helps in building the product as per the customer specifications and needs.

Advantages of Validation:
1. During verification if some defects are missed then during validation process it can be
caught as failures.
2. If during verification some specification is misunderstood and development had
happened then during validation process while executing that functionality the difference
between the actual result and expected result can be understood.
3. Validation is done during testing like feature testing, integration testing, system testing,
load testing, compatibility testing, stress testing, etc.
4. Validation helps in building the right product as per the customer‘s requirement and helps
in satisfying their needs.
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Differences between verification and validation
The following table highlights the differences between verification and validation.
S. No.
1.

Verification

Validation

Verification addresses the concern: "Are Validation addresses the concern: "Are
you building it right?"

2.

you building the right thing?"

Ensures that the software system meets Ensures that the functionalities meet the
all the functionality.

3.

intended behavior.

Verification takes place first and includes Validation occurs after verification and
the checking for documentation, code, mainly involves the checking of the
etc.

overall product.

4.

Done by developers.

Done by testers.

5.

It has static activities, as it includes It has dynamic activities, as it includes
collecting reviews, walkthroughs, and executing the software against the
inspections to verify software.

6.

Following

activities

are

requirements.
involved Following

activities

are

involved

in Verification: Reviews, Meetings and in Validation: Testing like black box
Inspections.

testing, white box testing, gray box
testing etc.

7.

It is an objective process and no It is a subjective process and involves
subjective decision should be needed to subjective decisions on how well a
verify software.

8.

software works.

Cost of errors caught in Verification is Cost of errors caught in Validation is
less than errors found in Validation.

9.

Execution

of

code

is

not

comes Execution

under Verification.
10.

Verification is carried out before the
Validation.

more than errors found in Verification.
of

code

is

comes

under Validation.
Validation activity is carried out just
after the Verification.

Conclusion on difference of Verification and Validation in software testing:
1. Both Verification and Validation are essential and balancing to each other.
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2. Different error filters are provided by each of them.
3. Both are used to finds a defect in different way, Verification is used to identify the errors
in requirement specifications & validation is used to find the defects in the implemented
Software application.

WHITE-BOX Testing
Definition:
White box testing is a testing technique, which examines the program structure and derives test
data from the program logic/code. White Box Testing (also known as Clear Box Testing, Open
Box Testing, Glass Box Testing, Transparent Box Testing, Code-Based Testing or Structural
Testing) is a software testing method in which the internal structure/design/implementation of
the item being tested is known to the tester. The tester select inputs to exercise paths through the
code and determines the appropriate outputs.
Steps to perform White box testing:
1. Understand the functionality of the application through its source code. Having said that,
it simply means that the tester must be well versed with the programming language and
other tools and techniques used to develop the software.
2. Create the tests and execute them.
When we discuss about testing, ―coverage‖ is the most important factor.

What do we verify in White Box Testing?
In the White box testing following steps are executed to test the software code:


Basically verify the security holes in the code.



Verify the broken or incomplete paths in the code.



Verify the flow of structure mention in the specification document



Verify the Expected outputs



Verify the all conditional loops in the code to check the complete functionality of the
application.



Verify the line by line or Section by Section in the code & cover the 100% testing.
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Above steps can be executed at the each steps of the STLC i.e. Unit Testing, Integration &
System testing.

Types of White Box Testing
There are different types and different methods for each white box testing type.

Figure: Types of white box testing


Unit Testing: It is often the first type of testing done on an application. Unit testing is
performed on each unit or block of code as it is developed. Unit testing is essentially
done by the programmer. As a software developer, you develop a few lines of code, a
single function or an object and test it to make sure it works before continuing. Unit
testing helps identify majority of bugs, early in the software development lifecycle. Bugs
identified in this stage are cheaper and easy to fix.
Unit Testing is categorized as:
1. Execution Testing
2. Operations Testing
3. Mutation Testing
1. Execution Testing:
Testing the code by passing different sets of data.
For Example: To find sum of two numbers
Pseudo code:
read a
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read b
sum = a + b
print sum

We check code for two types of errors:
Syntactic Errors
Logical Errors

Syntactic Errors:
Every programming language has its own grammar rules. Errors in these rules are
considered part of syntactic errors.
Like in ‗c‘ language, semicolon is mandatory at the end of each line.

Logical Errors:
Errors in the logic applied. For Instance, to add two number say a and b, mistakenly
developer writes a – b, instead of a + b, it‘s a logical error

Code is verified for both syntactic error and logical error by passing multiple set of
data.

Types of Execution Testing:

(i).

Statement Coverage

(ii).

Branch Coverage

(iii).

Path Coverage

(i).

Statement Coverage

In programming language, statement is nothing but the line of code or instruction for the
computer to understand and act accordingly. A statement becomes an executable
statement when it gets compiled and converted into the object code and performs the
action when the program is in running mode.
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Hence ―Statement Coverage‖, as the name suggests, is the method of validating that each
and every line of code is executed at least once.
(ii).

Branch Coverage

―Branch‖ in programming language is like the ―IF statements‖. If statement has two
branches: true and false.
So in Branch coverage (also called Decision coverage), we validate that each branch is
executed at least once.
In case of a ―IF statement‖, there will be two test conditions:


One to validate the true branch



Other to validate the false branch

Hence in theory, Branch Coverage is a testing method which when executed ensures that
each branch from each decision point is executed.
(iii).

Path Coverage

Path coverage tests all the paths of the program. This is a comprehensive technique which
ensures that all the paths of the program are traversed at least once. Path Coverage is
even more powerful that Branch coverage. This technique is useful for testing the
complex programs.


Operations Testing:
Testing code to check if it is working well on customer expected Operating System.
Example: Windows Vista, Windows XP, Windows 7 etc.



Mutation Testing:
In this, intentionally errors are made in the application and verified through test cases, to
make sure if test cases are capable to identify those errors.



Integration Testing:
After making independent components, these components are joined together to check if
they are working fine together as one application.

Example: Compose Mail and Sent Items. After composing and sending mails, mails are
checked in sent items.
Different modules should inter talk with each other.
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Approaches in Integration Testing:


Top Down Approach:
When main module is ready and sub module is under development. Main module is
dependent on sub module. Here, stubs come into picture. Stubs are temporary programs
which takes the place of module under development. Ready module is tested using Stubs.



Bottom Up Approach:
When Sub module is ready and main module is under development. Here, drivers are the
temporary programs which are used to test sub modules.



Hybrid Approach:
It is the combination of Top Down and Bottom up Approach.

Advantages and Disadvantages of White Box testing
Advantages of white box testing


Forces test developer to reason carefully about implementation



Approximates the partitioning done by execution equivalence



Reveals errors in "hidden" code:



Beneficent side-effects



Optimizations (e.g. chartable that changes reps when size > 100)



As the knowledge of internal coding structure is prerequisite, it becomes very easy to find
out which type of input/data can help in testing the application effectively.



The other advantage of white box testing is that it helps in optimizing the code.



It helps in removing the extra lines of code, which can bring in hidden defects.

Disadvantages of white box testing


Expensive



Miss cases omitted in the code



As knowledge of code and internal structure is a prerequisite, a skilled tester is needed to
carry out this type of testing, which increases the cost.



And it is nearly impossible to look into every bit of code to find out hidden errors, which
may create problems, resulting in failure of the application.



Not looking at the code in a runtime environment. That's important for a number of
reasons. Exploitation of vulnerability is dependent upon all aspects of the platform being
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targeted and source code is just of those components. The underlying operating system,
the backend database being used, third party security tools, dependent libraries, etc. must
all be taken into account when determining exploitability. A source code review is not
able to take these factors into account.


Very few white-box tests can be done without modifying the program, changing values to
force different execution paths, or to generate a full range of inputs to test a particular
function.

BLACK BOX TESTING
Definition:
Black box testing is the Software testing method which is used to test the software without
knowing the internal structure of code or program. Black Box Testing is testing without
knowledge of the internal workings of the item being tested. For example, when black box
testing is applied to software engineering, the tester would only know the ―legal‖ inputs and what
the expected outputs should be, but not how the program actually arrives at those outputs. The
main purpose of the Black Box is to check whether the software is working as per expected in
requirement document & whether it is meeting the user expectations or not.

Steps to perform Black box testing:
Here are the generic steps followed to carry out any type of Black Box Testing.
1. Initially requirements and specifications of the system are examined.
2. Tester chooses valid inputs (positive test scenario) to check whether SUT processes them
correctly. Also some invalid inputs (negative test scenario) are chosen to verify that the
SUT is able to detect them.
3. Tester determines expected outputs for all those inputs.
4. Software tester constructs test cases with the selected inputs.
5. The test cases are executed.
6. Software tester compares the actual outputs with the expected outputs.
7. Defects if any are fixed and re-tested.
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What do we verify in Black Box Testing?
In the Black box testing following steps are executed:


The main purpose of Black Box Testing is to validate that the application works as the
user will be operating it and in the environments of their systems.



Black-box testing checks that the user interface and user inputs and outputs all work
correctly.



The error handling must work correctly.

Types of Black Box Testing
There are different techniques involved in Black Box testing.

Figure: Types of Black box testing techniques


Equivalence classes
Equivalence class is a method of deriving a set of test cases from different classes of test
cases. Identify all possible test cases to validate functionality in the system and then
segregate those Test cases into classes or groups. Ensure that all the Test cases under a
class produce same output and select one test case from each class. This method can be
used for both valid data and invalid data and it is applicable at all levels of testing.
Example:
We have to test an input text box that should accept a 10 digit mobile number.
In this scenario we could not test every data like numeric, alphabets, alpha numeric,
special characters and combination of alpha numeric and special characters. Here we can
use Equivalence class technique to identify test cases.
We can divide as classes or groups like
I.

Only Numeric

II.

Only Alphabets

III.

Alpha Numeric
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IV.

Special Character

V.

Alpha numeric and Special Characters

From each class we can select any test data randomly and use for testing.


Boundary value analysis
Boundary value is testing boundaries between Equivalence partitions. It include testing
maximum, minimum, just inside boundaries, just outside boundaries, typical values and
error values. It is relatively easy to apply and its defect-finding capability is high. This
technique can be applied at all test levels.
Example:
Considering the same example of equivalence classes, we can select boundary value test
cases also.
Boundary Value Analysis Test cases could be



I.

Selecting a single digit value (minimum)

II.

Selecting a 10 digit value (maximum

III.

Selecting a 9 digit value (Just inside boundary)

IV.

Selecting a 11 digit value (Just outside boundary)

Decision table testing
Decision table testing is used to test the combination of inputs that produce different
results. This technique is sometimes also referred to as a ‗Cause-effect‘ table.
When creating decision tables, the specification is analyzed, and then conditions and
actions of the system are identified. The input conditions and actions are most often
stated in such a way that they must be true or false (Boolean). The strength of decision
table testing is that it creates combinations of conditions that otherwise might not have
been exercised during testing.
Example:
If we are a new customer and we want to open a credit card account then there are three
conditions first we will get a 15% discount on all our purchases today, second if we are
an existing customer and we hold a loyalty card, we get a 10% discount and third if we
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have a coupon, we can get 20% off today (but it can‘t be used with the ‗new customer‘
discount). Discount amounts are added, if applicable. This is shown in below Table.

Table: Decision table for credit card example
Conditions

Rule 1

Rule 2

Rule 3

Rule 4

Rule 5

Rule 6

Rule 7

Rule 8

New Customer (15%)

T

T

T

T

F

F

F

F

Loyalty card (10%)

T

T

F

F

T

T

F

F

Coupon (20%)

T

F

T

F

T

F

T

F

X

X

20

15

30

10

20

0

Actions
Discount (%)

In the above table, the conditions and actions are listed in the left hand column. All the other
columns in the decision table each represent a separate rule, one for each combination of
conditions. We may choose to test each rule/combination and if there are only a few this will
usually be the case. However, if the number of rules/combinations is large we are more likely to
sample them by selecting a rich subset for testing.
Now let‘s see the decision table for credit card shown above:


Note that we have put X for the discount for two of the columns (Rules 1 and 2) – this
means that this combination should not occur. You cannot be both a new customer and
also holding a loyalty card as per the conditions mentioned above. Hence there should be
an error message stating this.



We have made an assumption in Rule 3. Since the coupon has a greater discount than the
new customer discount, we assume that the customer will choose 20% rather than 15%.
We cannot add them, since the coupon cannot be used with the ‗new customer‘ discount
as stated in the condition above. The 20% action is an assumption on our part, and we
should check that this assumption (and any other assumptions that we make) is correct,
by asking the person who wrote the specification or the users.



For Rule 5, however, we can add the discounts; since both the coupon and the loyalty
card discount should apply (that‘s our assumption).



Rules 4, 6 and 7 have only one type of discount and Rule 8 has no discount, so 0%.
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The advantage of doing this is that we may test a combination of things that otherwise we
might not have tested and that could find a defect.


State Transition testing

State transition testing is used where some aspect of the system can be described in what is
called a ‗finite state machine‘. It allows the tester to view the software in terms of its states,
transitions between states, the inputs or events that trigger changes in state (transitions) and
the actions which may result from those transitions.
The process for State transition testing is to draw state transition diagram
(i).

Determine start state, input, output and finish state

(ii).

Determine coverage level to be achieved

(iii).

Draw testing tree

(iv).

Define tests
Example:
We have a balance of Rs.15000/- in our account, and if we request to withdraw
Rs.10000/- from a bank ATM, we may be given cash. Later if we make exactly the same
request but it may refuse to give us the money because of insufficient balance (Rs.5000/).
This later refusal is because the state of your bank account has changed from having
sufficient funds to cover the withdrawal to having insufficient funds. The transaction that
caused your account to change its state was probably the earlier withdrawal.



Use case testing
Use case testing is a technique that helps to understand business conditions and flows. It
is used to identify test cases that exercise the whole system on a transaction by
transaction basis from start to finish. Use case testing describes interactions between
actors, including users and the system, which produce a result of value to a system user.
Use cases are a sequence of steps that describe the interactions between the actor and the
system.
Example:
The ATM PIN example is shown below. In this we can see the interactions between the
A (actor – in this case it is a human being) and S (system). From step 1 to step 5 that is
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success scenario it shows that the card and pin both got validated and allows Actor to
access the account. But in extensions there can be three other cases that is 2a, 4a, 4b
which is shown in the diagram below.

Main Success Scenario
A: Actor
S: System

Step

Description

1

A: Inserts card

2

S: Validates card and asks for PIN

3

A: Enters PIN

4

S: Validates PIN

5

S: Allows access to account

Extensions

2a

Card not Valid

S: Display message and reject card
4a

PIN not valid

S: Display message and ask for re-try (Twice)
4b

PIN invalid 3 times

S: Blocks card and exit

Advantages and Disadvantages of Black Box Testing
Advantages of Black Box Testing


Black box tests are reproducible.



The environment the program is running is also tested.



The invested effort can be used multiple times.



More effective on larger units of code than glass box testing



Tester needs no knowledge of implementation, including specific programming
languages



Tests are done from a user's point of view



Will help to expose any ambiguities or inconsistencies in the specifications



Efficient when used on Larger systems
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As the tester and developer are independent of each other, test is balanced and
unprejudiced



Tester can be non-technical.



There is no need of having detailed functional knowledge of system to the tester.



Tests will be done from an end user's point of view. Because end user should accept the
system.



Testing helps to identify the vagueness and contradiction in functional specifications.



Test cases can be designed as soon as the functional specifications are complete

Disadvantages of Black Box Testing


The results are often overestimated.



Not all properties of a software product can be tested



The reason for a failure is not found.



Only a small number of possible inputs can actually be tested, to test every possible input
stream would take nearly forever



Without clear and concise specifications, test cases are hard to design



There may be unnecessary repetition of test inputs if the tester is not informed of test
cases the programmer has already tried



May leave many program paths untested



Cannot be directed toward specific segments of code which may be very complex



Most testing related research has been directed toward glass box testing



Test cases are tough and challenging to design, without having clear functional
specifications



It is difficult to identify tricky inputs, if the test cases are not developed based on
specifications.



It is difficult to identify all possible inputs in limited testing time. So writing test cases is
slow and difficult



Chances of having unidentified paths during this testing



Chances of having repetition of tests that are already done by programmer.

193

Copyright@ Dr. Chander Kant, KUK

Software Engineering by Dr. Chander Kant

Differences between Black Box Testing and White Box Testing
Table: The Differences between Black Box Testing and White Box Testing are listed below.
Criteria

Black Box Testing

White Box Testing

Definition

Black Box Testing is a software testing White Box Testing is a software
method in which the internal structure/ testing method in which the internal
design/ implementation of the item

structure/ design/ implementation of

being tested is NOT known to the

the item being tested is known to the

tester

tester.

Levels Applicable Mainly applicable to higher levels of
To

Responsibility

Mainly applicable to lower levels of

testing: Acceptance

testing: Unit

System Testing

Integration Testing

Generally, independent Software

Generally, Software Developers

Testers
Not Required

Required

Implementation Not Required

Required

Programming
Knowledge

Knowledge
Basis for Test

Requirement Specifications

Detail Design

Cases

CONTROL FLOW & DATA FLOW TESTING
Control Flow Testing
A control flow path is a graphical representation of all paths that might be traversed through a
program during its execution. Most representations are of two types of blocks. i.e. - An entry
block through which control enters into the flow graph and the exit block through which all
control flow leaves. By this representation, we can also calculate cyclomatic complexity. It also
enables us to verify reachability, relationship with other nodes, edges and loops effectively.
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Flow Graph Elements:
A flow graph contains four different types of elements.
(1) Process Block
(2) Decisions
(3) Junctions
(4) Case Statements

(1). Process Block:


A process block is a sequence of program statements uninterrupted by either decisions or
junctions.



It is a sequence of statements such that if any one of statement of the block is executed,
then all statement thereof is executed.



Formally, a process block is a piece of straight line code of one statement or hundreds of
statements.



A process has one entry and one exit. It can consist of a single statement or instruction, a
sequence of statements or instructions, a single entry/exit subroutine, a macro or function
call, or a sequence of these.

(2). Decisions:


A decision is a program point at which the control flow can diverge.



Machine language conditional branch and conditional skip instructions are examples of
decisions.



Most of the decisions are two-way but some are three way branches in control flow.

(3). Junctions:


A junction is a point in the program where the control flow can merge.



Examples of junctions are: the target of a jump or skip instruction in ALP, a label that is a
target of GOTO.

(4). Case Statements:


A case statement is a multi-way branch or decisions.



Examples of case statement are a jump table in assembly language, and the PASCAL
case statement.
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From the point of view of test design, there are no differences between Decisions and
Case Statements.

Figure: Flow graph elements

Control Flow Graph: An Example
Let we discuss the control flow with the help of programming example.
int evensum(int i)
{
int sum = 0;
while (i <= 10)
{
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if (i/2 == 0)
sum = sum + i;
i++;
}
return sum;
}
The control flow graph represented below on the basis of above program.

Figure: Control Flow Graph
Control Flow Graphs Vs Flowcharts:


A program's flow chart resembles a control flow graph.



In flow graphs, we don't show the details of what is in a process block.



In flow charts every part of the process block is drawn.



The flowchart focuses on process steps, where as the flow graph focuses on control flow
of the program.



The act of drawing a control flow graph is a useful tool that can help us clarify the control
flow and data flow issues.
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Data Flow Testing
Data flow testing is the name given to a family of test strategies based on selecting paths through
the program's control flow in order to explore sequences of events related to the status of data
objects. For example, pick enough paths to assure that every data object has been initialized prior
to use or that all defined objects have been used for something.
Motivation: It is our belief that, just as one would not feel confident about a program without
executing every statement in it as part of some test, one should not feel confident about a
program without having seen the effect of using the value produced by each and every
computation.

Data Flow Graph: An Example
The data flow graph is a graph consisting of nodes and directed links. We will use a control
graph to show what happens to data objects of interest at that moment. Our objective is to expose
deviations between the data flows we have and the data flows we want.
A data-flow graph (DFG) is a graph which represents data dependencies between a numbers of
operations. Any algorithm consists of a number of ordered operations. Consider the procedure
for finding the root of a quadratic equation (algorithm assumes real roots):
quad( a, b, c)
t1 = a*c;
t2 = 4*t1;
t3 = b*b;
t4 = t3 - t2;
t5 = sqrt( t4);
t6 = -b;
t7 = t6 - t5;
t8 = t7 + t5;
t9 = 2*a;
r1 = t7/t9;
r2 = t8/t9;
One could implement this algorithm line by line, but a more general realization would note the
dependencies between each operation. For example t2 cannot be computed before t1, but t3
could be computed before t1 or t2.
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Figure: Data Flow Graph

LOOP TESTING

A Single loop can be covered with two cases: Looping and not looping. Bugs hide themselves in
corners and congregate at boundaries - in the cases of loops, at or around the minimum or
maximum number of times the loop can be iterated. The minimum number of iterations is often
zero, but it need not be.

CASE 1: Single loop, Zero minimum, N maximum, No excluded values
1. Try bypassing the loop (zero iteration). If we can't, we either have a bug, or zero is not
the minimum and we have the wrong case.
2. Could the loop-control variable be negative? Could it appear to specify a negative
number of iterations? What happens to such a value?
3. One passes through the loop.
4. Two passes through the loop.
5. A typical number of iterations, unless covered by a previous test.
6. One less than the maximum number of iterations.
7. The maximum number of iterations.
8. Attempt one more than the maximum number of iterations. What prevents the loopcontrol variable from having this value? What will happen with this value if it is forced?
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CASE 2: Single loop, Non-zero minimum, No excluded values
1. Try one less than the expected minimum. What happens if the loop control variable's
value is less than the minimum? What prevents the value from being less than the
minimum?
2. The minimum number of iterations.
3. One more than the minimum number of iterations.
4. Once, unless covered by a previous test.
5. Twice, unless covered by a previous test.
6. A typical value.
7. One less than the maximum value.
8. The maximum number of iterations.
9. Attempt one more than the maximum number of iterations.

CASE 3: Single loops with excluded values
1. Treat single loops with excluded values as two sets of tests consisting of loops without
excluded values, such as case 1 and 2 above.
2. Example, the total range of the loop control variable was 1 to 20, but that values 7, 8,9,10
were excluded. The two sets of tests are 1-6 and 11-20.
3. The test cases to attempt would be 0,1,2,4,6,7 for the first range and 10,11,15,19,20,21
for the second range.

Types of Loops
There are four different classes of loops:
1. Simple loops
2. Concatenated loops
3. Nested loops
4. Unstructured loops

1. Simple loops: The follow group of tests should be used on simple loops, where n is
the maximum number of allowable passes through the loop:
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Skip the loop entirely.



Only one passes through the loop.



Two passes through the loop.



M passes through the loop where m<n.



n-1, n, n+1 passes through the loop.

2. Nested loop: For the nested loop the number of possible tests increases as the level of
nesting grows. This would result in an impractical number of tests. An approach that
will help to limit the number of tests:


Start at the innermost loop. Set all other loops to minimum values.



Conduct simple loop tests for the innermost loop while holding the outer loop at
their minimum iteration parameter value.



Work outward, performing tests for the next loop, but keeping all other outer
loops at minimum values and other nested loops to ―typical‖ values.



Continue until all loops have been tested.

3. Concatenated loops: Concatenated loops can be tested using the techniques outlined
for simple loops, if each of the loops is independent of the other. When the loops
are not independent the approach applied to nested loops is recommended.
4. Unstructured loops: This class of loop should be redesigned to reflect the use of the
structured programming constructs.

Figure: Types of Loops
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Cause Effect Graph Testing
What is Cause-Effect Graph?
A cause–effect graph is a directed graph that maps a set of causes to a set of effects. The causes
may be thought of as the input to the program, and the effects may be thought of as the output.
Usually the graph shows the nodes representing the causes on the left side and the nodes
representing the effects on the right side. There may be intermediate nodes in between that
combine inputs using logical operators such as AND and OR. Cause Effect Graph is a black box
testing technique that graphically illustrates the relationship between a given outcome and all the
factors that influence the outcome.

Objective
Cause and effect graph is a dynamic test case writing technique. Here causes are the input
conditions and effects are the results of those input conditions. Cause-Effect Graphing is a
technique which starts with set of requirements and determines the minimum possible test cases
for maximum test coverage which reduces test execution time and ultimately cost.
The goal is to reduce the total number of test cases still achieving the desired application quality
by covering the necessary test cases for maximum coverage. But at the same time obviously
there are some downsides of using this test case writing technique. It takes time to model all your
requirements into this cause-effect graph before writing test cases. The Cause-Effect graph
technique restates the requirements specification in terms of logical relationship between the
input and output conditions. Since it is logical, it is obvious to use Boolean operators like AND,
OR and NOT.
Notations
AND- For effect E1 to be true, both the causes C1 and C2 should be true.

OR- For effect E1 to be true, either of causes C1 OR C2 should be true.
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NOT- For effect E1 to be true, causes C1 should be false.

MUTUALLY EXCLUSIVE- When only one of the causes will hold true.

Cause Effect - Flow Diagram
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Circumstances - under which Cause-Effect Diagram used


To identify the possible root causes the reasons for a specific effect, problem, or
outcome.



To relate the interactions of the system among the factors affecting a particular process or
effect.



To analyze the existing problems so that corrective action can be taken at the earliest.

Benefits:


It helps us to determine the root causes of a problem or quality using a structured
approach.



It uses an orderly, easy-to-read format to diagram cause-and-effect relationships.



It indicates possible causes of variation in a process.



It identifies areas, where data should be collected for further study.



It encourages team participation and utilizes the team knowledge of the process.



It increases knowledge of the process by helping everyone to learn more about the factors
at work and how they relate.

Steps for drawing cause-Effect Diagram:
Step 1: Identify and Define the Effect
Step 2: Fill in the Effect Box and Draw the Spine
Step 3: Identify the main causes contributing to the effect being studied.
Step 4: For each major branch, identify other specific factors which may be the causes of the
EFFECT.
Step 5: Categorize relative causes and provide detailed levels of causes.
CAUSE EFFECT GRAPH- An Example
Situation:
The ―Print message‖ is software that read two characters and, depending of their values,
messages must be printed.


The first character must be an ―A‖ or a ―B‖.



The second character must be a digit.
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If the first character is an ―A‖ or ―B‖ and the second character is a digit, the file must be
updated.



If the first character is incorrect (not an ―A‖ or ―B‖), the message X must be printed.



If the second character is incorrect (not a digit), the message Y must be printed.

Solution:
The causes for this situation are:
C1 – First character is A
C2 – First character is B
C3 – Second character is a digit

The effects (results) for this situation are
E1 – Update the file
E2 – Print message ―X‖
E3 – Print message ―Y‖

Start:
First draw the causes and effects as shown below:

Note – Always go from effect to cause (left to right). That means, to get effect ―E‖, what causes
should be true.
In this example, let‘s start with Effect E1.
Effect E1 is to update the file. The file is updated when
–First character is ―A‖ and second character is a digit
– First character is ―B‖ and second character is a digit
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–First character can either be ―A‖ or ―B‖ and cannot be both.
Now let‘s put these 3 points in symbolic form:
For E1 to be true – following are the causes:
– C1 and C3 should be true
– C2 and C3 should be true
– C1 and C2 cannot be true together. This means C1 and C2 are mutually exclusive.
Now let‘s draw this:

So as per the above diagram, for E1 to be true the condition is (C1

C2)

C3

The circle in the middle is just an interpretation of the middle point to make the graph less
confused. There is a third condition where C1 and C2 are mutually exclusive.

So the final graph for effect E1 to be true is shown below:
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Let’s move to Effect E2:
E2 states to print message ―X‖. Message X will be printed when First character is neither A nor
B. Which means Effect E2 will hold true when either C1 OR C2 is invalid. So the graph for
Effect E2 is shown as:

Let’s move to Effect E3:
E3 states to print message ―Y‖. Message Y will be printed when Second character is incorrect.
Which means Effect E3 will hold true when C3 is invalid. So the graph for Effect E3 is shown
as:

This completes the Cause and Effect graph for the above situation.
Now let‘s move to draw the Decision table based on the above graph.

Decision table based on Cause and Effect graph
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First write down the Causes and Effects in a single column shown below
Actions
C1
C2
C3
E1
E2
E3
Key is the same. Go from bottom to top which means traverse from effect to cause.
Start with Effect E1. For E1 to be true, the condition is: (C1
C2)
C3.
Here we are representing true as 1 and False as 0
First put Effect E1 as True in the next column as:
Actions
C1
C2
C3
E1
E2
E3

1

Now for E1 to be ―1‖ (true), we have the below two conditions –
C1 AND C3 will be true
C2 AND C3 will be true
Actions
C1
C2
C3
E1
E2
E3

1
1
1

1
1
1

For E2 to be true, either C1 or C2 has to be false shown as:
Actions
C1
C2
C3
E1
E2
E3

1
1
1

0
1
1
1

0

0
1

1

1

For E3 to be true, C3 should be false.
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Actions
C1
C2
C3
E1
E2
E3

1
1
1

0
1
1
1

1

0

0
1

1

1

1

1

1

So it‘s done. Let‘s complete the graph by adding 0 in the blank column and including the test
case identifier.
Actions
C1
C2
C3
E1
E2
E3

TC1
1
0
1
1
0
0

TC2
0
1
1
1
0
0

TC3
0
0
0
0
1
0

TC4
0
0
1
0
1
0

TC5
1
0
0
0
0
1

TC6
0
1
0
0
0
1
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Chapter 7
Software Testing Strategies
Validation Testing
Unit Testing
Integration Testing
Validation Testing
System Testing
Debugging
Static Testing Strategies

Software Testing Strategies
Introduction
Software testing strategy is developed to perform testing in a planned and systematic manner. A
testing strategy is used to identify the levels of testing which are to be applied along with the
methods, techniques, and tools to be used during testing. This strategy also decides test cases,
test specifications, test case decisions, and puts them together for execution.
Developing a test strategy, which professionally meets the requirements of an organization, is
critical to the success of software development in that organization. Therefore, a software testing
strategy should contain complete information about the procedure to perform testing and the
purpose and requirements of testing. The choice of software testing strategy is highly dependent
on the nature of the developed software. For example, if the software is highly data intensive
then a strategy that checks structures and values properly to ensure that all inputs given to the
software are correct and complete should be developed. Similarly, if it is transaction intensive
then the strategy should be such that it is able to check the flow of all the transactions. The
design and architecture of the software are also useful in choosing testing strategy.
Fundamental Principal of Testing
The objective of the testing is to provide a quality product to the customer.
1. The goal of testing is to find defects before customers find them out.
2. Exhaustive testing is not possible; program testing can only show the presence of defects,
never their absence.
3. Testing applies all through the software life cycle and is not an end of- cycle activity.
4. Understand the reason behind the test.
5. Test the tests first.
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Testing Objective
The main objective of testing is:
1. Testing is a process of executing a program with the intent of finding an error.
2. A good test case is one that has a high probability of finding an as-yet undiscovered error.
3. A successful test is one that uncovers an as-yet-undiscovered error.
Characteristics of Testing Strategies
A number of software testing strategies are developed in the testing process. All these strategies
provide the tester a template, which is used for testing. Generally, all testing strategies have
following characteristics.
1. Testing proceeds in an outward manner. It starts from testing the individual units,
progresses to integrating these units, and finally, moves to system testing.
2. Testing techniques used during different phases of software development are different.
3. Testing is conducted by the software developer and by an Independent Test Group (ITG).
4. Testing and debugging should not be used synonymously. However, any testing strategy
must accommodate debugging with itself.

Testing Strategic Issues
Testing Strategy


We begin by ‗testing-in-the-small‘ and move toward ‗testing-in-the-large‘



For conventional software
o The module (component) is our initial focus
o Integration of modules follows



For Object Oriented software
o Our focus when ―testing in the small‖ changes from an individual module (the
conventional view) to an Object Oriented class that encompasses attributes and
operations and implies communication and collaboration.

Issues


Specify product requirements in a quantifiable manner long before testing commences
―Portability, maintainability, and usability.‖
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State testing objectives explicitly ―test effectiveness, test coverage, mean time to failure,
etc.‖



Understand the users of the software and develop a profile for each user category. Build
use-cases.



Develop a testing plan that emphasizes ―rapid cycle testing.‖ Feedback generated from
rapid-cycle tests can be used to control quality levels and the corresponding test
strategies.



Build ―robust‖ software that is designed to test itself.



Use effective formal technical reviews as a filter prior to testing.



Conduct formal technical reviews to assess the test strategy and test cases themselves.



Develop a continuous improvement approach for the testing process. The test strategy
should be measured by using metrics.

Types of Software Testing Strategies
There are different types of software testing strategies, which are selected by the testers
depending upon the nature and size of the software. The commonly used software testing
strategies are listed below.


Unit Testing



Integration Testing



Validation Testing



System Testing

UNIT TESTING
Unit Testing is done at the lowest level. It tests the basic unit of software, which is the smallest
testable piece of software, and is often called ―unit‖, ―module‖, or ―component‖ interchangeably.
Unit is the smallest part of a software system which is testable it may include code files, classes
and methods which can be tested individual for correctness. Unit is a process of validating such
small building block of a complex system, much before testing an integrated large module or the
system as a whole.
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Unit Test Considerations:


Module interface is tested to ensure that information properly flows into and out of the
program unit under test.



Local data structures are examined to ensure that data stored temporarily maintains its
integrity.



All independent paths through the control structure are exercised to ensure that all
statements in a module have been executed at least once.



All error handling paths are tested.



If data do not enter and exit properly, all other tests are moot.



Comparison and control flow are closely coupled. Test cases should uncover errors such
as:
o comparison of different data types
o incorrect logical operators or precedence
o expectation of equality when precision error makes equality unlikely
o incorrect comparison of variables
o improper loop termination
o failure to exit when divergent iterations is encountered
o improperly modified loop variables

Boundary testing is essential. Software often fails at its boundaries. Test cases that exercise data
structure, control flow, and data values just below, at, and just above maxima and minima are
very likely to uncover errors.
Error handling: when error handling is evaluated, potential errors should be tested:


error description is unintelligible



error noted does not correspond to error encountered



error condition causes Operating System intervention prior to error handling



exception-condition processing is incorrect



error description does not provide enough information to assist the location of the cause
of the error.
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Unit Test Procedures
Because a component is not a stand-alone program, driver and/or stub software must be
developed for each unit test. In most applications, a driver is nothing more than a ―main
program‖ that accepts test case data, passes such data to the component, and prints relevant
results.
Stubs serve to replace modules that are subordinate to the component to be tested. A stub
―dummy program‖ uses the subordinate module‘s interface, may do minimal data manipulation,
provides verification of entry, and returns control to the module undergoing testing.

Integration Testing
Integration is defined as a set of integration among component. Testing the interactions between
the module and interactions with other system externally is called Integration Testing.
Integration Testing is a systematic technique for constructing the Software architecture while at
the same time conducting tests to uncover errors associated with interfacing. The objective is to
take unit tested components and build a program structure that has been dictated by design.

Type of Integration Testing


Top-down Integration



Bottom-up Integration



Regression Testing



Smoke Testing

Top-Down Integration:
Top-down integration testing is an incremental approach to construction of program structure.
Modules are integrated by moving downward through the control hierarchy, beginning with the
main control module.
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Figure: Top-down Integration
Bottom-Up Integration:
Bottom-up integration testing, begins construction and testing with atomic modules. Because
components are integrated from the bottom up, processing required for components subordinate
to a given level is always available and the need for stubs is eliminated.

Figure: Bottom-up Integration
Regression Testing:
Each time a new module is added as part of integration testing, the software changes. These
changes may cause problems. In the context of an integration test strategy, regression testing is
the re-execution of some subset of tests that have already been conducted. Regression testing is
the activity that helps to ensure that changes do not introduce unintended behavior or additional
errors. Regression testing may be conducted manually, by re-executing a subset of all test cases.
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Figure: Regression Testing
Smoke Testing:
Smoke testing is an integration testing approach that is commonly used when ―shrink wrapped‖
software products are being developed, allowing the software team to assess its project on a
frequent basis.
The smoke testing approach encompasses the following activities:
1. Software components that have been translated into code are integrated into a ―build.‖ A
build includes all data files, libraries, reusable modules, and engineered components.
2. A series of tests is designed to expose errors that will keep the build from properly
performing its function.
3. The build is integrated with other builds and the entire product is smoke tested daily. The
integration approach may be top down or bottom up.
Validation Testing
Validation refers to a different set of activities that ensure that the software that has been built is
traceable to customer requirements. On the other hand, verification refers to the set of activities
that ensure that software correctly implements a specific function.

Verification: "Are we building the product right?"
Validation: "Are we building the right product?
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This testing phase is the last chance to catch program errors before delivery to the customer. If the
users are not happy with what they see, the developers often do not get paid. The key point to
emphasize is traceability to requirements. In addition, the importance of alpha and beta testing (in
product environments) should be stressed.

High Order Testing


Validation Test Criteria:
Focus is on software requirements.

A test plan outlines the classes of tests to be

conducted, and a test procedure defines specific test cases. Both the plan and procedure
are designed to ensure that all functional requirements are satisfied, all behavioral
characteristics are achieved, and all performance req. are attained, documentation is
correct, and usability and other req. are met.


Configuration Review:
It is important to ensure that the elements of the Software configuration have been
properly developed.



Alpha/Beta testing:
The focus is on customer usage.
The alpha-test is conducted at the developer‘s site by end-users. The S/W is used in
natural setting with the developer ―looking over the shoulder‖ of typical users and
recording errors and usage problems.

Alpha tests are conducted in a controlled

environment.
The beta-test is conducted at the end-users sites. The developer is generally not present.
Beta test is a live application of the S/W in an environment that cannot be controlled by
the developer. The end-user records errors and all usage problems encountered during
the test and the list is reported to the developer. Then S/W engineers make modifications
and then prepare for release of S/W product to the entire customer base.
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System Testing
System Testing is a series of different tests whose primary purpose it to fully exercise the
computer-based system.
The following are the types of system tests:


Recovery Testing
Forces the software to fail in a variety of ways and verifies that recovery is properly
performed. ―Data recovery‖



Security Testing
It verifies that protection mechanisms built into a system will, in fact, protect it from
improper penetration.



Stress Testing
It executes a system in a manner that demands resources in abnormal quantity, frequency,
or volume.

For example:
1) Special tests may be designed to generate 10 interrupts per second, when one or two is
the average rate,
2) Input data rates may be increased by an order of magnitude to determine how input
functions will respond,
3) Test cases that require maximum memory or other resources are executed,
4) Test cases that may cause memory management problems are designed,
5) Test cases that may cause excessive hunting for disk-resident data are created.

A variation of stress testing is a technique called sensitivity testing. They attempt to uncover
data combinations within valid input classes that may cause instability or improper
processing.


Performance Testing
It tests the run-time performance of software within the context of an integrated system.
Performance tests are coupled with stress testing and usually require both H/W and S/W
instrumentation. ―Processing Cycle, log events‖
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DEBUGGING
The Debugging Process
Debugging occurs as a consequence of successful testing. That is, when a test case uncovers
an error, debugging is an action that results in the removal of the error.
Debugging is not testing but occurs as a consequence of testing. Debugging process begins
with the execution of a test case.
Results are assessed and a lack of correspondence between expected and actual performance
is encountered. In many cases, the non-corresponding data are a symptom of an underlying
cause as yet hidden. Debugging attempts to match symptom with cause, thereby leading to
error correction.
Debugging will always have one of two outcomes:
1. The cause will be found and corrected
2. The cause will not be found.
Why is debugging so difficult?
1. The warning sign and the cause may be geographically remote  highly coupled
components.
2. The warning sign may disappear temporarily when another error is corrected.
3. The warning sign may actually be caused by non-errors (round-off inaccuracies).
4. The warning sign may be caused by human error that is not easily traced.
5. The warning sign may be a result of timing problem, rather than processing problems.
6. It may be difficult to accurately reproduce input conditions (a real-time application on
which input ordering is indeterminate).
7. The warning sign may be intermittent. That is particularly common in embedded systems
that couple hardware and software inextricably.
8. The warning sign may be due to causes that are distributed across a number of tasks
running on different processors.
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Static Testing Strategies
Static testing techniques test the software without executing the code. Static testing techniques
are useful for detecting defects early in software development. The fundamental objective of
static testing is to improve the quality of software work products by assisting engineers to
recognize and fix their own defects early in the software development process. Static test
techniques provide a powerful way to improve the quality and productivity of
software development.
During static testing, software work products are examined manually, or with a set of tools, but
not executed.

Objectives
To improve the quality of software work products by Assisting Engineers to recognize and fix
their own defects early in the software development process.

Static Testing

Inspection

Walkthrough

Technical reviews

Informal reviews

Types of reviews:


Inspection: Here the main purpose is to find defects. Code walkthroughs are conducted
by moderator. It is a formal type of review where a checklist is prepared to review the
work documents.
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Walkthrough: In this type of technique a meeting is lead by author to explain the
product. Participants can ask questions and a scribe is assigned to make notes.



Technical reviews: In this type of static testing a technical round of review is conducted
to check if the code is made according to technical specifications and standards.
Generally the test plans, test strategy and test scripts are reviewed here.



Informal reviews: Static testing technique in which the document is reviewed informally
and informal comments are provided.

Questions
1. What do you mean by fundamental of s/w testing? Explain with example. Discuss various levels of
testing.
2. Explain in detail Black-box and White box testing. What are the different black-box and white-box
testing techniques?
3. Discuss the benefits of black-box testing and white box testing.
4. Briefly discuss various types of testing technique? Is there any testing technique that guarantees
that the program is 100 % correct? Justify your answer.
5. Discuss the meaning, scope and relationship of software testing with software quality.
6. How testing is differ from debugging? Explain various level of testing.
7. Differentiate the followings
a) Testing and debugging
b) Regression Testing and Acceptance Testing
c) Unit Testing and Integration Testing
d) Induction and Deduction debugging approach
8. Explain the followings testing techniques with their relative advantages
i) Loop Testing
ii) Alpha Testing
iii) Beta Testing
iv) Performance testing
v) Mutation testing
vi) Validation testing
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Chapter 8
Software Re-engineering & Software Maintenance
Re-Engineering & Reverse Engineering
Maintenance Characteristics
Maintainability
Maintenance Tasks and Side Effects
CASE Tools

SOFTWARE RE-ENGINEERING
Definition
Reengineering is the systematic transformation of an existing system into a new form to realize
quality improvements in operation, system capability, functionality, performance, or
resolvability at a lower cost, schedule, or risk to the customer.
Software reengineering is often associated with business process reengineering (BPR). The
objective of business process reengineering is to increase the efficiency of an organization‘s
business processes. Business process reengineering is however, often a precursor to software
reengineering.
Business Process Reengineering Principles


Organize around outcomes, not tasks.



Have those people who use the output of a process, perform the process.



Incorporate information processing work into the real work that produces the raw
information.



Treat geographically dispersed resources as though they were centralized.



Link parallel activities instead of integrating their results.



Put the decision point where the work is performed and build control into the process.



Capture the data once, at its source.

Business Process Reengineering Model


Business definition - business goals are identified in the context of four key drivers (cost
reduction, time reduction, quality improvement, empowerment)



Process identification - processes critical to achieving business goals are identified and
prioritized



Process evaluation - existing processes are analyzed and measured, costs and time
consumed by processes are noted, quality/performance problems are isolated
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Process specification and design - use-cases are prepared for each process to be
redesigned, these use-case scenarios deliver some outcome to a customer, new tasks are
designed for each process



Prototyping - used to test processes before integrating them into the business



Refinement and instantiation - based on feedback from the prototype, business processes
are refined and then instantiated within a business system.

Software Reengineering Activities


Inventory analysis – sorting active software applications by business criticality,
longevity, current maintainability, and other local criteria helps to identify reengineering
candidates.



Document restructuring – need to decide to live with weak documentation, update poor
documents if they are used, or fully rewrite the documentation for critical systems
focusing on the "essential minimum".



Reverse engineering – process of design recovery - analyzing a program in an effort to
create a representation of the program at some abstraction level higher than source code.



Code restructuring – source code is analyzed and violations of structured programming
practices are noted and repaired, the revised code also needs to be reviewed and tested.



Data restructuring – usually requires full reverse engineering, current data architecture
is dissected and data models are defined, existing data structures are reviewed for quality



Forward engineering – also called reclamation or renovation, recovers design
information from existing source code and uses this information to reconstitute the
existing system to improve its overall quality and/or performance.

Reengineering Benefits


Lower costs: Evidence from a number of projects suggests that reengineering an existing
system costs significantly less than new system development.



Lower risks: Reengineering is based on incremental improvement of systems, rather
than radical system replacement. The risk of losing critical business knowledge, which
may be embedded in a legacy system, or of producing a system that does not meet its
users‘ real needs, is drastically reduced.
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Better use of existing staff: Existing staff expertise can be maintained and extended
accommodate new skills during reengineering. The incremental nature of reengineering
means that existing staff skills can evolve as the system evolves. The approach carries
less risk and expense which is associated with hiring new staff.



Revelation of business rules: As a system is reengineered, business rules that are
embedded in the system are rediscovered. This is particularly true where the rules govern
exceptional situations.



Incremental development: Reengineering can be carried out in stages, as budget and
resources are available. The operational organization always has a working system, and
end users are able to gradually adapt to the reengineered as it is delivered in increments.

REVERSE ENGINEERING
Definition
Reverse

engineering,

also

called

back

engineering,

is

the

processes

of

extracting knowledge or design information from anything man-made and re-producing it or reproducing anything based on the extracted information.

Reverse Engineering Concepts


Abstraction level – ideally want to be able to derive design information at the highest level
possible



Completeness – level of detail provided at a given abstraction level



Interactivity – degree to which humans are integrated with automated reverse engineering
tools



Directionality – one-way means the software engineer doing the maintenance activity is
given all information extracted from source code, two-way means the information is fed to a
reengineering tool that attempts to regenerate the old program



Extract abstractions – meaningful specification of processing performed is derived from
old source code

Reverse Engineering Activities


Understanding data
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o internal data structures – program code is examined with the intention of grouping related
program variables
o database structure – often done prior to moving from one database paradigm to another
(e.g. flat file to relational)


Understanding processing - source code is analyzed to at varying levels of detail (system,
program, component, pattern, statement) to understand procedural abstractions and overall
functionality

Reverse Engineering User interfaces


What are the basic actions processed by the interface?



What is a compact description of the system's behavioral response to these actions?



What concept of equivalence of interfaces is relevant here?

Software Maintenance
Introduction
In software engineering, software maintenance is the process of enhancing and optimizing
deployed software (software release), as well as remedying defects. Software maintenance is one
of the phases in the software development process, and follows deployment of the software into
the field. The software maintenance phase involves changes to the software in order to correct
defects and deficiencies found during field usage as well as the addition of new functionality to
improve the software's usability and applicability.
Software maintenance involves a number of specific techniques. One technique is static slicing,
which is used to identify all the program code that can modify some variable. It is generally
useful in refactoring program code and was specifically useful in assuring Y2K compliance.
The software maintenance phase is an explicit part of the waterfall model of the software
development process which was developed during the structured programming movement of
computer programming. The other major model, the spiral model developed during the object
oriented movement of software engineering makes no explicit mention of a maintenance phase.
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Nevertheless, this activity is notable, considering the fact that two-thirds of a software system's
lifetime cost involves maintenance.

In a formal software development environment, the developing organization or team will have
some mechanisms to document and track defects and deficiencies. Software just like most other
products, is typically released with a known set of defects and deficiencies. The software is
released with the issues because the development organization decides the utility and value of the
software at a particular level of quality outweighs the impact of the known defects and
deficiencies.
The known issues are normally documented in a letter of operational considerations or release
notes so that the users of the software will be able to work around the known issues and will
know when the use of the software would be inappropriate for particular tasks.
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With the release of the software, other, undocumented defects and deficiencies will be
discovered by the users of the software. As these issues are reported into the development
organization, they will be entered into the defect tracking system.
The people involved in the software maintenance phase are expected to work on these known
issues, address them, and prepare for a new release of the software, known as a maintenance
release, which will address the documented issues.
Need for Maintenance
Maintenance is needed to ensure that the software continues to satisfy user requirements.
Maintenance is applicable to software that is developed using any software life cycle model.
Software products change due to corrective and non corrective software actions.
Maintenance must be performed in order to


correct faults



improve the design



implement enhancements



interface with other software



adapt programs so that

different hardware, software, system

features, and

telecommunications facilities can be used


migrate legacy software



retire software

Types of Software Maintenance
There are four types of maintenance, namely:
1. Corrective
2. Adaptive
3. Perfective
4. Preventive
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Figure: Types of Software Maintenance

1.

Corrective maintenance

Corrective maintenance deals with the repair of faults or defects found in day-today system
functions. A defect can result due to errors in software design, logic and coding. Design errors
occur when changes made to the software are incorrect, incomplete, wrongly communicated, or
the change request is misunderstood. Logical errors result from invalid tests and conclusions,
incorrect implementation of design specifications, faulty logic flow, or incomplete test of data.
All these errors, referred to as residual errors, prevent the software from conforming to its agreed
specifications. Note that the need for corrective maintenance is usually initiated by bug reports
drawn by the users.
In the event of a system failure due to an error, actions are taken to restore the operation of the
software system. The approach in corrective maintenance is to locate the original specifications
in order to determine what the system was originally designed to do. However, due to pressure
from management, the maintenance team sometimes resorts to emergency fixes known as
patching. Corrective maintenance accounts for 20% of all the maintenance activities.
2. Adaptive Maintenance
Adaptive maintenance is the implementation of changes in a part of the system, which has been
affected by a change that occurred in some other part of the system. Adaptive maintenance
consists of adapting software to changes in the environment such as the hardware or the
operating system. The term environment in this context refers to the conditions and the
influences which act (from outside) on the system. For example, business rules, work patterns,
and government policies have a significant impact on the software system.
For instance, a government policy to use a single 'European currency' will have a significant
effect on the software system. An acceptance of this change will require banks in various
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member countries to make significant changes in their software systems to accommodate this
currency. Adaptive maintenance accounts for 25% of all the maintenance activities.
3. Perfective Maintenance
Perfective maintenance mainly deals with implementing new or changed user requirements.
Perfective maintenance involves making functional enhancements to the system in addition to
the activities to increase the system's performance even when the changes have not been
suggested by faults. This includes enhancing both the function and efficiency of the code and
changing the functionalities of the system as per the users' changing needs.
Examples of perfective maintenance include modifying the payroll program to incorporate a new
union settlement and adding a new report in the sales analysis system. Perfective maintenance
accounts for 50%, that is, the largest of all the maintenance activities.
4. Preventive Maintenance
Preventive maintenance involves performing activities to prevent the occurrence of errors. It
tends to reduce the software complexity thereby improving program understandability and
increasing software maintainability. It comprises documentation updating, code optimization,
and code restructuring. Documentation updating involves modifying the documents affected by
the changes in order to correspond to the present state of the system. Code optimization involves
modifying the programs for faster execution or efficient use of storage space. Code restructuring
involves transforming the program structure for reducing the complexity in source code and
making it easier to understand.
Preventive maintenance is limited to the maintenance organization only and no external requests
are acquired for this type of maintenance. Preventive maintenance accounts for only 5% of all
the maintenance activities.
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The Maintenance Process

Fig. 2: The software maintenance process
Program Understanding: The first phase consists of analyzing the program in order to
understand. Generating Particular Maintenance Proposal The second phase consists of generating
a particular maintenance proposal to accomplish the implementation of the maintenance
objective. Ripple Effect The third phase consists of accounting for all of the ripple effect as a
consequence of program modifications.
Modified Program Testing: The fourth phase consists of testing the modified program to
ensure that the modified program has at least the same reliability level as before. Maintainability
Each of these four phases and their associated software quality attributes are critical to the
maintenance process. All of these factors must be combined to form maintainability.
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Maintenance Characteristics
Structured vs. Unstructured Maintenance
Unstructured maintenance happens when there is no well-defined methodology. For example,
when there is no good documentation, when there is no information about the tests performed
etc. Structure maintenance may be conducted only if the steps of the software engineering
methodology, the waterfall cycle, are properly followed during the project development.
The existence of a proper software configuration does not guarantee problem-free maintenance,
but at least guarantees reduction of wasted effort and increasing the quality of change.
Maintenance Cost
Effort expended on maintenance may be divided into productive activities, design modification
and coding for example, and "wheel spinning" activities, trying to understand the code for
example.
The following expression provides a model of maintenance effort:
M = p + Ke(c-d)
where: M is total effort expended in maintenance
p is productive effort
K is an empirical constant
c is complexity attributed to the lack of good design and documentation
d is a measure of the familiarity with the software
Problems
Among the many classic problems that can be associated with software maintenance are the
following:
o difficulties to trace the software evolution
o difficulties to understand someone else‘s program
o documentation does not exist or is awful
o most software is not designed for change
All of these problems can be at least partially solved if the disciplined software engineering
methodology is followed.
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Software Maintainability
Controlling Factors


availability of qualified software staff



understandable system structure



ease of system handling



use of standardized programming languages



use of standardized operating systems



standardized structure of the documentation



availability of test cases

Quantitative Measures


problem recognition time



administrative delay time



maintenance tools collection time



change specification time



local testing time



global testing time



maintenance review time



total recovery time

Software Maintenance Tasks


Maintenance Organization
Maintenance requests are channeled through a maintenance controller, who forwards
each request for evaluation to a system supervisor. The system supervisor is a member of
the technical staff provides the information to a change control authority, called change
control board.



Maintenance Reporting
o The software developer normally generates a maintenance request form (MRF),
sometimes called software problem report that is completed by the user who
desires a maintenance activity.
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o For adaptive or perfective maintenance requests a brief change specification, with
abbreviate requirements definition and is also submitted.
o The MRF is an externally generated document that is used as a basis for planning
the maintenance task. Internally the software organization develops a software
change report (SCR) that includes:
-

the magnitude of effort required to satisfy an MRF

-

the nature of modifications required

-

the priority of the request

-

data about the modification



Flow of Events



Record Keeping
There could be suggested the following list of data that worth recording
o program identification
o number of source statements
o number of machine code instructions
o programming language used
o program installation date
o number of program runs since installation
o number of processing failures associated with the runs
o source statements added by the program change
o source statements deleted by the program change
o number of person-hours spent per change
o program change date
o identification of software engineer
o MRF identification
o maintenance start and close dates
o cumulative number of person-hours spent on maintenance
o net benefits associated with the maintenance
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Software Maintenance Side Effects


Coding Side Effects
Although every software code modification has the potential for introducing error, the
following set of changes tends to be more error-prone than others:
o a subprogram is deleted or changed
o a statement label is deleted or changed
o an identifier is deleted or modified
o file open or close is modified
o logical operations are modified
o design changes are translated into major code changes
o changes are made to logical tests of boundary conditions



Data Side Effects
o redefinition of local and global constants
o redefinition of record or file formats
o increase or decrease the size of arrays
o modifications to global data
o reinitialization of control flags
o rearrangement of arguments for I/O

Case Tools
Definition of CASE
CASE stands for Computer Aided Software Engineering. It means development and maintenance
of software projects with help of various automated software tools.

CASE tools
The objective of introducing Computer Aided Software Engineering (CASE) tools was the
reduction of the time, cost of software development and for the enhancement of the quality of the
systems. Computer-Aided Software Engineering (CASE) technologies are tools that provide
automated assistance for software development. The interest in CASE tools and environments is
based on expectations about increasing productivity, improving product quality, facilitating
maintenance, and making software engineers' task less odious and more enjoyable.
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Need of CASE
Software developers always looking for such CASE tools that help them in many different ways
during the different development stages of software, so that they can understand the software and
prepare a good end product that efficiently fulfill the user requirements. CASE tools provide the
ways that can fulfill this requirement of software developers. These tools provide computerized
setting to software developers to analyze a problem and then design its system model.

Good Points of CASE Tools
1. They provides better perceptive of system.
2. Facilitates communication among team members.
3. Tools are more effective for large scale systems and immense projects.
4. CASE tools provide visibility of processes and logic.
5. CASE tools improve quality and productivity of software.
6. CASE tools reduce the time for error correction and maintenance.
7. CASE tools provide clear readability and maintainability of the system

Categories of CASE tools
CASE tools can be separated into three different categories, depending on where in the
development process they are most involved in:


Upper - support analysis and design phases



Lower - support coding phase



Integrated - also known as I-CASE support analysis, design and coding phases
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Figure: Categories of CASE tools

Upper CASE tools are used to capture, analyze and organize the models of system. These models
help designers to focus on the systems linear behavior. Lower CASE tools are used for
development and software maintenance phases. Using these tools developers classify the scope
and boundaries, describe current system, model requirements, prototyping, prepare design, etc.
Integrated CASE tools provide support for Upper CASE and Lower CASE tool activities.
Integrated CASE tools helps specifically in Analysis & Design, Maintenance and system
planning. Integrated CASE tools provide the support throughout whole development lifecycle.
CASE Tools Types
Now we briefly go through various CASE tools


Diagram tools
These tools are used to represent system components, data and control flow among
various software components and system structure in a graphical form. For example,
Flow Chart Maker tool for creating state-of-the-art flowcharts.



Process Modeling Tools
Process modeling is method to create software process model, which is used to develop
the software. Process modeling tools help the managers to choose a process model or
modify it as per the requirement of software product. For example, EPF Composer

236

Copyright@ Dr. Chander Kant, KUK

Software Engineering by Dr. Chander Kant



Project Management Tools
These tools are used for project planning, cost and effort estimation, project scheduling
and resource planning. Managers have to strictly compile project execution with every
mentioned step in software project management. Project management tools help in
storing and sharing project information in real-time throughout the organization. For
example, Creative Pro Office, Trac Project, Basecamp.



Documentation Tools
Documentation in a software project starts prior to the software process, goes throughout
all phases of SDLC and after the completion of the project.Documentation tools generate
documents for technical users and end users. Technical users are mostly in-house
professionals of the development team who refer to system manual, reference manual,
training manual, installation manuals etc. The end user documents describe the
functioning and how-to of the system such as user manual. For example, Doxygen,
DrExplain, Adobe RoboHelp for documentation.



Analysis Tools
These tools help to gather requirements, automatically check for any inconsistency,
inaccuracy in the diagrams, data redundancies or erroneous omissions. For example,
Accept 360, Accompa, CaseComplete for requirement analysis, Visible Analyst for total
analysis.



Design Tools
These tools help software designers to design the block structure of the software, which
may further be broken down in smaller modules using refinement techniques. These tools
provides detailing of each module and interconnections among modules. For example,
Animated Software Design.



Configuration Management Tools
An instance of software is released under one version. Configuration Management tools
deal with –
o Version and revision management
o Baseline configuration management
o Change control management
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CASE tools help in this by automatic tracking, version management and release
management. For example, Fossil, Git, Accu REV.


Change Control Tools
These tools are considered as a part of configuration management tools. They deal with
changes made to the software after its baseline is fixed or when the software is first
released. CASE tools automate change tracking, file management, code management and
more. It also helps in enforcing change policy of the organization.



Programming Tools
These tools consist of programming environments like IDE (Integrated Development
Environment), in-built modules library and simulation tools. These tools provide
comprehensive aid in building software product and include features for simulation and
testing. For example, Cscope to search code in C, Eclipse.



Prototyping Tools
Software prototype is simulated version of the intended software product. Prototype
provides initial look and feel of the product and simulates few aspect of actual product.
Prototyping CASE tools essentially come with graphical libraries. They can create
hardware independent user interfaces and design. These tools help us to build rapid
prototypes based on existing information. In addition, they provide simulation of
software prototype. For example, Serena prototype composer, Mockup Builder.



Web Development Tools
These tools assist in designing web pages with all allied elements like forms, text, script,
graphic and so on. Web tools also provide live preview of what is being developed and
how will it look after completion. For example, Fontello, Adobe Edge Inspect,
Foundation 3, Brackets.



Quality Assurance Tools
Quality assurance in a software organization is monitoring the engineering process and
methods adopted to develop the software product in order to ensure conformance of
quality as per organization standards. QA tools consist of configuration and change
control tools and software testing tools. For example, SoapTest, AppsWatch, JMeter.
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Maintenance Tools
Software maintenance includes modifications in the software product after it is delivered.
Automatic logging and error reporting techniques, automatic error ticket generation and
root cause Analysis are few CASE tools, which help software organization in
maintenance phase of SDLC. For example, Bugzilla for defect tracking, HP Quality
Center

CASE Environment Model
CASE Environment models are realized only set of integrated into a common frame work. In
CASE model, a programming environment is an integrated collection of tools to support only the
coding phase of software development. The tools commonly integrated in a programming
environment are a text editor, a compiler, and a debugger. These tools are integrated. If
Environment models are not integrated and data generated by one tool would be input to the
other tools.

Figure: CASE Environment Model
This is another name of central repository. Central repository has the following function:


Data integrity – include function to validate entry to the repository and ensure
consistency related object.



Information sharing – provide mechanism for sharing information among multiple
developers and tools, control modification of information.



Data tool integration – establishes share data item and perform configuration
management system.
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Data –data integration – data base management system allowing access to related
objects so functions can be achieved.



Document standardization – definition of object of database leads directly to a standard
approach for creation of engineering document.



Project management - contain information about the software application and the
organization general process for software development phases, task & deliverable.



Data Dictionary – should provide view and update access to data items and their
relations stored in it. It should have print facility to obtain hard copy of the viewed
screens. It should provide analysis reports like cross – referencing Impact analysis. It
should support a query language to view its contents.

Characteristics of CASE tools
A CASE tool must have the following characteristics in order to be used efficiently:


A standard methodology: A CASE tool must support a standard software development
methodology and standard modeling techniques. In the present scenario most of the
CASE tools are moving towards UML.



Flexibility: Flexibility in use of editors and other tools. The CASE tool must offer
flexibility and the choice for the user of editors' development environments.



Strong Integration: The CASE tools should be integrated to support all the stages. This
implies that if a change is made at any stage, for example, in the model, it should get
reflected in the code documentation and all related design and other documents, thus
providing a cohesive environment for software development.



Integration with testing software: The CASE tools must provide interfaces for
automatic testing tools that take care of regression and other kinds of testing software
under the changing requirements.



Support for reverse engineering: A CASE tools must be able to generate complex
models from already generated code.



On-line help: The CASE tools provide an online tutorial.
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Advantages and Disadvantages of CASE Tools:
Advantages:


Produce system with a longer effective operational life.



Produce system that more closely meet user needs and requirements.



Produce system with excellent documentation.



Produce system that need less system support.



Produce more flexible system.

Disadvantages:


Produce initial system that is more expensive to build and maintain.



Require more extensive and accurate definitions of user needs and requirements.



May be difficult to customize.



Require training of maintenance staff.



May be difficult to use with existing system.

Questions
1.
2.
3.
4.

What is Re-Engineering? Discuss different Reengineering Activities and benefits of Reengineering.
Discuss different concepts of Reverse Engineering. What are Reverse Engineering Activities.
Discuss maintenance Process in detail.
What is S/W maintenance? Why maintenance is time consuming activity? Discuss its various types.

5. What do you understand by software maintenance? What are the various types of
maintenance? When it starts and why it is costly? Also explain various measures through
which it can be minimized.
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